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AbstractWe investigate the relationship between symmetry reduction and inductive rea-soning when applied to model checking networks of featured components. Popularreduction techniques for combatting state space explosion in model checking, like ab-straction and symmetry reduction, can only be applied e�ectively when the naturalsymmetry of a system is not destroyed during speci�cation. We introduce a prop-erty which ensures this is preserved, open symmetry. We describe a template-basedapproach for the construction of open symmetric Promela speci�cations of featuredsystems. For certain systems (safely featured parameterised systems) our generatedspeci�cations are suitable for conversion to abstract speci�cations representing anysize of network. This enables feature interaction analysis to be carried out, via modelchecking and induction, for systems of any number of featured components. In ad-dition, we show how, for any balanced network of components, by using a graphicalrepresentation of the features and the process communication structure, a groupof permutations of the underlying state space of the generated speci�cation can bedetermined easily. Due to the open symmetry of our Promela speci�cations, thisgroup of permutations can be used directly for symmetry reduced model checking.The main contributions of this paper are an automatic method for developingopen symmetric speci�cations which can be used for generic feature interactionanalysis, and the novel application of symmetry detection and reduction in thecontext of model checking featured networks.We apply our techniques to a well known example of a featured network - anemail system.
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1 IntroductionModel checking [14,36,38] is a popular automated approach for investigatingthe behaviour of computer networks. A system is speci�ed using a modellinglanguage, and a state space (or model) generated. The state space is exploredto check properties that are expected to hold for the original system. In partic-ular, model checking is a useful technique for carrying out feature interactionanalysis on networks of featured components. However, model checking su�ersfrom the well known state space explosion problem: the size of the state spacegrows exponentially with the number of components.Approaches for combatting state space explosion often involve abstraction toreplace sets of states with state representatives. One method, induction, isused to construct an (abstract) state space which encapsulates the behaviourof systems of any size. This method is useful for ensuring that properties whichhold for small, �nite systems, still hold when any number of new componentsare added to the system. However, if a property does not hold for the abstractstate space, no general result can be inferred (and no meaningful counter-example generated).For large, �nite systems, symmetry reduction is an alternative reduction tech-nique which can be used to reduce the size of the state space { sometimesdramatically. Symmetry reduction involves �nding a group of permutationsof the state space which preserve the property to be checked, and using it tobuild a (smaller) quotient state space. The property will hold for the quotientstate space if and only if it holds for the original state space.In previous work [9,37] we have used an abstraction/induction approach tomodel and analyse parameterised networks of featured components, for net-works of any size. Our approach relies upon restricting the behaviour of thecomponents to be open symmetric. Open symmetry requires that for any state-ment in the speci�cation that refers to a literal component id, all symmetricallyequivalent statements are present in the component speci�cation.We have also developed an approach, for balanced networks of unfeaturedcomponents, to detect the symmetry present in a system using a graphicalrepresentation of the process communication structure { the static channeldiagram (SCD) [17,19]. The SCD is generated automatically from a Promelaspeci�cation of the system, and a suitable automorphism group of the statespace (G � Aut(M)) is obtained from the automorphism group of the SCD(Aut(SCD)). Although Aut(SCD) can be found easily and automatically,some elements of Aut(SCD) are not valid: they do not belong to Aut(M).Thus it is necessary to remove all invalid elements of Aut(SCD) to obtaina suitable automorphism group G. This involves checking the validity of the2



group generators against the Promela speci�cation itself. If the model could beensured to be open symmetric however, all elements of Aut(SCD) would bevalid with respect to the model, and we would only need to check the validityof the generators against the property to be veri�ed. This would be faster andin many cases would mean that we could use G = Aut(SCD) directly forsymmetry reduced model checking.
While conducting our previous work on abstraction/induction and symmetrydetection we have been struck by strong parallels between the approaches used.For example, in both cases the techniques are less e�ective (or do not applyat all) if components are not open symmetric. We have become increasinglyaware that the tools we have developed for constructing models suitable forabstraction/induction, could be used to construct �nite models of networks offeatured components to which symmetry reduction can be applied.
In this paper we show how, for any balanced network of featured components wecan use a template-based approach to generate Promela speci�cations whichare, by construction, open symmetric. For safely featured parameterised sys-tems the generated speci�cations are suitable for applying our induction ap-proach.
In addition, we introduce a new graphical representation of the speci�cation {a feature con�guration diagram (FCD) and show that the automorphism groupof the FCD induces an automorphism group of the underlying state space, forany balanced system. This allows for immediate application of symmetry re-duction methods, without the need to check for symmetry validity. We presenta tool { the featured speci�cation generator (FSG) to implement our approach,and we present experimental results for an email system. This extension of ourearlier work is the �rst time we have applied symmetry detection methods tonetworks of featured components.
Our methods are illustrated via two example networks: a telephone network,in which all components are of the same type, and an email network in whichthere are two types of component - client components and a mailer component.However, it is important to point out that our techniques are applicable tonetworks consisting of multiple component types.3



2 Background2.1 Systems and Speci�cationsConsider a system of communicating components. A speci�cation of the sys-tem consists of a set of processes (each describing a component) together witha set of channels. Processes can be separated into di�erent types according tothe type of component they represent (e.g. client component or server com-ponent).De�nition 1 A speci�cation with k process types, for some k > 0, consistsof the parallel execution of processes thus:p1;1jj : : : jjp1;n1jjp2;1jj : : : jjp2;n2jj : : : jjpk;1jj : : : jjpk;nkwhere, for 1 � i � k, ni is the number of components of type i.Channels are also classi�ed by type according to their length, and the type ofmessages they can contain.De�nition 2 We say that a system is balanced if:(1) Every component has a single dedicated channel for incoming messages.(2) If components i and j have the same type and have dedicated channels i0and j 0 respectively, then i0 and j 0 have the same type.(3) If component i has type ti and can send messages to component j, whichhas type tj, then component i can send messages to all components oftype tj.The speci�cation of a balanced system is called a balanced speci�cation.An example of a balanced system is a simple peer-to-peer system consistingof n components each of which send and receive the same type of messages,and can communicate with every other component. Similarly a system con-sisting of n�1 client components (say) together with a hub component whichis responsible for relaying messages between the components is also balanced.However, consider a tiered system consisting of a number of client componentstogether with a number of server components, in which client componentssend messages to a speci�ed server component (but not to other server com-ponents). This system is not balanced: to be balanced, each client componentshould be able to send messages to either all or none of the server components.Features can be used to add this type of selective behaviour to an otherwisebalanced system. 4



2.2 FeaturesSystem components with the same type may have di�erent functionality. Themechanism for structuring functionality additional to a basic behaviour iscommonly called a feature. The concept originated in telephony where featuressuch as call forwarding, ring back when free, etc. are added to a basic callbehaviour. Features fundamentally a�ect basic behaviour in di�erent ways,and so components with features are not, in general, isomorphic. Moreover,the features associated with one component can a�ect the behaviour of other(possibly featured) components.A component is said to subscribe to a feature f (belonging to a given setof features), and a network is featured when (at least one of) the associatedcomponents subscribes to at least one feature. The component that subscribesto a feature is known as the feature host. We assume that, when features areimplemented within a speci�cation of a system, they are implemented via anarray.An instantiation of a feature f is an application of f to a given component orset of components. A con�guration of feature f is a a set of instantiations off for a given system. For example, in a telephone system, setting component2 to unconditionally forward messages to component 3 is an instantiation ofthe call forward unconditional (CFU) feature.A unary feature is a feature which is instantiated with respect to a singlecomponent and a binary feature is a feature which is instantiated with respectto two components. For example, originating calls only (OCO) is a unary fea-ture and terminating call screening (TCS) is a binary feature. We assume thatunary features are instantiated using a statement of the form F [i] = 1 withthe default instantiation F [i] = 0. Similarly binary features are instantiatedusing a statement of the form F [i][j] = 1, where i is the feature host. In thiscase the default instantiation is F [i][j] = 0.A binary feature f induces a relation R(f) on the set f1; 2; : : : ; ng of compo-nent identi�ers: (i; j) 2 R(f) if f [i][j] = 1:We use �R(f) to denote the characteristic function of R(f), which maps (i; j)to 1 if (i; j) 2 R(f), and maps (i; j) to 0 otherwise (1 � i; j � n).2.2.1 Feature InteractionProperty-based feature interaction analysis involves checking that temporalproperties which characterise a given feature are preserved (or not) in thepresence of another feature(s). The usual notation for this is the following,5



assuming S is a system updated with features f1 and f2: does S + f1 j= �imply S + f1 + f2 j= �?Assuming c is a component with no features, cf1 and cf1 are components withfeatures f1 and f2 resp., and jj is parallel composition, then an example ofinteraction analysis in this context is:i) does (cf1jjc) j= � imply (cf1jjcf2) j= �?Of course a component can subscribe to more than one feature. For example,assuming that cf1;f2 is a component with features f1 and f2, then anotherexample of feature interaction analysis is:ii) does (cf1) j= � imply (cf1;f2) j= �?2.3 Model CheckingModel checking involves checking Kripke structures [14] to verify given tem-poral properties.De�nition 3 Let AP be a set of atomic propositions. A Kripke structure overAP is a tuple M = (S; S0; R; L) where S is a �nite set of states, S0 � S isthe set of initial states, R � S � S is a transition relation and L : S ! 2APis a function that labels each state with the set of atomic propositions true inthat state.From here on we will assume that all models have a single initial state s0.The logic LTL is de�ned as a set of formulas of the form A� where thequanti�er A is used to denote for all paths and � is a path formula in which theonly state subformulas are atomic propositions. The set of LTL path formulasare de�ned inductively below where X, U , hi and [] represent the standardnexttime, strong until, eventually and always operators (where hi� = trueU�and []� = :hi:� respectively). Let AP be a �nite set of propositions. Then� for all p 2 AP , p is a path formula� if � and  are path formulas, then so are :�, � ^  , � _  , X�, �U , hi�and []�.When referring to an LTL formula, one generally omits the A operator andinstead interprets the formula � as \for all paths �". For a model M, if theformula � holds for all paths in M we write M j= �.De�nition 4 Let M and M0 be Kripke structures with associated sets ofatomic propositions AP and AP 0 respectively, where AP � AP 0. A relation6



H � S � S 0 is a simulation relation between M and M0 if and only if for alls and s0, if H(s; s0) then(1) L(s) \ AP 0 = L0(s0)(2) For every state s1 such that R(s; s1), there is a state s01 with the propertythat R0(s0; s01) and H(s1; s01).If H(s0; s00), we say that M0 simulates M and write M�M0.The following is derived from a well known result [14].Lemma 1 Suppose that M � M0. Then for every LTL formula � withatomic propositions in AP 0, if M0 j= � then M j= �.2.3.1 Promela and SPINPromela is an imperative speci�cation language with constructs for concur-rency, nondeterminism, asynchronous and synchronous communication, dy-namic process creation, parameterised processes, and mobile connections, i.e.communication channels can be passed along other communication channels.SPIN is the bespoke model checker for Promela and provides several reasoningmechanisms: deadlock and assertion checking, acceptance and progress statesand cycle detection, and satisfaction of LTL properties.In order to perform veri�cation on a Promela speci�cation, SPIN translatesa process template for each process type into a �nite automaton and thencomputes an asynchronous interleaving product of these automata to obtainthe global behaviour of concurrent speci�cation. This interleaving product isreferred to as the state space. We can infer properties of a concurrent system bychecking properties of the state space associated with a Promela speci�cationof the system. Given a Promela speci�cation with n processes, the associatedmodel or Kripke structure (which we identify with the state space), is denotedby Mn.2.3.2 The Parameterised Model Checking Problem (PMCP)We consider speci�cations (see De�nition 1) in which either all processes havethe same type, or there is a distinguished context process, and all other pro-cesses have the same type. That is, our speci�cations have the formp1jjp2jj : : : jjpNwhere the pi, for 2 � i � N have the same type and p1 may or may not have thesame type as pi for 2 � i � N . For each speci�cation we can generate a family7



of speci�cations by successively increasing N . As such, each speci�cationp1jjp2jj : : : jjpNis called a parameterised speci�cation and the associated system is called aparameterised system.For a �xed N , provided N is small enough, we can check a property � holdsfor a parameterised speci�cation by building a model MN (using SPIN) andchecking that MN j= �. However, what can we infer about such a system ingeneral?Note that parameterised systems are not limited to having one or two typesof component. Indeed, the parameterised model checking problem can be ex-tended to systems with multiple component types where the number of com-ponents of one of the types is unlimited. We consider only the simpler caseshere for ease of argument.De�nition 5 For a parameterised speci�cation as described above, the param-eterised model checking problem (PMCP) is thus: for an LTL property �, canwe show that MN j= � for any N?It is not possible to solve PMCP using model checking alone [2]. However, oneapproach that has proved successful for verifying some parameterised systemsinvolves the construction of a network invariant [4,13,34]. The network invari-ant I represents an arbitrary member of the family F = fMn : n � n0g andproof of a given property � for I can be shown to imply that any member ofthe family F satis�es �.Some other techniques that have been used to verify parameterised systemsinclude those based on theorem proving [15], on abstraction [28], or on acombination of the two [31]. A further method is to use explicit inductivetechniques combined with model checking [20,24,35,42].In Section 4 we describe an invariant-based approach which combines ab-straction and induction to verify parameterised systems in which individualcomponents may be distinguished by way of features. Our invariant process isconstructed by modifying a Promela speci�cation for a network of �xed size,and using SPIN to construct the corresponding Kripke structure. Our approachis an example of how an invariant processes can be constructed in practice, toextend results proved for small, �xed sized models, to results which hold formodels of any size. One of the major assumptions we make is that our modelssatisfy a property known as open symmetry.Like all network invariant approaches, this approach is limited to systems witha regular topology, which grow in a regular way as the number of components8



increases.2.4 Open SymmetryIn this section we summarise some de�nitions from group theory which wewill use to de�ne the conditions for our abstraction approach in Section 4 andto describe symmetry reduction techniques in Section 5.De�nition 6 Let G be a non-empty set, and let Æ : G� G ! G be a binaryoperation. We say that (G; Æ) is a group if G is closed under Æ; Æ is associative;G has an identity element 1G; and for each element � 2 G there is an inverseelement ��1 2 G such that � Æ ��1 = ��1 Æ � = 1G.We call the operation Æ multiplication in G. When it is clear what the binaryoperation is, we simply refer to a group as G rather than (G; Æ), and useconcatenation to denote multiplication.For any G be a group, and let �1; �2; : : : ; �n 2 G. The smallest subgroup ofG containing the elements �1; : : : ; �n is denoted h�1; �2; : : : ; �ni, and is calledthe subgroup generated by �1; �2; : : : ; �n. The elements �i (1 � i � n) arecalled generators for this subgroup.The set of all permutations of a set X forms a group under compositionof mappings Sym(X). For any Promela speci�cation P say, we can apply apermutation (of component ids) � to the statements of P by replacing everyoccurrence i of a literal component id with �(i).De�nition 7 Let P be a Promela speci�cation and V the associated set ofcomponent ids. We say that P is open symmetric if, for any process p of P ,for any statement  of p, �( ) is a statement of p for all � 2 Sym(V ).An automorphism of a Kripke structureM = (S;R; L; s0) is an edge-preservingpermutation of S which �xes s0.3 Feature Interaction Analysis Using Model CheckingWe assume that our systems are balanced (see De�nition 2). As examplesof this type of system, we have modelled a featured telephone system con-sisting of N instantiations of a user component and a featured email systemconsisting of a mailer component and N client components. In the Promelaspeci�cations for these systems, each process is an instantiation of a param-eterised proctype process, where the only parameter is the dedicated channel9



name for the process.3.1 Promela Speci�cationsThe basic (unfeatured) Promela process proctypes are based on high-levelabstract automata (see [8] for full details) for the system components. In theautomata, transitions are made between call-states (like idle and calling inthe telephone example, and sendmail and delivermail in the email example).These call states are represented in the speci�cation using labels.Features are included via global feature arrays and implemented via featurestatements of the formatomic{(feature_prop)&&(localprop)&&(varprop)->command_guard}where feature prop is a proposition which checks whether a feature is sub-scribed to, and localprop is a proposition about local variables. The propo-sition varprop, which may be empty, is a proposition about global variables.These global variables may include elements of global feature ag arrays whichindicate whether a feature has been instigated during a previous call. For ex-ample, the variable may indicate whether or not a ringback been requested.Our speci�cations of featured networks are safely featured, as de�ned below:De�nition 8 A speci�cation of a balanced featured network is said to be safelyfeatured if the only global variables are channels or elements of global arraysindexed by process ids. These global arrays are either feature arrays (whichare �xed), or arrays for which element with index i is only set or checked bycomponent with pid i.Note that the latter type of global arrays are generally only included in aspeci�cation for veri�cation purposes (otherwise a local variable would suÆce).We are not able to include the return when free (RWF) feature in our telephonespeci�cation because it requires the use of a feature ag array in which elementwith index i is set by components other than that with pid i.Feature con�gurations (see Section 2.2) are declared within the init process.For full example code for both the email and telephone models see [9].3.2 Feature Interaction AnalysisFor every feature f , an LTL property, or set of LTL properties is constructeddescribing the functionality of the feature. The features are hereafter assumed10



to be de�ned by the properties describing them. For example, in the telephoneexample the call forwarding unconditionally feature (CFU) (from user i to userj) property is: If user k dials i then a call attempt will be made from user kto user j before user k's handset is replaced. When i = 0; j = 1 and k = 2this is described in LTL as [](p ! (:((:r)Uq))), where p = ((dialled[2] ==0) ^ (user[p2]@calling)), q = (dev[2] == on) is and r = ((partner[2] ==one) ^ ((user[p2]@oalert) _ (user[p2]@busy))).To validate a feature for a given set of parameters (i, j and k in this example)a Promela speci�cation is constructed for a small number of processes, inwhich the feature is initiated (by setting the associated feature array). Theassociated LTL property (or a set of properties in some cases) is then checkedusing SPIN. To determine whether a pair of features interact, a speci�cationin which both features are initiated is checked separately against the LTLproperties for the two features.Note that, for any feature (or pair of features) there are many cases to bechecked, depending on the values taken by the feature parameters. For exam-ple, to validate CFU for a speci�cation of 6 processes there are 216 possiblecombinations of i; j and k. However, this can be reduced to a much smallernumber of cases (3 in this example) by exploiting the symmetry between theprocesses [10].Full feature interaction results for both the telephone and email examples aregiven in [8].4 Abstraction/Induction for Model Checking Featured NetworksAs we saw in Section 3.2, we can use model checking for feature interactionanalysis of a �xed number of components. However, suppose that, for thetelephone example, we have shown that features f1 and f2 do not interactwhen considered within a speci�cation of a system of 5 user components,can we be sure that they do not interact within a speci�cation of a systemcontaining additional, possibly featured components? That is, can we provegeneric properties of speci�cations of our telephone system? Similarly, can weprove generic properties for the email system?When unfeatured, our two example systems are parameterised systems, asdescribed in Section 2.3.2. In order to prove generic properties of our systemsin the presence of features, we will have to extend the PMCP (see De�nition5) to featured parameterised systems. Using our approach we can:(1) validate features for speci�cations consisting of any number of processes11



(and for which only one process has any features, namely the featurebeing validated), and(2) identify all pairs of features (f1 and f2 say) that do not interact, regardlessof the numbers of components.We outline our approach in Section 4.1 below. For a more detailed descriptionand proofs of results, see [9,37].4.1 The Abstraction/Induction ApproachWe consider parameterised systems (De�nition 2.3.2) with associated param-eterised speci�cations of the formp1jjp2jj : : : jjpNwhere p1 may, or may not, be a distinguished context process, and may have as-sociated features. Otherwise, all of the processes are instantiations of the sameparameterised process and may, in addition, have features. We refer to suchspeci�cations as featured parameterised speci�cations, and the correspondingsystems as featured parameterised systems.For any feature f , we say that f is indexed by If = fi1; : : : irg if the featurerelates to components i1 : : : ir. For example, in the telephone example, if f is\user[0] forwards calls to user[3]", then f is said to be indexed by 0 and 3.Similarly we say that a property � is indexed by a the set I� where I� is theset of component ids associated with �. For a (possibly empty) set of featuresF = ff1 : : : fsg and property �, we de�ne the complete index set I of f�gUF ,to be If1U : : : [ Ifs [ I�.Suppose that for features f1 and f2 and property �, the complete index set(or complete index set together with 1 if there is a context process in thespeci�cation) is 1 : : :m. For every N > m, and every set of features subscribedto by components pm+1; : : : ; pN , we can generate a speci�cation p1jjp2jj : : : jjpN .This gives rise to an in�nite family,A = Af1;f2;�, of speci�cations. We call theseconcrete speci�cations.For each f1, f2 and � we generate a new, �nite model, abs(m) which representsany member of A, and show that, provided our speci�cations (and features)satisfy certain conditions, M(abs(m)) j= � implies that MN j= � for allMN 2 M(A), where M(A) is the set of models associated with F . Note thatabs(m) is an invariant process for the system (see Section 2.3.2).In abs(m), all processes pm+1; : : : ; pN (which we call abstracted processes) arerepresented by a single process Abstract(m), and all processes p1; : : : ; pm (con-12



Fig. 1. Abstraction techniquecrete processes) are represented by modi�ed concrete processes p01; : : : ; p0m. Theabstraction is illustrated in �gure 1, with the original speci�cation on the lefthand side and the speci�cation abs(m) appearing on the right hand side. Ourmain theorem holds because there is a simulation relation (see De�nition 4)between the two speci�cations.Theorem 1 LetMN =M(p1jjp2jj : : : jjpN) be a model of any featured param-eterised speci�cation in which features F are present, and � a property. If thetotal index set of F [ f�g is f1; : : : ; m� 1g then, provided the speci�cation isboth open symmetric and safely featured, Mabs(m) j= � implies that MN j= �.The full proof of Theorem 1, together with a details of how the modi�edprocesses are derived from the original concrete processes, and a descriptionof Abstract(m) is given in [9,37].5 Symmetry Reduced Model CheckingIn a model of a concurrent system with many replicated processes, Kripkestructure automorphisms (see Section 5) usually involve the permutation ofprocess identi�ers of identical processes throughout all states of a model. Theset of all automorphisms of the Kripke structure M forms a group undercomposition of mappings. This group is denoted Aut(M). A subgroup G ofAut(M) induces an equivalence relation �G on the states of M thus: s �Gt , s = �(t) for some � 2 G. The equivalence class under �G of a states 2 S, denoted [s], is called the orbit of s under the action of G. The orbitscan be used to construct a quotient Kripke structure MG as follows:De�nition 9 The quotient Kripke structure MG of M with respect to G isa tuple MG = (SG; RG; LG; [s0]) where:13



� SG = f[s] : s 2 Sg (the set of orbits of S under the action of G),� RG = f([s]; [t]) : (s; t) 2 Rg,� LG([s]) = L(rep([s])) (where rep([s]) is a unique representative of [s]),� [s0] 2 SG (the orbit of the initial state s0 2 S).In generalMG is a smaller structure thanM, butMG andM are equivalent inthe sense that they satisfy the same set of logic properties which are invariantunder the group G (that is, properties which are \symmetric" with respect toG). For a proof of the following theorem see [14].Theorem 2 Let M be a Kripke structure, G a subgroup of Aut(M) and �an LTL formula. If � is invariant under the group G thenM; s j= �,MG; [s] j= �Thus by choosing a suitable symmetry group G, model checking can be per-formed overMG instead ofM, often resulting in considerable savings in mem-ory and veri�cation time [3,12].If automorphisms of a Kripke structure can be identi�ed in advance, then aquotient structure can be incrementally constructed using an algorithm givenin [29]. This means that it may be possible to construct the quotient structureeven if the original structure is intractable.In [19] we show that symmetries of the Kripke structure associated with aPromela program can be detected by analysing a graph derived from theassociated Promela speci�cation, namely the static channel diagram of thespeci�cation. We summarise this approach below. In Section 7 we show that, ifPromela speci�cations are generated using our template-based approach (seeSection 6), we can extend our symmetry detection techniques to e�ectivelyhandle featured networks of components.5.1 Detecting Symmetry in Promela Speci�cations of Unfeatured NetworksGiven a Promela speci�cation P, the static channel diagram [17,18] of P,SCD is a graphical representation of the communication structure associatedwith P. The nodes of the graph represent the processes and static channels(channels which are declared globally within the speci�cation, out of the scopeof any proctype de�nition). Nodes are coloured, according to component orchannel type. An edge exists between nodes associated with component i andchannel j if and only if component i can send messages on channel j. Staticchannel diagrams extend the notion of channel diagrams introduced in [43].Generators for a group of candidate automorphisms for the modelM derived14



from P are found by analysing SCD. These generators are checked individuallyagainst the speci�cation to see if they induce valid automorphisms of M andthe largest possible subgroup of valid candidate automorphisms computed.Unlike previous approaches to specifying symmetry using scalarsets [3,29],the static channel diagram method can detect arbitrary structural symmetriesarising from the communication structure of a model.All of our symmetry groups are computed automatically using a tool: Symm-Extractor, which makes use of the computational group theory package GAP[23]. Although this approach could handle featured networks, the symmetrydetection process could be ineÆcient due to asymmetry induced by features,which is not captured by the SCD. In Section 7 we de�ne a new kind ofdiagram, the feature con�guration diagram, which allows us to directly obtainstructural symmetries of a featured model.6 The Template-based ApproachIn this section we describe how we use a template-based approach to generatea Promela speci�cation of a featured system, which is open symmetric andthus amenable to both abstraction (when the speci�cation is parameterisedand safely featured) and symmetry reduction.6.1 Overview of ApproachThe basic idea is described in Figure 2. We have developed a tool FeaturedSpeci�cation Generator (FSG) (a Java application) to generate an open sym-metric speci�cation from three meta �les: the proctype de�nitions �le, theglobal de�nitions �le and the feature con�guration �le, together with a seriesof proctype templates, one for each proctype speci�ed in the process de�nitions�le.The proctype de�nitions �le records, for each proctype in the model, thename and number of instantiations of the proctype, and the type of the inputchannel for instantiations of the proctype. The global de�nitions �le includesuser-de�ned record types, as well as global variables (which must not be chan-nels). The feature con�guration �le provides the name and con�guration ofeach (unary or binary) feature for the model. For each proctype declared inthe proctype de�nitions �le there must be exactly one proctype template.The template for a given proctype essentially consists of the body of theproctype, but the Promela code is restricted to ensure that the generatedmodel is open symmetric. The template body can include template options|15



Fig. 2. The template-based approachparameterised statements which are expanded during model generation toallow non-deterministic choice over all component ids for a given proctype.We describe the format of the proctype de�nitions �le, the feature con�gura-tion �le and the process templates and show how FSG uses them to generatean open symmetric Promela speci�cation which is amenable to state-space re-duction by both abstraction and symmetry. We illustrate the approach usinga featured email system adapted from [7]. Note that the global de�nitions �lerequires no translation by FSG (and is empty for this example).6.2 Proctype De�nitionsThe proctype de�nitions �le consists of a series of de�nitions, each represent-ing a single proctype. A de�nition has the form n : name ! [k] of flist oftypesg, where n � 1 speci�es how many copies of the proctype name shouldbe instantiated, k � 0 is the length of the input channel for an instantiation ofthis proctype, and list of types is a tuple of Promela types or user-de�ned typeswhich speci�es the format which messages on this channel should conform to.The following example gives the proctype de�nitions for an email system con-sisting of �ve client components, and a mailer component. The client inputchannels are one place bu�ers which accept messages of the form fsen; recgwhere sen and rec are process ids. The mailer input channel is a �ve placebu�er, which accepts messages of the same form.5 : client <- [1] of {pid,pid}1 : mailer <- [5] of {pid,pid} 16



From these de�nitions, FSG generates an initialised channel for each instan-tiated process, a lookup procedure, headers for each proctype and the initprocess. The lookup procedure returns the channel name associated with agiven id and the init process consists of a series of run statements instantiat-ing the speci�ed number of components for each proctype. Note that channellinki is the channel associated with the ith instantiated process and, to en-sure that the resulting speci�cation is balanced, each proctype has a singlechannel parameter, in.FSG would generate the following from the proctype de�nitions �le above:chan link1 = [1] of {pid,pid}; chan link2 = [1] of {pid,pid};...; chan link6 = [5] of {pid,pid};inline lookup(id,link) {if:: id==1 -> link = link1:: id==2 -> link = link2...:: id==6 -> link = link6fi}proctype client(chan in) {/* Body generated from template */}proctype mailer(chan in) {/* Body generated from template */}init {atomic {run client(link1); run client(link2);...; run client(link5);run mailer(link6);/* Feature configuration */}}6.3 Feature Con�gurationThe feature con�guration �le speci�es the name, arity and components as-sociated with each feature for the model. A unary feature de�nition has theform name[list of component ids], indicating that the feature name is switchedon for each of the components listed. The form of a binary feature is similar,17



except that a list of pairs of ids is speci�ed.Continuing the email example, the following con�guration speci�es a unaryfeature AUTORESP (autorespond), which is on for client components 1 and 2,and a binary feature FILTER, such that messages from client 5 intended forclient components 3 or 4 should be �ltered.AUTORESP[1,2]FILTER[(3,5),(4,5)]FSG generates feature initiation within the init process and an array of sizen+1 for each unary feature, and a 2-dimensional array of size (n+1)� (n+1)for each binary feature, where n is the number of components in the system.Thus:typedef array {bit to[7]};hidden bit AUTORESP[7];hidden array FILTER[7];...init {atomic {...AUTORESP[1] = 1; AUTORESP[2] = 1;FILTER[3].to[5] = 1; FILTER[4].to[5] = 1}}Note that indices of the arrays go up to n + 1 because process identi�ers areassigned from 1 upwards, but arrays in Promela are always indexed from 0.As 2-dimensional arrays are not supported directly by Promela they must bespeci�ed using a new array type, as shown above.6.4 Proctype TemplatesFor each proctype speci�ed in the proctype de�nitions �le there must be ex-actly one template �le, named corresponding to the proctype. Recall thateach proctype has a single parameter, in, which is the input channel for an in-stantiation of the proctype. The template for a proctype consists of Promelastatements which must obey certain restrictions, and can include templateoptions.To ensure a �xed number of components and channels, new components may18



not be instantiated dynamically using a run statement, and channel variablesmay be declared, but not initialised as new channels (they may be assigned tonames of existing channels). To ensure that the generated speci�cation is opensymmetric and balanced, literal component id values and the global channelnames link1, link2, : : : linkn may not be referred to explicitly: literal idvalues may be used via a template option (see below), and global channelnames may be accessed using the lookup inline. Finally, component identi�ersmay not be assigned to or from variables of other types, used as operands toarithmetic operators, or to the boolean operators <, �, > and �.We now de�ne the syntax for template options. A template option may beused as a guard for an if..fi or do..od statement, to allow nondeterministicchoice over all components of a speci�c proctype. The syntax for a templateoption is: for name in proctype name f Promela statement g, where nameis a legal Promela variable name which is not already used in the scope ofthe statement, proctype name is the name of some proctype in the model,and Promela statement is a (simple or compound) Promela statement whichmay refer to name as if it were a literal value of type pid, and may itselfcontain template options. FSG expands choice options to include a concreteoption for every associated component identi�er. In the email example, a clientcomponent may choose to send a message, via the mailer, to any componentof type client. In the client template, such a message is initialised using thefollowing template option:if:: for i in client { msg.receiver = i }fiwhich FSG expands to the following non-deterministic choice:if:: msg.receiver = 1:: msg.receiver = 2:: msg.receiver = 3:: msg.receiver = 4:: msg.receiver = 5fiAll of the code for the email example can be found as an appendix to thispaper on our website [6]. This includes all of the de�nitions �les, the proctypetemplate �les and the full Promela speci�cation generated by FSG.19



6.5 Applying Abstraction/Induction or Symmetry Reduction to GeneratedSpeci�cationsBy construction, the speci�cations generated by FSG are open symmetric. Inorder to apply our abstraction/induction approach of Section 4.1 to a param-eterised speci�cation, it is necessary to check that it is safely featured. We cando this easily using FSG. The email example above is safely featured, as is thetelephone example discussed in Section 3.In order to apply symmetry detection techniques (for symmetry reduction) noadditional check is necessary. (Indeed speci�cations do not even need to beparameterised (see Section 2.3.2)). In Section 7 we show that we can generatea graphical representation of the communication structure of the system fromthe �les used to generate the speci�cation, from which to derive symmetry ofthe underlying model.7 Symmetry Detection for Featured NetworksIn this section, we show that if a Promela speci�cation has been generatedusing the template-based approach then a symmetry group of the model un-derlying the speci�cation can be derived from a directed graph called thefeature con�guration diagram for the speci�cation. The feature con�gurationdiagram itself can be obtained eÆciently from the feature con�guration andproctype de�nitions �les used to generate the speci�cation.7.1 Feature Con�guration DiagramsRecall from Section 2.2 that a binary feature B naturally induces a rela-tion R(B) on the set of component identi�ers of a featured speci�cation. Thefeature con�guration diagram for a Promela speci�cation is a directed graphwhose vertices are the component identi�ers, coloured according to their pro-cess type and the unary features to which they subscribe, and whose edgesare the elements of R(B) for each binary feature with which the speci�cationis con�gured. These edges are also coloured, according to the exact sets R(B)to which they belong.Formally, let F = UUB be a set of features, where U = fU1; U2; : : : ; Uxg areunary, and B = fB1; B2; : : : ; Byg are binary (for some x; y � 0).Let T be a �nite set of component types and, for a set of n components, lettype : f1; 2; : : : ; ng ! T be a mapping which associates each component with20



a type.De�nition 10 Let P be a Promela speci�cation con�gured with features F =U [ B. The feature con�guration diagram FCD(P) is a directed graph withcoloured vertices and coloured edges: FCD(P) = (V;E; CV ; CE) where:� V = f1; 2; : : : ; ng� E = Syi=1R(Bi)� CV : V ! f0; 1gx � T is de�ned by CV (i) = (U1[i]; U2[i]; : : : ; Ux[i]; type(i))� CE : E ! f0; 1gy is de�ned byCE((i; j)) = (�R(B1)((i; j)); �R(B2)((i; j)); : : : ; �R(By)((i; j)))Consider a con�guration of the email model with 5 client components, featuredas follows:AUTORESP[1]FILTER[(2,1)]Let P be the Promela speci�cation of the email system with �ve client com-ponents, and features as above. Then FCD(P) = (V;E; CV ; CE) where V =f1; 2; 3; 4; 5; 6g; E = f(2; 1)g; CV (1) = (1; client) (indicating that client com-ponent 1 has the autorespond feature), CV (i) = (0; client) for 2 � i � 5 (clientcomponents 2 to 5 have no unary features), CV (6) = (0;mailer) (the mailercomponent is unfeatured); and CE((2; 1)) = 1 (component 2 subscribes to the�lter feature with respect to client 1).7.2 Automorphisms of Feature Con�guration DiagramsFor a Promela speci�cation P which has been generated using the template-based approach of Section 6, we de�ne an automorphism of the feature con-�guration diagram for P thus:De�nition 11 An automorphism of FCD(P) is a bijection � of f1; 2; : : : ; ngsuch that� (i; j) 2 E , (�(i); �(j)) 2 E� CV (i) = CV (�(i)) 8 i 2 f1; 2; : : : ; ng� CE((i; j)) = CE((�(i); �(j))) 8 i; j 2 f1; 2; : : : ; ng:Consider the FCD for the email example, described in Section 7.1. It is easyto check that the permutation (3 4) is an automorphism of this FCD, whereas(1 2) is not as components 1 and 2 are coloured di�erently. In fact if P isa Promela speci�cation of the email system with this feature con�gurationdiagram then Aut(FCD(P)) = h(3 4); (4 5)i.21



7.3 Action of Aut(FCD(P)) on MLet P be a Promela program. In order to show how an element ofAut(FCD(P))acts on states of the Kripke structure associated with P, we must de�ne theset AP of atomic propositions for a Promela program. Let Loc be the set oflocal variables, Glob the set of global variables, and Chan the set of channelsof P. Let D be the set of data values for the program. To denote a localvariable of a process with process id i we write xi where x is the name of thevariable. If xi is a local variable of process i, and if processes i and j have thesame process type, then xj is the corresponding local variable of process j.Let APlocal = f(xi = val) : xi 2 Loc; val 2 Dg, the set of propositions relatingto local variables, and de�ne APglobal and APchannel, the set of propositionsrelating to global variables and channels respectively, similarly. Then AP =APlocal[APglobal[APchannel. The underlying Kripke structureM over AP forthe program P is generated by exploring all possible behaviours of P. Statesof M are uniquely identi�ed by a labelling of atomic propositions. Note thateach process in P has its own program counter variable which indicates thestatements which may be executed in the next transition. Thus two states, forwhich all other variables are assigned identical values, may be distinguisheddue to assignments of the associated program counters.For an element � 2 Aut(FCD(P)) we de�ne a corresponding mapping ��which is a permutation of the Kripke structure M underlying P. If val 2 Dhas type chan, i.e. val = linki for some 1 � i � n, then �(val) = link�(i). Forany s 2 S, let L(��(s)) = f�(p) : p 2 L(s)g. For a proposition p 2 AP , theproposition �(p) is de�ned as follows:If p = (xi == val) 2 APlocal for some xi 2 Loc, where the type of xi is pidor chan, then �(p) = (x�(i) == �(val)), otherwise �(p) = (x�(i) == val). Ifp = (x == val) 2 APglobal for some x 2 Glob, where the type of x is pid orchan, then �(p) = (x == �(val)), otherwise �(p) = p. If p = (linki[j] ==msg) 2 APchannel, i.e. msg is at position j on channel linki, then �(p) =(link�i [j] == �(msg)). Here � acts on msg by permuting the value of each�eld ofmsg which has type pid or chan, and leaving all other �elds unchanged.7.4 Correspondence Between Aut(FCD(P)) and Aut(M)The following theorem shows that if P is a Promela speci�cation of a featurednetwork, generated by our template-based approach, we can derive a symme-try group for the Kripke structure M underlying P from a symmetry groupfor the feature con�guration diagram, FCD(P). We sketch the proof, whichis analogous to a similar result for automatic symmetry detection by static22



channel diagram analysis [17].Theorem 3 Let � 2 Aut(FCD(P)). Then �� 2 Aut(M).Proof 1 Without loss of generality, assume that all statements of P have theform guard! updateLet (s; t) 2 R, and suppose this transition is �red by statement g ! u in P.Let �(g) be the guard obtained from g by replacing each occurrence of a literalpid value i or channel reference link linki, with the value �(i) or link�(i)respectively. De�ne the update �(u) similarly. Clearly, applying the update�(u) to the state ��(s) leads to the state ��(t). Similarly �(g) is executable instate ��(s), since it is executable in state s and � belongs to Aut(FCD(P))and so preserves the truth of boolean expressions over feature arrays. Thestatement �(g) ! �(u) is in P due to the open symmetry of P, which isguaranteed by the template-based approach.Thus the statement �(g)! �(u) is enabled in state ��(s), and �res the transi-tion (��(s); ��(t)). It follows that (��(s); ��(t)) 2 R, and hence �� 2 Aut(M).
8 ImplementationFor symmetry reduction, FSG uses the saucy program [16] and the GAP system[23] to compute Aut(FCD(P)). We could not �nd a graph automorphismcomputation package to work directly with graphs that have coloured edges,so in practice Aut(FCD(P)) is computed (using GAP) as the intersection overthe set of binary features of groups Aut(R(B); CV ). Here Aut(R(B); CV ) isthe group which preserves the relation R(B) as well as the vertex colouringCV .We have also developed a prototype symmetry reduction package for the SPINmodel checker. The package is based on an existing symmetry reduction pack-age, SymmSpin [3], but whereas SymmSpin requires symmetries to be speci�edusing scalarsets (a purpose-built data type for symmetry reduction), our sys-tem supports automatic symmetry detection by static channel diagram analy-sis [19], or, in this case, by feature con�guration diagram analysis as describedabove. During search, orbit representatives are computed in a standard wayby sorting the vector associated with a state. This representative computationtechnique has been used in a variety of approaches to symmetry reduction[3,11,21]. 23



9 Experimental Results for Symmetry ReductionIn this section we demonstrate the e�ectiveness of symmetry reduction usingFSD for the email example. We consider email speci�cations with a varyingnumber of client components. For each speci�cation size, we consider the casewhere components are unfeatured, and the case where components 1 and 2are featured as in Section 7.1. In Table 1 we show, for each speci�cation size,Unfeatured#clients #states time jGj #states time(orig.) (orig.) (red.) (red.)3 23,256 0.1 6 3,908 0.24 852,641 9 24 38,560 25 3:04 � 107 y 3576 120 315,323 406 1:5 � 109 (E) - 720 2:3� 106 5767 6:9� 1010 (E) - 5040 1:53 � 107 6573Featured3 46,151 0.2 1 n/a n/a4 2:3� 106 33 2 1:2� 106 215 9:5 � 107 (E) - 6 1:75 � 107 1160Table 1Experimental results.the sizes of the state spaces associated with both unfeatured and featurednetworks, together with the sizes of the corresponding reduced state spaceswhen symmetry reduction is applied. We give the time taken for veri�cationin seconds. In each case, the size of the symmetry group computed by FSG isgiven. For con�gurations for which veri�cation proved intractable an estimate(denoted \(E)") is given for the number of number of states and the timeomitted (indicated by \-"). Entries marked \n/a" indicate that symmetryreduction is not applicable, due to a trivial symmetry group.By default, no compression was used during search. For large models, thecollapse compression technique provided by SPIN [25] was used (indicated byy), which results in slower veri�cation. All experiments were performed ona PC with a 2.4GHz Intel Xeon processor, 3Gb of available main memory,running Red Hat Linux, with SPIN version 4.2.3.Notice that in the unfeatured case with three client processes, adding symme-24



try reduction results in fewer states but longer veri�cation time. Exploitingsymmetry carries a time overhead due to the conversion of states to their rep-resentatives. When the unreduced state-space is small, the overhead can resultin an increase in search time when symmetry reduction is applied.If jM j and jMGj are the number of states of the unreduced and reduced modelsrespectively, then if jGj is the size of the associated symmetry group, jM j �jMGj:jGj (as each state of MG represents at most jGj states of M). In all ofthe experiments where it was possible to �nd jM j (and where there was anon-trivial symmetry group), it was found to be between eighty and ninetysix percent of this upper bound. Therefore, in cases where it is impossible togenerate M , an estimate is given at approximately the middle of this range(ninety percent of the upper bound).As expected, adding features to a speci�cation considerably reduces the sizeof the symmetry group associated with the underlying model. Additionally,the autorespond feature increased the size of the state space in all cases quitedramatically. Nevertheless, applying symmetry reduction to featured speci�-cations where there are several identically featured (in this case, unfeatured)components leads to large savings in both memory requirements and veri�ca-tion time. For large examples it proved possible to generate the reduced statespace when the original state space was intractably large.If two features do not interact, for example message �ltering is not a�ectedby the autorespond feature [7], then an exhaustive search of the state spaceassociated with a speci�cation is required. These experimental results showthat state space reduction by symmetry can be extremely useful in such cases.10 Scalability of our ApproachOur abstraction/induction approach is not limited to systems with one ortwo component types. We can extend the approach to any system in whichthere are a small number of components types (but potentially large numbersof components of each type). For example we believe our approach is to beeminently applicable to the veri�cation of SIP networks [33], which consist ofend user devices and di�erent type of server components, and to Web Services[46]. The investigation of the applicability of our approach in these cases (e.g.the determination as to when such systems are balanced), is the subject offuture work.Symmetry reduction techniques, by their nature, allow one to apply modelchecking techniques to some systems which, in unreduced form, are not ver-i�able. However, even in systems which clearly contain inherent symmetry,25



the application of reduction methods is usually ad hoc and time consuming.Our template-based approach allows us to simply and automatically applysymmetry reduction to models of systems as they are developed.As new featured domains emerge, our techniques will allow us to rapidly andsystematically produce Promela models to which both abstraction/inductionand symmetry reduction can be applied for eÆcient feature interaction analysisusing model checking.
11 Related WorkModel checking for feature interaction analysis has been investigated by others,notable approaches are those using COSPAN [22], Caesar [45], SMV [40], SPIN(the FeaVer project) [26,27,44] and a bespoke tool [30]. None of these studiesgeneralise results to more than three or four users.As we have discussed in Section 2.3.2, the invariant approach to parameterisedmodel checking problem has been applied in many contexts [4,13,34]. However,none of these address the feature interaction problem.Symmetry reduction in model checking is a common technique. However, inmost cases symmetries of a model are either known a priori [12], or are codedinto the model through the use of special keywords [3,29]. Both approachesrequire the modeller to provide information on the presence of symmetry in amodel. Our automatic symmetry detection method allows us to infer symme-tries of the state-space underlying a model without explicitly constructing thestate-space.Symmetry reduced model checking for feature interaction detection is con-sidered in [39], where permutation symmetry is used to construct a reducedsymmetric reachability graph, which is similar to a quotient Kripke structure.Their approach is only applicable to cases where all of the users subscribe toall of the features currently being analysed, and as a result their unreducedmodels grow even faster than ours and the automorphism group is the groupof all permutations of the user ids. For this reason, no symmetry detection isrequired. We believe that our approach is more realistic and adaptable.As far as we are aware, we are the �rst to develop a systematic techniquefor the construction of speci�cations which are amenable to both inductiveanalysis and symmetry reduction methods.26



12 ConclusionsModel checking is a popular automated technique for reasoning about net-works of components; it is often applied to the problem of detecting inter-actions between featured components. But, it su�ers from the well knownproblem of state space explosion.Abstraction is key to reducing the state space. Two common abstraction ap-proaches are induction by invariant (to encapsulate the behaviour of a systemof any size) and symmetry reduction (to encapsulate the behaviour of a groupof permutations by a representative). While these two approaches are generallyconsidered to be orthogonal, we have found that they are related. In particular,they are both applicable under similar circumstances. We encapsulate thesecircumstances by a property of the system speci�cation: open symmetry.Essentially, this property constrains the way components refer to other com-ponents in the system. The constraints are reasonably intuitive and not overlyrestrictive.Our main result is a template for producing components that are open sym-metric, and a new graphical representation for the entire system, called thefeature con�guration diagram. Any (safely featured parameterised) speci�ca-tion thus produced is immediately amenable to state reduction by induction(using the invariant method), and any generated speci�cation is applicable forsymmetry reduction (using an automorphism group derived from the featurecon�guration diagram). We believe that this represents a novel applicationof symmetry detection (and thus reduction) for featured networks. The tem-plate is de�ned for the speci�cation language Promela, but the approach isapplicable to other speci�cation formalisms. Throughout, the techniques areillustrated by application to an example featured network: email.AcknowledgementsThe �rst and third authors would like to thank the Glasgow University JohnRobertson Bequest and the Carnegie Trust for funding this research.References[1] D. Amyot and L. Logrippo, editors. Feature Interactions in Telecommunicationsand Software Systems VII, Ottawa, Canada, June 2003. IOS Press.[2] Krzysztof R. Apt and Dexter C. Kozen. Limits for automatic veri�cation of�nite-state concurrent systems. Information Processing Letters, 22:307{309,1986. 27



[3] D. Bosnacki, D. Dams, and L. Holenderski. Symmetric Spin. InternationalJournal on Software Tools for Technology Transfer, 4(1):65{80, 2002.[4] M. Browne, E. Clarke, and O. Grumberg. Characterizing �nite Kripkestructures in propositional temporal logic. Theoretical Computer Science,59:115{131, 1988.[5] M. Calder and E. Magill, editors. Feature Interactions in Telecommunicationsand Software Systems VI. IOS Press (Amsterdam), 2000.[6] M. Calder and A. Miller. Veriscope publications website:http://www.dcs.gla.ac.uk/research/veriscope/publications.html.[7] M. Calder and A. Miller. Generalising feature interactions in email. In Amyotand Logrippo [1], pages 187{205.[8] M. Calder and A. Miller. Detecting feature interactions: how many componentsdo we need? In Mark Ryan, Dieter Ehrich, and John-Jules Meyer, editors,Objects, agents and features, Lecture Notes in Computing Science, pages 45{66. Springer-Verlag, 2004.[9] M. Calder and A. Miller. An automatic abstraction technique for verifyingfeatured, parameterised systems. Theoretical Computer Science, 2006. Toappear.[10] M. Calder and A. Miller. Feature interaction detection by pairwise analysis ofLTL properties. Formal Methods in System Design, 2006. to appear.[11] E. Clarke, E. Emerson, S. Jha, and A. Sistla. Symmetry reductions in model-checking. In A. Hu and M. Vardi, editors, Proceedings of the 10th InternationalConference on Computer-aided Veri�cation (CAV `98), volume 1427 of LectureNotes in Computer Science, pages 147{158, Vancouver, British Columbia,Canada, June/July 1998. Springer-Verlag.[12] E. Clarke, R. Enders, T. Filkhorn, and S. Jha. Exploiting symmetry in temporallogic model checking. Formal Methods in System Design, 9(1{2):77{104, 1996.[13] E. Clarke, O. Grumberg, and S. Jha. Verifying parameterized networksusing abstraction and regular languages. In Insup Lee and Scott A. Smolka,editors, Proceedings of the 6th International Conference on Concurrency Theory(CONCUR `95), volume 962 of Lecture Notes in Computer Science, pages 395{407, Philadelphia, PA., August 1995. Springer-Verlag.[14] E. Clarke, O. Grumberg, and D. Peled. Model Checking. The MIT Press,Cambridge, MA, 1999.[15] S. Creese and A. Roscoe. Formal veri�cation of arbitrary network topologies.In H. R. Arabnia, editor, Proceedings of the International Conference onParallel and Distributed Processing Techniques and Applications (PDPTA'99),volume II, Las Vegas, NV, USA, June { July 1999. CSREA Press.[16] P. Darga, M. LiÆton, K. Sakallah, and I. Markov. Exploiting structure insymmetry detection for CNF. In Proceedings of the 41st annual conference ondesign automation, pages 530{534, San Diego, CA, USA, 2004. ACM Press.28



[17] A. Donaldson, A. Miller, and M. Calder. Finding symmetry in models ofconcurrent systems by static channel diagram analysis. Electronic Notes inTheoretical Computer Science, 128(6):161{177, 2005.[18] A. Donaldson, A. Miller, and M. Calder. SPIN-to-GRAPE: a tool for analysingsymmetry in Promela models. Electronic Notes in Theoretical ComputerScience, 139(1):3{23, 2005.[19] A.F. Donaldson and A. Miller. Automatic symmetry detection for modelchecking using computational group theory. In J. Fitzgerald, I. Hayes, andA. Tarlecki, editors, Proceedings of the 13th International Symposium on FormalMethods (FM 2005), volume 3582 of Lecture Notes in Computer Science, pages481{496, Newcastle, UK, July 2005. Springer-Verlag.[20] E. Emerson and V. Kahlon. Reducing model checking of the many to the few.In David A. McAllester, editor, Automated Deduction - Proceedings of the 17thInternational Conference on Automated Deduction (CADE 2000), volume 1831of Lecture Notes in Computer Science, pages 236{254, Pittsburgh, PA, USA,June 2000. Springer-Verlag.[21] E. Emerson and T. Wahl. Dynamic symmetry reduction. In N. Halbwachs andL. Zuck, editors, Proceedings of the 11th International Conference on Tools andAlgorithms for Construction and Analysis of Systems (TACAS 2005), Held asPart of the Joint European Conference on Theory and Practice of Software,ETAPS 2005, volume 3440 of Lecture Notes in Computer Science, pages 382{396, Edinburgh, UK, April 2005. Springer-Verlag.[22] A. Felty and K. Namjoshi. Feature speci�cation and automatic conictdetection. In Calder and Magill [5], pages 179{192.[23] Gap Group. GAP{ Groups Algorithms and Programming, Version 4.2. Aachen,St. Andrews, 1999. http://www-gap.dcs.st-and.ac.uk/~gap.[24] Steven M. German and A. Prasad Sistla. Reasoning about systems with manyprocesses. Journal of the ACM, 39(3):675{735, July 1992.[25] G. Holzmann. State compression in Spin: Recursive indexing and compressiontraining runs. In R. Langerak, editor, Proceedings of the 3rd SPIN Workshop(SPIN`97), Twente University, The Netherlands, April 1997.[26] G. Holzmann and M. Smith. A practical method for the veri�cation of event-driven software. In Proceedings of the 21st international conference on onSoftware engineering (ICSE'99), pages 597{607, Los Angeles, CA, USA, May1999. ACM Press.[27] G. Holzmann and M. Smith. Software model checking - extracting veri�cationmodels from source code. In J. Wu, S. Chanson, and Q. Gao, editors, Proceedingsof the Joint International Conference on Formal Description Techniques forDistributed Systems and Communication Protocols and Protocol Speci�cation,Testing and Veri�cation (FORTE/PSTV '99), volume 156 of InternationalFederation For Information Processing, pages 481{497, Beijing, China, October1999. Kluwer. 29



[28] C. Norris Ip and David L. Dill. Verifying systems with replicated componentsin Mur�. Formal Methods in System Design, 14:273{310, 1999.[29] C.Norris Ip and D. Dill. Better veri�cation through symmetry. Formal Methodsin System Design, 9:41{75, 1996.[30] B. Jonsson, T. Margaria, G. Naeser, J. Nystroem, and B. Ste�en. Incrementalrequirement speci�cation for evolving systems. In Calder and Magill [5], pages145{162.[31] Y. Keston, A. Pnueli, E. Shahar, and L. Zuck. Network invariants in action.In L. Brim, P. Jancar, M. Kret��nsk�y, and A. Kucera, editors, Proceedings ofthe 13th International Conference on Concurrency Theory (CONCUR 2002),volume 2421 of Lecture Notes in Computer Science, pages 101{115, Brno, CzechRepublic, August 2002. Springer-Verlag.[32] K. Kimbler and L. Bouma, editors. Feature Interactions in Telecommunicationsand Software Systems V. IOS Press (Amsterdam), September 1998.[33] M. Kolberg and E. H. Magill. Detecting feature interactions between SIP callcontrol services. In Rei�-Marganiec and Ryan [41], pages 147{162.[34] R. P. Kurshan and K.L. McMillan. A structural induction theorem forprocesses. In Proceedings of the eighth Annual ACM Symposium on Principlesof Distrubuted Computing, pages 239{247. ACM Press, 1989.[35] K. McMillan, S. Qadeer, and J. Saxe. Induction in compositional modelchecking. In E. Emerson and A. Sistla, editors, Proceedings of the 12thInternational Conference on Computer-aided Veri�cation (CAV 2000), volume1855 of Lecture Notes in Computer Science, pages 312{327, Chicago, IL, USA,July 2000. Springer-Verlag.[36] S. Merz. Model checking: A tutorial overview. In F. Cassez, C. Jard, B. Rozoy,and M. Ryan, editors, Modeling and Veri�cation of Parallel Processes, 4thSummer School, MOVEP 2000, volume 2067 of Lecture Notes in ComputerScience, pages 3{38, Nantes, France, June 2000. Springer-Verlag.[37] A. Miller and M. Calder. A generic approach for the automatic veri�cationof featured, parameterised systems. In Rei�-Marganiec and Ryan [41], pages217{235.[38] M. M�uller-Olm, D. Schmidt, and B Ste�en. Model-checking: A tutorialintroduction. In A. Cortesi and G. File, editors, Proceedings of the 6thInternational Static Analysis Symposium (SAS'99), volume 1694 of LectureNotes in Computer Science (LNCS), pages 330{354, Venice, Italy, September1999. Springer-Verlag.[39] M. Nakamura, Y. Kakuda, and T. Kikuno. Feature interaction detection usingpermutation symmetry. In Kimbler and Bouma [32], pages 187{201.[40] M. Plath and M. Ryan. Plug-and-play features. In Kimbler and Bouma [32],pages 150{164. 30



[41] S. Rei�-Marganiec and M. Ryan, editors. Proceedings of the 8th internationalconference on Feature Interactions in Telecommunications and SoftwareSystems VIII, Leicester, UK, June 2005. IOS Press (Amsterdam).[42] A. Roychoudhury and I.V. Ramakrishnan. Inductively verifying invariantproperties of parameterized systems. Automated Software Engineering,11(2):101{139, April 2004.[43] P. Sa�rey. Optimising Communication Structure for Model Checking. PhDthesis, Department of Computing Science, University of Glasgow, July 2003.[44] M. Smith, G. Holzmann, and K. Etessami. Events and constraints: A graphicaleditor for capturing logic requirements of programs. In Proceedings of the5th IEEE International symposium on Requirements Engineering, pages 14{22,Toronto, Canada, August 2001. IEEE Computer Society.[45] M. Thomas. Modelling and analysing user views of telecommunications services.In P. Dini, R. Boutaba, and L. Logrippo, editors, Feature Interactions inTelecommunication Networks IV, pages 168{182. IOS Press (Amsterdam), June1997.[46] M. Weiss. Feature interactions in web services. In Amyot and Logrippo [1],pages 149{158.

31


	citation_temp.pdf
	http://eprints.gla.ac.uk/3473/


