Computers, Environment and Urban Systems 110 (2024) 102091

Contents lists available at ScienceDirect
Compurters
ENVIRONMENT

AND
URBAN SYSTEMS

Computers, Environment and Urban Systems

o %

ELSEVIER

journal homepage: www.elsevier.com/locate/ceus

Check for

Understanding the protection of privacy when counting subway travelers [
through anonymization

Nadia Shafaeipour“, Valeriu-Daniel Stanciu ® Maarten van Steen”, Mingshu Wang

2 Faculty of Geo-Information Science and Earth Observation (ITC), University of Twente, the Netherlands
Y Faculty of Electrical Engineering, Mathematics and Computer Science, University of Twente, the Netherlands
€ School of Geographical & Earth Sciences, University of Glasgow, United Kingdom

ARTICLE INFO ABSTRACT

Keywords: Public transportation, especially in large cities, is critical for livability. Counting passengers as they travel be-
K-anonymity tween stations is crucial to establishing and maintaining effective transportation systems. Various information
Travelers

and communication technologies, such as GPS, Bluetooth, and Wi-Fi, have been used to measure people’s
movements automatically. Regarding public transportation applications, the automated fare collection (AFC)
system has been widely adopted as a convenient method for measuring passengers, mainly because it is relatively
easy to identify card owners uniquely and, as such, the movements of their card holders. However, there are
serious concerns regarding privacy infringements when deploying such technologies, to the extent that Europe’s
General Data Protection Regulation has forbidden straightforward deployment for measuring pedestrian dy-
namics unless explicit consent has been provided. As a result, privacy-preservation techniques (e.g., anonym-
ization) must be used when deploying such systems. Against this backdrop, we investigate to what extent a
recently developed anonymization technique, known as detection k-anonymity, can be adapted to count public
transportation travelers while preserving privacy. In the case study, we tested our methods with data from
Beijing subway trips. Results show different scenarios when detection k-anonymity can be effectively applied and
when it cannot. Due to the complicated relationship between the detection k-anonymity parameters, setting the
proper parameter values can be difficult, leading to inaccurate results. Furthermore, through detection k-ano-
nymity, it is possible to count travelers between two locations with high accuracy. However, counting travelers
from more than two locations leads to more inaccurate results.

Privacy preservation
General data protection regulation
Public transportation

Henrickson, & Wang, 2016; Patlins & Kunicina, 2015; Wirz et al., 2012).
In order to measure passenger movements, their locations must be

1. Introduction

Residents and visitors depend on public transportation in cities and
towns worldwide. Analyzing public transportation data helps in un-
derstanding and improving services. One beneficial use case is counting
passengers as they move between locations. Measuring passenger
movements has now become relatively simple for many modern public
transportation systems, as users check in and out of subways and buses
using customized smart cards. The information obtained from
measuring passengers’ behavior is essential for overall fleet manage-
ment and effective transport scheduling, leading to improving the
quality and reliability of the public transportation service, identifying
travel patterns, or emergency preparedness (Boreiko & Teslyuk, 2016;
Brauer, Makinen, Forsch, Oksanen, & Haunert, 2022; Dunlap, Li,

known. The growing use of location-enabled technologies allows an
increasing number of parties to access this information. Consequently,
people are concerned about their geoprivacy. Geoprivacy is a subset of
information privacy that involves a person’s right to decide how, when,
and to what extent location data about himself or herself is shared
(Billen, Joao, & Forrest, 2006). Unfortunately, many people have
limited knowledge of how the underlying technology for using location
information works, such as what can(not) be inferred from an in-
dividual’s location over time. Asking for a person’s consent can there-
fore be asking something too complicated. We take the standpoint that
privacy should be protected upfront such that no consent is needed: no
party has, by design, access to a person’s sensitive geographical data.
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In the case of measuring passenger behavior for public trans-
portation, the main challenge faced is a significant risk of privacy vio-
lations when using smart cards (Ardagna et al., 2008; Asadpour &
Dashti, 2011). This is because each smart card is individually recog-
nizable. In other words, anonymization of the data on a card is not
enough. These cards often contain personal information, such as card
identifiers, travel patterns and locations visited. Consequently, the
public needs to trust the organizations that provide the cards and those
that use their data for further analyses. For this reason, the analyses of
the data extracted from the use of such cards are generally strictly
regulated by privacy laws, such as Europe’s General Data Protection
Regulation (GDPR) (Georgiadou, de By, & Kounadi, 2019; Voss, 2016).

The current strategies for preserving privacy rely on replacing actual
identifiers with pseudonyms, which still allows tracking over time and
space. In 2013, the largest Japanese train company announced its
intention to sell its passenger dataset to third-party companies (Avoine,
Calderoni, Delvaux, Maio, & Palmieri, 2014; Geuss, 2013); they planned
to anonymize the data by replacing sensitive information such as the
card owner’s name and residence with an anonymous ID. Obviously, this
is not enough to protect privacy. By simply analyzing patterns of an
individual card and combining those patterns with other datasets, it has
been shown that identifying an individual is still possible (Avoine et al.,
2014). Numerous studies have been conducted on re-identifying
formerly anonymized individuals, and they have shown that it is often
not difficult to do so (Avoine et al., 2014; Fechner & Kray, 2012). It has
been demonstrated that auxiliary data can be used to re-identify in-
dividuals in datasets that appeared perfectly anonymized on their own
(El Emam, Jonker, Arbuckle, & Malin, 2011; Fechner & Kray, 2012).
More is needed. Machanavajjhala, Kifer, Gehrke, and Venkitasu-
bramaniam (2007) proposed a new concept of privacy, referred to as 1-
diversity, which necessitates that the distribution of a sensitive attribute
in each equivalence class has a minimum of ‘well represented’ values.
One issue with l-diversity is that it is restricted in its supposition of
adversarial knowledge.

T-closeness (Li, Li, & Venkatasubramanian, 2006) is a technique that
attempts to make the distribution of a sensitive attribute within any
group of individuals similar to the overall dataset distribution, with the
disparity limited to a certain threshold (t). Despite its advantages, t-
closeness has some drawbacks, such as being sensitive to the chosen
threshold (t).

K-anonymity (Samarati & Sweeney, 1998; Wang, Xie, Zheng, & Lee,
2014) and differential privacy (Hutchison et al., 2010; Mir, Isaacman,
Caceres, Martonosi, & Wright, 2013) are two of the more common ap-
proaches used in the geospatial sciences to maximize the value of dataset
containing location information while minimizing the chances of iden-
tifying individuals or groups in the data.

Differential privacy, initially suggested by Dwork (2006), is a
powerful technique for safeguarding the privacy of individuals in
datasets while still permitting meaningful statistical analysis.The main
concept is that the results of mechanisms that are differentially private
remain the same, even when there are slight modifications, such as
adding or taking away a single item from the dataset. This steadiness of
results presents a major difficulty for any attackers who are trying to get
information about particular people. Achieving privacy in this frame-
work requires adding noise to the data, with the challenge that more
noise is needed for queries involving fewer individuals to maintain the
same level of privacy (Dwork, McSherry, Nissim, & Smith, 2006).

However, if we employ schemes where identifiers are randomized
independently for each location, the ability to count travelers across
multiple locations is compromised. This is because we face the challenge
of having to match identifiers. Consider the scenario where an individ-
ual, denoted as “X”, relocates from A to B and is assigned the random ID
“000” at location A and a different random ID “111” at location B. In
such instances, the inability to correlate these IDs impedes our ability to
identify and count the individual as a traveler who moved from A to B.
The key to effective counting across diverse locations is the
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establishment of a link between identifiers from one location to those
from another. Achieving this linkage across different locations proved to
be difficult when using techniques such as differential privacy. On the
other hand, K anonymity may be more suitable.

K-anonymization is one of the most widely used methods for ano-
nymizing identifiers and also trajectory in geoprivacy (Brauer et al.,
2022); the Location Privacy-Preserving Mechanisms (LPPMs) have been
developed to achieve k-anonymity for trajectory datasets by general-
izing, suppressing, and distorting trajectory data (Shokri, Theodor-
akopoulos, Le Boudec, & Hubaux, 2011). The k-anonymity algorithm is
the basis for many state-of-the-art LPPMs, and it is capable of preventing
re-identification attacks. As a formal guarantee of privacy, it has limits.

The purpose of this paper is to explore this method, but not to
analyze trajectory data; rather, we used this method to anonymize
identifiers. Stanciu et al. (Stanciu, van Steen, Dobre, & Peter, 2020) have
developed a technique based on k-anonymity that effectively ensures
that every identifier is converted into a pseudonym assigned to at least k-
1 other card identifiers. Data cannot be traced back to a single individual
using this method; instead, data can be traced back only to a group of at
least k individuals. We call this technique detection k-anonymity.

This paper examines to what extent and under which conditions we
can accurately apply detection k-anonymity to counting passengers who
travel on a particular subway line from one station to another while
ensuring that the data cannot be traced back to an individual. In the case
study, we applied detection k-anonymity on a dataset of trips made on
the Beijing subway system using smart cards to check in or check out
travelers. A trip is defined as the movement of travelers from one station
(station A) to another (station B). We used this data as the ground truth
to evaluate the balance between the degree of anonymity and accuracy
when counting trips to see if this method works on data such as the
Beijing dataset.

The paper is organized in the following way: the following section
overviews the method used to protect privacy. The third section de-
scribes the data used in the case study, and the fourth section introduces
the experimental setup and the research findings. The final section
concludes the paper.

2. Protecting privacy through detection k-anonymity

K-anonymity is a technique used in data anonymization to protect
individual identities in a dataset. It does this by making sure that each
record is indistinguishable from at least k-1 other records with respect to
certain quasi-identifiers. The aim is to create groups of at least k records,
thus preventing the identification of any particular person. Detection k-
anonymity is an advancement of the traditional k-anonymity approach.
It takes into account the challenge of preserving anonymity across
different single-column databases that contain the same kind of identi-
fiers. Instead of just focusing on creating anonymized groups within one
dataset, detection k-anonymity ensures that any combination of these
single-column databases maintains k-anonymity for the shared identi-
fiers, and if you combine this dataset later, you still have the same
property. This extension is especially useful in situations where multiple
datasets with shared identifiers need to be analyzed together, such as the
Beijing dataset, while still protecting individual privacy.

There are many methods to measure pedestrian dynamics in public
transportation, including manual counting and automatic passenger
counting (APC) devices (Patlins & Kunicina, 2015; Tilg, Pawlowski, &
Bogenberger, 2021). Another method is the automated fare collection
(AFC) system. AFC has established a smart card system that metropol-
itan governments use worldwide to compute prices for various city
transport lines, such as buses and subways. AFC is the method through
which the Beijing subway data has been collected.

In a recent paper, smart cards were used to estimate origin-
destination demand for public transportation using statistical pattern
recognition. The method has been tested on a large dataset of Mel-
bourne’s transportation network (Hamedmoghadam et al., 2021).
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However, geoprivacy concerns arise using passenger location data for
transportation analysis (Ke(3ler & McKenzie, 2018). For a more extensive
overview of state-of-the-art geoprivacy, we refer the reader to
(McKenzie, Romm, Zhang, & Brunila, 2022; Ogulenko, Benenson, Omer,
& Alon, 2021; Swanlund, Schuurman, & Brussoni, 2020).

Another typical data collection tool that has become widely popular
is detecting individual mobile devices through the Wi-Fi or Bluetooth
signals they transmit. As these signals carry device-identifying infor-
mation, such as a unique network address, they can, in principle, be used
for tracking (Oransirikul, Nishide, Piumarta, & Takada, 2014). This
method is deployed, for example, by Transport for London to monitor
how passengers travel through the subway.

To demonstrate the significant potential of using WiFi probe request
data for understanding mobility patterns in cities, a study (Traunmu-
eller, Johnson, Malik, & Kontokosta, 2018) presents various patterns of
mobility in cities. To estimate pedestrian activity, SmartStreetSensor
collected WiFi data from mobile devices in 105 UK towns and cities
(Trasberg, Soundararaj, & Cheshire, 2021). In order to achieve these
objectives, they considered a full version of privacy-preserving tools in
their works.

In this study, our goal is to measure pedestrian dynamics in a subway
setting and how privacy preservation by detection k-anonymity works in
this setting. For an AFC system, every person carries a smart card to use
the subway; we have counters that detect the cards when passengers
check in or check out, and each card is marked with an identifier that
can be read by these counters.

In our approach, we demand that the check-in and check-out coun-
ters, which collect identifiers, timestamps, and locations of each card,
are responsible for applying anonymization techniques immediately
upon detecting a smart card. By collecting card identifiers at each
counter during a small timespan and subsequently replacing such an
identifier with a k-anonymous pseudonym, the system should, in princi-
ple, provide a sufficient degree of privacy.

Our description corresponds to how privacy preservation is per-
formed in Wi-Fi detection systems, which led to the development of
detection k-anonymity. When a traveler passes a sensor, the traveler’s
device identifier, a timestamp, and the sensor’s identifier are logged (we
assume that the actual location of the sensor is known). To successfully
anonymize travelers, we collect data during an interval referred to as an
epoch (e.g., 5 min). The length of the epoch is a parameter that could be
adjusted based on the number of entering passenger. After an epoch has
elapsed, we replace each traveler identifier with a pseudonym such that
each pseudonym is used for at least k travelers detected during that
epoch and record how many travelers have been detected per assigned
pseudonym. This information is then sent to a central server.

3. Method

A privacy-preserving AFC passengers-monitoring environment con-
sists of the following:

o A network of subway lines with each line consisting of a source and a
destination, and counters at each source and destination gathering
card identifiers; a counter acts as a sensor s; all counters form a set S.

e A set of E of N epochs, jointly spanning an elapsed time T during
which the system runs, we should have enough data during each
epoch to apply anonymization.

e A set IDS of M card identifiers detected by our system during T; we
assume that each card identifier represents a passenger.

A detection is a triplet (id, s, e),id € IDS,s € S, e € E, representing a
card uniquely identified by its identifier id, sensed by counter s during
epoch e (Stanciu et al., 2020). Each detected card identifier is first
mapped to an N-bit pseudonym, with the PID denoting the set of all
possible pseudonyms. A pseudonym is derived from a card identifier
through secure hashing, establishing that pseudonyms are uniformly
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distributed in the interval [0,2V). We devise an anonymization pro-
cedure m to a new set of multipseudonyms MPID, such that for each
detected pid € PID, there are at least k-1 other detected pseudonyms
{pidy,...., pidi_1} CMPID with m(pid) = m(pid;). As mentioned, we as-
sume that each counter stores only multipseudonyms; we guarantee that
for each stored multipseudonym, a counter detected at least k different
travelers (i.e., pseudonyms) during each epoch. An example of such an
anonymization procedure is the truncation operation trunc(id, nb) that
removes all but the leftmost nb bits from the binary representation of pid,
for all pid € PID. In doing so, we are effectively mapping different
pseudonyms to the same multipseudonym. To illustrate, imagine that we
truncate psuedonyms to just two bits. The result would be that we have
only four multipseudonyms (<007, “01”, “10”, “11”) and that each
pseudonym would be mapped to one of these four multipseudonyms.

It should now be clear that to ensure that at least k pseudonyms are
mapped to the same multipseudonym, we need to carefully set a value
for nb. If we keep too many bits, truncation of detected pseudonyms may
leave us with multipseudonyms for which there are less than k detected
pseudonyms. In that situation, we have no choice but to discard those
multipseudonyms, which may significantly affect the accuracy of pas-
senger counts. So, we need to figure out how many bits we need to keep
in order to ensure k-anonymity.

As an alternative to discarding multipseudonyms (and thus detected
pseudonyms), we deploy a systematic method to map k-anonymity-
disobeying detected multipseudonyms and apply that method to all
sensors. We addressed this problem with a correction method. Assume
there are n disobeying multipseudonyms during an epoch. Each such
multipseudonym has less than k detected pseudonyms. We first sort
these multipseudonyms in an ascending order and subsequently keep
only the first [n/k] ones, systematically evenly spreading the n—[n/k]
counts from the discarded multipseudonyms over the multipseudonyms
that we keep. Note that each kept multipseudonym will now have an
associated count of at least k travelers.

To illustrate, consider the following five disobeying multi-
pseudonyms sets after truncation by keeping four bits (nb = 4) and k =
2:{(0011,1),(0111,1),(1011,1),(1100,1), (0000,1)}. There is a
count of 1 associated with each of these multipseudonyms, which vio-
lates the constraint of at least two. To apply the correction, the dis-
obeying multipseudonyms are sorted, leading to
{0000,0011,0111,1011,1100}. We then keep only the first [n/k| =
[5/2] = 2 entries, namely {0000,0011}, and evenly spread the counts of
the other-disobeying multipseudonyms, leading to the multiset
{0000, 0011, 0000,0011, 0000}, represented as {(0000, 3), (0011, 2)}.

After anonymizing data at a counter using detection k-anonymity,
data is transmitted to a central server. That server houses two types of
anonymized data, i.e. one corresponding to checked-in, another one to
checked-out trips. Typically, a traveler moving from one station to
another receives the same pseudonym due to uniform settings across all
locations. However, there is a possibility that individuals may not
receive the same pseudonym at different stations, particularly when the
identifiers lack k-anonymity, especially in instances involving joiners
from other stations. We address this by applying corrections when k-
anonymity is not achieved, and this is the place IDs get different pseu-
donyms. The resulting data can then be effectively utilized for per-
forming a counting method, as detailed below.

4. Dataset

In the case study, we adopted the weekday public transit smartcard
records in April 2010 of the Beijing subway (Wang, Zhou, Long, & Chen,
2016; Zhou, Wang, & Long, 2017) to demonstrate how our methods
work. This dataset contains 239,728 records that belong to trips that
happened during one week. Each record contains a unique card identi-
fier, the day, time, and location at which an individual checked in and
later checked out. The smart cards that passengers use are usually
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Fig. 1. Applying detection 2-anonymity on the example dataset with the parameter values of k = 2, (nb = 3), and epoch: 5 min (Mpse: multipseudonyms).

purchased anonymously through resellers or automated machines and
have a unique ID. They are generally unregistered as belonging to a
specific individual, so they do not carry any personal information about
identities. As a result, apparently, customers can consider these smart
cards completely private while also keeping some of the benefits of
personal travel permits, such as the capacity to be used many times or
some offers from transportation companies for smart card holders. Note
that using unique identifiers still allows to derive traveling patterns that
may lead to the identification of an individual. It is for this reason that
the GDPR renders pseudonymization insuffcient for protecting privacy.
These unique smart cards allow us to evaluate the behavior and the
number of passengers who travel between stations.

The dataset contains precise information on which card was checked
in at a specific location and was later checked out at another given
location. In other words, we have accurate ground truth data on actual
passenger dynamics. In this sense, the Beijing dataset is much better for
evaluating our anonymization method than possible with Wi-Fi-based
datasets. Apart from the fact that Wi-Fi detection is subject to many
failures (caused by, for example, interferences, erratic detection and
transmission ranges, varying signal strengths, and randomization of
MAC addresses), attaining the ground truth is extremely difficult. The
latter involves knowing which devices are carried by whom and subse-
quently physically tracking an individual.

5. Experiments

For our experiments, we simulate two scenarios: (1) counting trav-
elers from one location to another and (2) counting travelers from two
locations to a common destination. We are conducting this scenario to
determine to what extent we can count travelers when they check in at a
location and move straight to a destination (A to B). A second scenario
involves adding another source to the common destination (A to Z and B
to Z) to determine how counting passengers from two different sources
interferes with the common destination, as it may be more difficult to
reliably associate a multipseudonym at the destination with the original
source.

For our goal, counting the number of devices detected at location A
during many successive epochs and later at location B over again a series
of epochs, we applied detection k-anonymity for different values of k,nb,
and different epoch lengths. First, we consider an isolated line, only
those trips between two specific locations (A to B). To counting the
number of trips between these two locations, each counter applies our
privacy preserving algorithm with the same values for all parameters

(that is, k,nb, and the epoch length); we consider that each counter stores
only pseudonyms and only during the length of an epoch to assign
pseudonyms to multipseudonyms subsequently. After applying detec-
tion k-anonymity over epoch e, all pseudonyms gathered during e are
discarded, and the multipseudonyms, along with their respective counts,
are sent to a central server.

To associate multiple pseudonyms with a single multipseudonym, we
could ideally apply truncation to the original card identifier. However,
truncation works only if we can assume that detected card identifiers are
uniformly distributed over the entire possible space of card identifiers.
To this end, each counter first applies a globally agreed upon secure
hashing function that generates a unique yet uniform random pseu-
donym for each detected card identifier. We then apply detection k-
anonymity on such pseudonyms to produce multipseudonyms. The
uniform distribution of pseudonyms guarantees that when constructing
a multipseudonym by truncation, there is no built-in bias toward which
multipseudonyms are constructed, nor is there a bias toward the actual
number of associated pseudonyms for each multipseudonym. A counter
keeps track of how many pseudonyms have been assigned to a single
multipseudonym to later send the pairs multipseudonym, number of de-
tections to a central server.

5.1. Simulated environment for one line

To get a clear understanding of the behavior of the anonymization
process, we tested the design on subway trips from Beijing in various
settings. As the dataset was relatively sparse, we pretended that all
registered trips occurred on the same day.

Many parameters shape the experiments, such as values of k, the
truncation parameter nb, and the epoch length. We tested various values
for each parameter during our experiment to examine in which situa-
tions we still have high accuracy in counting detected devices on a
specific line.

Fig. 1 shows how detection k-anonymity works on an example of
eight trips between stations A and B. We perform this experiment for
epochs lasting 5 min. We keep three bits (nb = 3) and set k = 2. In our
example, we consider two successive epochs. Applying truncation dur-
ing the first epoch e, keeping only the three leftmost bits, transforms the
detected set of pseudonyms {0000,0001,1100,1101} to the multi-
pseudonyms {(000, 2), (110, 2)}. In other words, we record that we have
detected multipseudonym 000 through two actual pseudonyms. The
same holds for multipseudonym 110.

The situation is different for epoch e; where we have the pseudonyms
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Table 1
Matching trips between two locations, A and B, based on the data on the central
server, resulted in counting eight trips.

Computers, Environment and Urban Systems 110 (2024) 102091

Table 3
Comparison of detection k-anonymity with the ground truth for different set-
tings: k = 2, epoch length 10 min, and the number of bits to keep (NB).

Mpse -in L1-A Mpse-out L2-B Mpse L1 L2 K-2 Al1-B3 A2-B4 A3-B5 A4-B6 A5-B7 A6-B8
0000 0000 A 0000 0000 B 0000 0000 A B Ground Truth 37 25 28 24 28 24
0000 A 0000 0000 B 0000 0000 A B NB: 2 38 70 79 78 78 76
1111 A 01111111 B 0111 1111 A B NB: 4 38 66 69 68 74 70
1111 A 0111 1111 B 0111 1111 A B NB: 12 30 20 23 24 32 28
0110 A 1011 0110 B 1011 0110 A B NB: 13 34 22 27 36 28 22
0110 A 1011 0110 B 1011 0110 A B NB: 14 32 28 23 20 32 22
0001 A 1100 0001 B 1100 0001 A B NB: 15 38 28 32 26 25 34
1100 0001 A _ _ _ _ _ NB: 16 32 22 32 18 26 18
NB: 17 38 30 21 20 26 16
NB: 18 38 24 28 24 24 20
NB: 19 34 24 24 22 32 24
Table 2 NB: 20 36 22 26 24 33 20
The number of epochs and devices recorded during each epoch for locations A NB: 24 34 22 22 24 22 24
and B (check-in/out). NB: 27 28 22 19 18 20 24

location A Al A2 A3 A4 A5 A6 - -
N-trips 107 88 87 86 83 94 - -
Location B B3 B4 B5 B6 B7 B8 B9 B10
N-trips 38 83 91 90 89 77 71 5

{0011,0111,1011,1100}. If we similarly apply truncation, we are left
with the multipseudonyms {(001,1),(011,1),(101,1),(110,1)}. Each
of these multipseudonyms has an associated count of 1, i.e., each dis-
obeys the constraint that the count should be at least 2. Applying the
correction, we keep, after sorting, only the first [n/k] = [4/2] = 2 entries,
and evenly spread the counts of the other-disobeying multipseudonyms,
leading to the set {(001,2), (011, 2)}. Note that in this way, we have not
lost any counts (the total count during ey is still 4).

After applying detection k-anonymity at the end of each epoch, the
anonymized data is sent to a central server. At the central server, we
have two tables containing the data received from the check-in and
check-out locations. The question arises, how do we count the number of
people going from one location to another? We do so using a simple
matching algorithm: see if a multipseudonym during an epoch at loca-
tion A has also been recorded during an epoch at location B. The algo-
rithm for matching is shown in Table 1. After applying detection k-
anonymity, but now for illustration purposes with a large value for nb
(k = 2,nb = 8), we have two tables, one belonging to location A during
the epoch e; (09:00 to 09:05) and one belonging to location B during the
epoch ez (09:10 to 09:15). Here, we can incorporate the average travel
time into the counting process. This will give us the range of epochs in
which we should expect to see the multipseudonyms from A to B. By
knowing the average travel time, we can more easily identify relevant
departure and arrival epochs, yet strictly speaking, we need not know
the length of the trips. In this example, if we consider an average travel
time of 10 min, we expect to find multipseudonyms from A to B during
epoch e3 (10 min after check-in time). We pick the multipseudonym
“0000 0000” from location A and start searching to find the same
multipseudonym at B; in the first row of Table 1 location B, we have the
same multipseudonym; thus, we match this multipseudonym as a trip
that has occurred by the multipseudonym “0000 0000 from A to B, we
do the same for other multipseudonyms to find a match for them as well.
There may be times when it is impossible to match a multipseudonym;
for instance, for the second occurrence of “1100 0001 in table A (which
we indicated in bold), there is no match anymore for “1100 0001” in
Table B, which means this multipseudonym will have arrived during
another epoch (or possibly, at another station).

As mentioned, we first take an isolated line from the Beijing subway
dataset (M122 to M113) with 545 trips. In Table 2, the number of check-
in/outs is shown during each epoch (A1l means location A, epoch e;) in
two tables for locations A and B (check-in/out). The travel time for this
line is generally between 23 and 30 min; we take the epoch length as 10
min for both stations. Knowing that the average travel time is at least 23
min, we expect to see travelers from A start to record at B during epoch

es. For epochs e; and ejat location B, we know that the number of de-
vices is zero because travelers have not yet arrived. We chose to use
fixed-length epochs for all stations in order to keep our query formula-
tion straightforward and easy to understand. We are mainly looking into
the possibility and accuracy of counting travelers. If we had used vari-
able length epochs, it would have made the query more complicated and
the analysis more difficult. Additionally, our query objective is to pre-
vent situations where a traveler could appear in multiple places at the
same time. The final step is to apply the detection k-anonymity to each
epoch.

Table 3 shows the results of counting detected passengers at location
A and later at location B during different epochs; then, according to the
matching algorithm, the multipseudonyms are matched as trips between
these two locations. We interpret the results as follows: the first row is
the number of devices recorded for the ground truth. They checked in
during epoch e at A and later checked out during epoch e’ at B (we know
the actual number of trips because we computed it based on the original
card identifiers). In the following, to achieve detection k-anonymity, we
kept different numbers of bits to compare the accuracy of our design in
various settings with the ground truth. As shown for k = 2, when we
increase the numbers of bits to keep, our counts come closer to the
ground truth in counting the number of trips between two locations.

To further clarify, consider columns A2-B4 (i.e., trips that started at A
during epoch e, and arrived at B during e4). We have a known ground
truth of 25 trips. For nb = 2, the algorithm counted 70 trips, which is
considerably higher than the ground truth. We know that 45 out of these
70 trips actually arrived at B during other epochs than e4
(70 — 25 = 45). The reason for our large number of counts is that for
nb = 2, because of truncation, we have only four multipseudonyms
(00,01,10,11) in A and B. Using detection k-anonymity, we have the
multiset {(00:16),(01:19),(10:28),(11:25)} at A and {(00:
21),(01:27),(10:22),(11 : 13)} at B. Our algorithm matched all these
multipseudonyms in source and destination; for example, for multi-
pseudonyms “00,” we have 16 of them at A and 21 at B, so the algorithm
counts 16 (smallest value) trips made by multipseudonym “00” from A
to B, and it repeats the same procedure with the other three multi-
pseudonyms, leading to a total of 16 + 19 + 22 + 13 = 70 trips.

In the case of nb = 27, the algorithm counted 22 trips from A2 to B4,
which is closer to the ground truth than for nb = 2. All bits, and thus
pseudonyms, were retained at A and B, so only the correction step of
detection k-anonymity was applied. Once k-anonymity was established,
the matching algorithm looked for multipseudonyms from A to B. The
matching algorithm found only 22 trips out of 25; half of the original
multipseudonyms have been replaced with other, smaller multi-
pseudonyms. It became smaller because we first sorted all multi-
pseudonyms and effectively kept only the smallest ones for matching.

To get a better understanding of where these numbers originate from
we counted true positives, false positives, false negatives, and true
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Table 4

NB:2.
Epoch GT N-trips TP FP FN TN
A1-B3 37 38 37 1 0 70
A2-B4 25 70 25 45 0 63
A3-B5 28 79 28 51 0 59
A4-B6 24 78 24 54 0 62
A5-B7 28 78 28 50 0 55
A6-B8 24 76 24 52 0 70

Table 5

NB:12.
Epoch GT N-trips TP FP FN N
A1-B3 37 30 15 15 22 70
A2-B4 25 20 11 9 14 63
A3-B5 28 23 14 9 14 59
A4-B6 24 24 12 12 12 62
A5-B7 28 32 16 16 12 55
A6-B8 24 28 13 15 11 70

Table 6

NB:18.
Epoch GT N-trips TP FP FN TN
A1-B3 37 38 22 16 15 70
A2-B4 25 24 12 12 13 63
A3-B5 28 28 17 11 11 59
A4-B6 24 21 12 12 12 62
A5-B7 28 21 12 12 16 55
A6-B8 24 20 10 10 14 70

Table 7

NB:27.
Epoch GT N-trips TP FP FN TN
A1-B3 37 2 16 12 21 70
A2-B4 25 22 11 11 14 63
A3-B5 28 19 9 10 19 59
A4-B6 24 18 9 9 15 62
A5-B7 28 20 10 10 18 55
A6-B8 24 24 12 10 12 70

negatives. We define false and true counts as follows:

e True positives: the number of trips we were able to count that actually
occurred.

e False positives: the number of trips we counted that actually did not
occur.

o True negatives: the number of trips we did not count, and that indeed
did not happen.

e False negativesFalse negatives: the number of trips we did not count
but actually occurred (i.e., we missed them).

Table 4: Counting the number of trips for k = 2 and four different NB,
in addition to the number of true positives, false positives, false nega-
tives and true negatives.

The four Tables 4, 5, 6, and 7 show the results of our counting
method for four different values of nb and k = 2. For each table, the first
column shows epochs for which we want to count how many people
moved from A and arrived at B during those epochs; the second column
shows the actual number of trips that happened (i.e., the ground truth)
to which the results of our matching algorithm in the third column are
compared with. Other columns include true positives, false positives,
false negatives, and true negatives. The sum of TP and FP column values
is equal to the number of trips our method counted (N-Trips column),
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Table 8
Counting the number of multipseudonym that appear at each epoch of A and
later in two epochs of B.

K-2 Al, B3, A2, B4, A3, B5, A4, B6, A5, B7, A6, B8,
B4 B5 B6 B7 B8 B9

Ground 95 79 84 82 77 89

Truth

NB: 2 106 88 87 86 83 94

NB: 4 103 88 87 86 82 94

NB: 5 93 86 86 86 81 91

NB: 7 87 80 80 78 75 77

where TP indicates the number of trips our algorithms counted correctly.
False positive represents the number of trips that were mistakenly
recorded but did not occur, and these trips do not appear in GT. As we
mentioned before, when only truncation is performed, such as with nb =
2, the number of different multipseudonyms is low at both locations. A
small number of multipseudonyms leads to incorrectly matching many
trips that did not happen, leading to many false positives. Table 4 il-
lustrates this. The number of false positive trips decreases when the
number of bits is increased, as shown in the other tables. By increasing
the number of bits to keep, we have more different multipseudonyms,
leading to more corrections (because multipseudonyms do not have
enough associated trips). When applying corrections, we lose trips as
false negatives.

In the correction phase, as we explained before, for having detection
k-anonymity, some multipseudonyms will be replaced by others (but
allowing counts greater or equal to k). Consequently, we lose some
multipseudonyms, and those multipseudonyms are no longer available
to match with arrivals or departures. In fact, lost multipseudonyms are
matched by using their replacements and thus lead to counting trips that
did not occur. These inaccurate matches count as false positives. At the
same time, each lost multipseudonym will also mean that we miss trips,
leading to false negatives.

Due to the connection between FPs and FNs, the best scenario is that
an equal number of FNs will compensate all the FPs. In other words, we
can achieve the highest level of accuracy by having only a correction
phase (and having sufficient data). The most accurate counting occurs
when false positives and false negatives are equal or close to each other.
In Table 7 where nb = 27, for the last row (A6-B8), the GT is 24; the
algorithm found 24 trips during this epoch. From these 24 trips, 12
counted correctly as TP, and 12 of them should be FP, so if 12 of them are
false positive, then ideally, the same value should be the number of trips
that happened, but our algorithm did not count (FN). We have FP =
FN = 12 in this row, so that is the best we can attain.

The value for TN is the same in all tables regardless of the detection
k-anonymity setting; the reason is that the algorithm cannot count a trip
that does not occur between two locations. Therefore, it does not matter
how the algorithm is set; the trips that have not happened can not be
counted.

We must consider several consecutive epochs at the destination in
order to find as many identifiers as possible from those who left during
one specific epoch and arrived at the destination. This is because we do
not know precisely during which epoch a passenger will actually check
out. For example, in Table 2, 107 passengers checked in during epoch e;
while only 38 passengers appeared during epoch es at B. We can
conclude that passengers who left at A during e; may have arrived at B
during other epochs than es3. To test this assumption, for each departure
epoch ¢; at A, and the expected arrival epoch e;,, at B, we also looked at
the next epoch e;, 3 at B and checked potential arrivals from A who left
during e;. In Table 8, we displayed this as follows. For epoch ejat A (A1),
we looked at arriving multipseudonyms at B during epochs es as well as
e4(denoted as B3 + B4). In this way, we found more multipseudonyms
from A at B. We repeated this approach for other departure/arrival
epochs.

We also looked at the effect of the epoch length, as shown in Fig. 2.
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a
Epoch length: 10 min

38 37 1 0 70
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b
Epoch length: 15 min

38 37 1 0 109

A1-B3 107-38 37 A1-B3 146-38 87
A2-B4 88-83 25 70 25 45 0 63 A2-B4 136-121 22 121 22 99 0 114
A3-B5 87-91 28 79 28 51 0 59 A3-B5 122-143 24 122 24 98 0 98
A4-B6 86-90 24 78 24 54 0 62 A4-B6 141-126 26 126 26 100 0 115
Fig. 2. Comparison results for different epoch lengths (10 min, 15 min) from A to B, nb = 2, k = 2.
Location A A J
Pse  Check-in  Epoch MieliChect il ine Location Z z z
0000 A el 000 A el Pse |Check-in| Time Mpse [Check-in| Time Mpse |Check-in| Time
L/ cl . 000 A el 0000 z | e | 000 z | e3 000 z | e3
1000 A el Applying 100 A el
Detection 0001 Z e3 000 % e3 000 Z e3
1101 A el .
) 2 -Anonymity 100 & cil 0011 z e3 001 z | e 001 z | e
Location B =¥ B
NB:3 0111 z e3 011 z e3 011 z e3
Pse Check-in Time -i i
Epoch : 5’ Mpse  Check-in  Time 1000 z 3 100 z 3 001 z e3
0011 B el 001 B el
1011 z e3 101 Z e3 011 Z e3
0111 B el 011 B el
1100 Z e3 110 Z e3 110 4 e3
1011 B el 001 B el
1101 4 3 110 4 3
1100 B el 011 B el T . 2 = ﬁ e
Applying truncation Applying correction

Fig. 3. Matching trips between two locations, A and B, based on the data on the central server, resulted in counting eight trips.

Notably, when epochs are small compared to the expected travel time,
the number of travelers that the matching algorithm counts are closer to
the ground truth than with large epochs. This happens when nb is very
low, so all the theoretically existing multipseudonyms are used at both
source and destination. In addition, larger epochs have a higher chance
of having travelers from earlier epochs, as we witnessed before
(Table 8), so we should see more false positives.

Large epochs mean we have more data for applying detection k-an-
onymity compared to having small epochs, so truncation allows us to
keep more bits and requires less correction. However, having large
epochs (relative to the time a trip takes) also means correctly matching
departures to arrivals becomes more difficult. When applying detection
k-anonymity, there is a higher risk of losing identifiers because of fewer
data per epoch. If sufficient detections can be guaranteed, epoch lengths
become less critical.

5.2. Simulated environment for combining trips

Matters may quickly get out of hand when combining trips: accuracy
may drop to unacceptable levels. The problem can be salvaged to a
limited extent if we keep a large number of bits. We explore this situa-
tion further in this section. First, we consider the situation of counting
passengers moving from A to Z, with a counter at location A gathering a
set of pseudonyms PIDA, mapping them to the multiset MPIDA. At
destination location Z, we have PIDZ and MPIDZ, respectively. Now
consider that we have another source, B, representing people who travel
from B to Z, resulting in a set of pseudonyms PIDB and multipseudonyms

MPIDB, respectively, for counter B. The counter at Z detects through
PIDZ precisely the passengers moving from A to Z and B to Z, respec-
tively. However, there are situations when the multipseudonyms in
MPIDZ, corresponding to travelers from A, will have been “contami-
nated” by travelers who moved from B and arrived at Z. Let us look at
this situation.

Fig. 3 shows three stations: A, B, and Z; people moved from A and B
to later arrive at Z. Based on this example, we want to show how
pseudonyms from A at Z are contaminated by travelers who moved from
B to Z. At all locations, and for each epoch, we applied detection k-an-
onymity on locations with k = 2 and nb = 3. For location A and epoch
e;, truncation alone was enough to reach 2-anonymity; for B (and again,
e1), an additional correction was needed. After passengers arrive at Z,
detection k-anonymity resulted in what is shown in green. After trun-
cation, we have four disobeying multipseudonyms:
{001,011,100,101}. We first sort these and apply the correction
method. After sorting, the multipseudonyms {001,011} were used to
correct 100 and 101, now leading to {(001, 2), (011, 2)}. However, note
that multipseudonym 100 was originally from location A, while multi-
pseudonym 001 originated from B. In other words, the correction yields
that we will wrongfully match a trip from A to one coming from B. This
mismatch is entirely due to mixing trips from B with those from A: the
trips from B are said to contaminate those from A. To further analyze this
situation, we gradually add travelers from B (called joiners) to those
arriving at Z and coming from A. When keeping only a few bits when
applying truncation, There was a large discrepancy between our
counting and ground truth because travelers from A may count as
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Table 9

Constantly added travelers who moved from B to Z to travelers from A to Z for 2-anonymity and NB : 4.
K-2 Al-Z3 B1-Z3 A2-74 B2-74 A3-Z5 B3-Z5 A4-76 B4-76 A5-77 B5-Z27 A6-78 B6-Z8
Ground Truth 37 45 25 40 28 43 24 34 28 38 24 31
0% 28 - 22 - 19 - 18 - 20 - 24 -
20% 40 6 72 11 75 17 81 12 75 14 76 17
50% 40 20 77 34 78 39 83 37 77 42 75 29
100% 41 42 79 78 80 81 84 70 78 78 78 68

Table 10

constantly added travelers who moved from B to Z to travelers from A to Z for 2-anoniymity and NB : 27.
K-2 Al-7Z3 B1-Z3 A2-74 B2-74 A3-75 B3-Z5 A4-76 B4-76 A5-77 B5-727 A6-78 B6-Z8
Ground Truth 37 45 25 40 28 43 24 34 28 38 24 31
0% 28 - 22 - 19 - 18 - 20 - 24 -
20% 28 4 22 4 18 6 18 8 22 6 24 6
50% 28 16 22 14 18 26 22 16 22 18 24 14
80% 28 30 22 28 18 40 20 18 20 28 24 16
100% 28 41 22 30 18 48 20 30 20 32 24 28

Table 11

The number of trips during each epoch from A to Z and B to Z compared to Ground Truth.
K-2 Al-Z3 B1-Z3 A2-74 B2-74 A3-Z5 B3-Z5 A4-76 B4-76 A5-77 B5-Z27 A6-78 B6-Z8
Ground Truth 37 45 25 40 28 43 24 34 28 38 24 31
NB: 2 41 42 79 78 80 81 84 70 78 78 78 68
NB: 12 30 47 22 44 18 48 26 34 34 38 32 26
NB: 27 28 41 22 30 18 48 20 30 20 32 24 28

Table 12

Comparison NB = 2 with NB = 27 for two lines with K = 2.

NB: 2 NB: 27

Epoch GT N-trips TP FP FN TN N-trips TP FP FN TN
A1-7Z3 37 82 37 45 0 70 28 14 14 23 70
A2-74 25 88 25 63 0 63 22 11 11 14 63
A3-7Z5 28 87 28 59 0 59 18 9 9 19 59
A4-76 24 86 24 62 0 62 20 11 9 13 62
A5-77 28 83 28 55 0 55 20 10 10 18 55
A6-7Z8 24 94 24 70 0 70 24 12 12 12 70
B1-Z3 45 81 45 36 0 54 41 21 20 24 54
B2-Z4 40 90 40 50 0 50 30 15 15 25 50
B3-Z5 43 84 43 41 0 41 48 25 23 18 41
B4-726 34 73 34 39 0 39 30 16 14 15 39
B5-Z7 38 84 38 46 0 46 32 16 16 22 46
B6-Z8 31 78 31 47 0 47 28 16 12 15 47

travelers from B to Z. This situation is sketched in Table 9. The 2-ano-
nymity detection in Table 10 was improved by retaining all N bits.
Our results demonstrate that the algorithm is more effective in counting
travelers from A to Z by accurately matching multipseudonym when all
bits are kept.

In Table 11, we display the results for different values of nb,k = 2,
and combine each epoch of Z with the next epoch for counting the
number of trips between two lines, A to Z and B to Z. Based on the
following two figures; we showed that setting the proper detection k-
anonymity parameters can be difficult, leading to inaccurate results. So,
by having an acceptable epoch length and many bits to keep, we can
obtain a closer count to the GT in counting the number of passengers
who move from one location to another even if we mix with another
departure station, like B (Table 10).

It can be seen in Table 11 that by increasing the number of bits, the
results come close to the ground truth, implying a higher degree of ac-
curacy. By keeping all bits and having only the correction phase, the
algorithm could count travelers with high accuracy for both lines A to Z
and B to Z, which we show in Table 12.

6. Conclusion

Sustainable city planning relies heavily on counting passengers in
public transportation systems. Tracking passenger flows can be done in
many ways, yet all these approaches have drawbacks. A prevailing
concern is the preservation of privacy. The present study was designed
to determine the effect of preserving privacy when counting subway
travelers. Our objective was to assess the extent and conditions under
which detection k-anonymity can accurately count subway passengers
while ensuring that individuals cannot be traced from the final dataset.
In the current study, comparing the results of our algorithm with the
ground truth showed that passengers between two locations can be
counted accurately if the detection k-anonymity algorithm is appropri-
ately configured. However, results quickly get worse when combining
trips from several departure stations yet having the same destination.
This is mainly caused by the inability to match multipseudonyms
correctly, as a single multipseudonym at the destination may have been
constructed from trips from both origins.

This finding answered the questions of other studies in this area that
public transportation companies can record and count passengers and
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protect the privacy of individuals. We showed that it is possible to use
anonymization techniques that prevent tracing back to an individual. It
should be noted, however, that in some situations applying privacy
preservation may lead to a severe decrease in counting accuracy. In
future work, we plan to explore more recent alternative techniques that
may lead to protecting privacy at higher accuracies.
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