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Trustworthy VANET: Hierarchical DAG-Based
Blockchain Solution with Proof of Reputation

Consensus Algorithm
Zhongxu Dong, Huanyu Wu, Zongyao Li, De Mi, Olaoluwa Popoola and Lei Zhang

Abstract—The new paradigm edge computing demonstrates
significant advantages in quality of service including low latency
and bandwidth efficiency when deployed in autonomous vehicle
applications. However, deploying edge computing in the context
of a widely used vehicular ad hoc network (VANET) leads to
potential security issues. Blockchain is a promising technology to
solve security and trust issues with the identically distributed
structure as edge computing and VANET, but its efficiency
and scalability limitations constrain the usage in VANET. This
paper proposes a hierarchical Directed Acyclic Graph (DAG)-
based blockchain architecture to overcome these integration
challenges. The hierarchical architecture divides the whole system
into multiple local chains according to geographical regions to
improve scalability while also maintaining a global chain to fa-
cilitate security. The DAG-based blockchain structure can better
support simultaneous operations to further improve scalability
and efficiency. In addition, in recognition of VANET’s unique
requirements, we design a reputation-based consensus for tip se-
lection algorithm (TSA) to replace the widely used Proof-of-Work
TSA in DAG, which ensures security in VANET without heavy
computational burden. Our experimental simulations reveal that
our proposed scheme not only fortifies security but also elevates
scalability and efficiency.

Index Terms—VANET, Blockchain, Directed Acyclic Graph
(DAG), Hierarchical Architecture, Reputation Consensus Model

I. INTRODUCTION

As an emerging technology in the autonomous vehicle (AV)
domain, cloud computing has been considered to offer real-
time analysis and processing capabilities to enhance vehicle
environmental perception and decision-making. However, due
to the overreliance on the centralized communication struc-
tures facilitated through the Radio Access Network (RAN),
contemporary cloud computing is under the threat of single-
point attacks and the constraints of bandwidth. To address
these challenges, there is an emerging interest in harnessing
the potential of distributed edge computing (EC) for the
AV ecosystem. In EC, edge computing nodes (ECN) offload
a significant portion of the computational tasks within the
core network to the network edge, thereby circumventing
communication delays between the RAN, User Plane Function
(UPF), and Core Network (CN). Meanwhile, through parallel
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computation across multiple nodes, the computational resource
gap between edge computing systems and cloud computing is
narrowed [1].

At present, a growing applications emphasizes the ben-
efits of incorporating distributed Vehicle Ad-hoc Networks
(VANETs) in conjunction with edge computing, as opposed to
conventional centralized cloud systems, especially in scenarios
where low-latency performance is imperative [2]. However,
data sharing in an open and highly dynamic ad-hoc network
faces security and privacy threats. Typically, solutions to
the security issues in VANET rely on a fully trustworthy
Certification Authority (CA) to certify entities participating in
distributed systems [3]. Yet, schemes employing authentication
authorities have inherent flaws, including vulnerabilities to
single-point attacks and challenges posed by the increas-
ing number of AVs to the processing capabilities of CA.
[4]. Therefore, security and trustworthy platform tailored for
VANET scenarios integrated with edge computing are needed.

Blockchain technology, with its intrinsic properties of de-
centralization, immutability, and traceability, is perceived as a
solution that can address the security challenges of distributed
systems while circumventing the drawbacks associated with
CA. A primary obstacle of applying blockchain in VANET
scenarios stems from the global single-chain structure. This
design results in a single-threaded pipeline operation across
all nodes, where every participant must await the completion
of the preceding operation before initiating the next. Con-
sequently, when the network has a vast number of nodes,
they experience long waiting times to issue transactions, and
the confirmation of these transactions necessitates extensive
communication or intense computational power competition.
Therefore, in addressing the challenges posed by the global
single-chain structure, we contemplate the adoption of two
optimization strategies: a hierarchical blockchain architecture
and a Directed Acyclic Graph (DAG)-based blockchain.

In the hierarchical blockchain architecture, nodes within the
VANET are organized into several local clusters based on
geographical information. Nodes within each cluster maintain
a local chain (LCs). The ECNs within these local clusters
collectively form a global cluster, wherein a global chain (GC)
is maintained. The information collected by the basic units
in VANET, AVs, determines the consensus scope based on
its impact radius. For instance, data such as vehicle position
and speed, which influence short-term autonomous driving
strategies, only need to be aware within the LC of the data



collector. On the other hand, data with a global scope, such as
vehicle registration information, is uploaded to GC, allowing
all nodes within the VANET to query it. This approach
distributes participants across different chains based on their
requirements, thereby reducing the complexity of each chain
and enabling the network to accommodate a larger number of
participating nodes.

The adoption of a DAG-based blockchain is motivated by
the inherent ability of graphs to naturally support parallel
operations more than chains, allowing DAG-based blockchains
to achieve higher throughput [5]. Additionally, most popular
DAG projects, such as IOTA, employ a Proof-of-Work (PoW)
consensus algorithm to combat spam transaction and attacks.
However, in VANET, given the requirements for vehicle reg-
istration and the fact that both vehicles and edge computing
devices are registered or certified, malicious nodes could exist
but are manageable, characterizing it as a permission network
[6]. Consequently, the Poof of Reputation (PoR) mechanism is
proposed in lieu of PoW to minimise the energy consumption
during the consensus process.

By integrating the scalability strengths of hierarchical
blockchains with the efficient concurrent transaction advan-
tages of DAG-based blockchains, the challenge of applying
blockchain technology to VANET scenarios can be effectively
addressed. This makes blockchain technology a viable solution
for ensuring communication security in VANET that leverages
edge computing capabilities. The contributions of this paper
can be summarized as follows:

• A hierarchical DAG-based blockchain architecture is pro-
posed. This architecture consists of one GC and multiple
LCs. Improved scalability of the blockchain by decou-
pling global consensus into a hierarchical consensus.

• Building upon the DAG-based blockchain, and consid-
ering the specific application scenarios and requirements
of VANET, a vehicle reputation model is introduced to
enhance the TSA capability against Byzantine attacks,
while the communication security is ensured and the
energy consumption of the system is reduced.

• Modelling the consensus time delay of hierarchical DAG-
based blockchain. Simulation results show that the con-
sensus time delay of the proposed architecture is signifi-
cantly lower than single-chain blockchain. The reputation
model is developed and the ability of the model to shield
false information is verified through simulation.

II. SYSTEM ARCHITECTURE DESIGN

A. Hierarchical Blockchain Architecture

This section proposes a hierarchical blockchain architecture,
introduces the data sharing mechanism within the architec-
ture and presents the security analysis against attacks in
blockchains. The hierarchical system structure is illustrated
in Fig. 1, which comprises two layers, the Local Chain (LC)
and the Global Chain (GC). The whole system consists of
one GC and multiple LC which interact with the GC. Our
structure reduces the communication overhead and improves

scalability by disseminating data and achieving consistency
within different LCs instead of the whole system. We provide
a detailed description in the following sections.

1) Local Chain: The LC layer is defined by the commu-
nication range of edge computing-capable RAN nodes within
a road unit, such as an intersection or a section of a street.
Within each LC, a DAG-based blockchain ledger is generated
and maintained by the RAN nodes and all AVs within the
communication range. The local ledger records data with a
smaller range of influence, such as vehicle status information.
The shared data is encapsulated by the AVs in a transaction
format and transmitted to neighboring ECNs. This provides the
ECNs with the ability to sense road conditions and generate
dispatch instructions. The format of the sharing information f

TXLC =< H(σf ), I, Url, Sf , SigAV , SigECN >

where I is the identification information array of f , σf =
{I, Url,H(f)} is the identification vector of f . Url is the
storage address of data, H(σf ) is the hash value obtained by
hashing the identification vector, Sf is the range of influence
of data, SigAV and SigECN are the signatures of AVs and
ECNs for the transaction, respectively. Only the hash of the
data storage index rather than the metadata itself is recorded
on the chain to reduce the communication of disseminated
sites in the network.

2) Global Chain: The GC is created and managed by the
ECNs of all LC and a public monitor node (MN) established
by the supervisory body. It stores information that has an
impact on multiple or all road units, such as the vehicle
reputation value. Specifically, if the Sf ≥ θ, the ECN will
encapsulate the message as

TXGC =< H(φf ), I, Url, Sf , SigAV , SigM >

where φf = {σf , Eid} is the ID of the ECN that encapsulates
the transaction, SigECN and SigMN are the signatures of
ECNs and MN.

B. Process of Data Sharing

Assuming that the vehicle v senses environmental informa-
tion and we denote its own control data by f and it needs to
share the data to the ECN K, the workflow of the system can
be described by the following four steps.

1) Data collection and uploading. The process begins with
v generating an identification vector σf for the data
f , where the parameter Url designates the address of
K. Following this, v signs σf using its private key and
transmits it to K along with f .

2) Data encapsulation and consensus on the LC chain.
Upon receiving the data from v, K begins by quantifying
the data’s impact range, denoted as Sf , with the assis-
tance of I in σf . Following validation of SigAV , K en-
capsulates the data in the TXLC format and broadcasts
the transaction to the LC. Unlike traditional Proof-of-X
(PoX) blockchains, nodes in a DAG-based blockchain do
not compete for packing rights. Instead, sites accumulate
their own weight based on the number of verifications
they receive. Once the accumulated weight surpasses



Fig. 1. Hierarchical wireless network framework

a certain threshold, the transaction is automatically
confirmed, otherwise it becomes an orphan transaction.
This lightweight consensus mechanism helps to avoid
unnecessary computational power wastage that arises
from the competition for packing rights. In addition to
the data from v, in this step, K will also process the
data obtained from the scheduling instructions based on
the processing of the data uploaded by AV and the data
downloaded from the GC chain. These two types of data
have the same processing flow as the data shared by AV.

3) Determining the range of influence. The ECN will check
the data impact range of the TXLC that is globally
acknowledged in the LC. If Sf ≤ θ, the data will only
achieve consensus within LC. Otherwise, the RSU that
collects this data will issue a transaction within the GC
scope, ensuring the data is recorded across the entire
network. When other LCs require this data, the RSU
can query the data in GC and issue a new transaction
in LC. In this way, data can achieve migration between
shards.

4) Data encapsulation and consensus on GC chains. Sim-
ilar to the process in the LC, the ECNs encapsulate the
data that requires network-wide dissemination into the
TXGC format and broadcast it to the cluster. Notably,
all TXGC must undergo verification by a common MN
and have the MN’s digital signature appended. Now, the
data f has been successfully collected from the end-of-
pipe and stored network-wide.

III. DAG-BASED BLOCKCHAIN WITH IMPROVED
CONSENSUS MECHANISM

In some of the most popular DAG-based blockchain in-
stances such as IOTA, it uses PoW for each incoming trans-
action to verify two previous tips. PoW is resistant to Sybil
attacks and 51% attacks but consumes a significant amount
of computational resources. VANET could be regarded as a
permission network, where malicious behaviours and attacks

including Sybil attacks exist but are controllable due to the
required registration of each vehicle and the limited amount of
edge devices and vehicles. Therefore, we propose a reputation-
based optimization on TSA, which makes sites issued by
malicious nodes extremely difficult to confirm to achieve
network reliability, security and trustworthiness without the
expensive mining procedure.

A. Vehicular Reputation Model

The vehicular reputation model serves as a record of a
vehicle’s historical behavior within VANET. Specifically, the
reliability of sites published by a vehicle will be quantitatively
assessed by subsequent vehicles chosen to verify the transac-
tion, and this assessment value is employed as the weight for
the DAG edges. Considering the feasibility and efficiency of
practical operations, this paper selects four parameters: the
influence range of a transaction, effective transaction volume,
participation degree, and authenticity of messages to establish
a reliability score model(Formula (3)).

R = ln(αS + βV + γC + 1)×RE (1)
where α, β, γ all are non-negative regulators. S represents the
influence range of a transaction. The damage of a Byzantine
node’s attack on the system is directly related to the influence
range of the chain it attempts to affect. Therefore, introducing
S allows for differentiated penalties for attacks of varying
severity. V represents the effective transaction volume of a
node, reflecting its historical reputation. C is the participation
degree of the node, indicating the frequency with which the
node participates in network sites. The introduction of C can
increase the cost of malicious behavior and encourage regular
nodes to participate in sites more actively. RE represents the
reality of the message which is determined by the node’s
validation results for the transaction. When a malicious node
launches an attack, its reliability score decreases. The relia-
bility scores are stored as the edge weight of DAG. Fig. 2
represents the edge-weighted DAG that records the message



reliability scores.

Fig. 2. edge-weighted DAG based on message reliability

Where Lin represents the number of incoming edges to a
node, and Lout represents the number of outgoing edges from
a node. A higher Lin value indicates that the transaction
has been verified more times, indicating a higher acceptance
level in the network. In the IOTA protocol, Lout is typically
set to 2, meaning that a node needs to contribute a certain
amount of computational power to validate two previous sites
in the network before publishing a new one. Sin represents
the weighted sum of the incoming edges, which represents
the total reliability score obtained by the transaction. In the
figure, purple sites (Wv ≥ m) are confirmed sites, green sites
(Wv ∈ (1,m)) are sites that have been selected and validated
by subsequent sites in the network, and gray sites (Wv = 1)
are newly added sites that have not been validated yet. Lin = 3
indicates that there are three subsequent sites selecting trans-
action a for validation, and Formula (3) provides the reliability
scores Ra,b, Ra,c, andRa,d for transaction a. Lout = 2 means
that the transaction follows the publishing rules defined by
IOTA. The reliability score of transaction a is Ra. This model
vividly illustrates the message on-chain process, DAG network
rules, and the vehicle reputation values evolving with message
reliability. The ECN dynamically updates the reputation values
of nodes by continuously monitoring DAG parameters. The
calculation method for reputation values is as follows

RU =

K∑
k=1

DkSk

Lk
in

(2)

where K denotes the number of all sites posted to the DAG-
based blockchain by the vehicle in the current cycle. Dk

denotes the amount of data in the messages recorded by the
brow exchange. Equation (4) shows that the reputation value
gradually increases with the publication of true and reliable
messages and compliance with blockchain network rules, or
decreases due to the provision of false messages and rule
violations. When a node commits a malicious act, the node that
subsequently verifies its posted sites will give a low reliability
score, resulting in a decrease in reputation value.

B. Improved DAG Structure

In traditional chain-based blockchain structure, the oper-
ations could only be executed in a single-thread pipeline.

The DAG-based blockchain, is originally proposed to solve
scaling and concurrency issues. The graph structure is nat-
urally more capable of concurrent operations, hence making
it more suitable to be deployed in VANET scenarios where
simultaneous operations are needed. DAG-based blockchain
could be formally described as follows [7]:

DAG-based distributed ledger G = (E,V)†‡, such that
V = {u|u ∈ τ ∪ B ∪ ϵ},
E = {(u, v)|u ← v ∧ (u ̸= v) ∧ {u, v} ∈ V},
† : ∀u ← v ⇏ v← u,
‡ : Assume that ui ∈ u1,u2, · · · ,un ⊂ V,
∀i, j, · · · , k ∈ [1, n − 1], i ≤ j ≤ · · · ≤ k, then uk →

ui, ∄ui → uk.
where “≤” is the partial ordering relation, “→” represents

confirmation or verification from the tail to the head. The two
properties are that 1) only one direction exists in the graph
(unidirectional†), and 2) no loop exists (acyclic‡). These two
properties guarantee that the nodes in the graph are appended-
only and orderable, similar to the single-chain structure. As
an underlying data structure, DAG could be integrated with
different consensus. For instance, in IOTA [8], each node needs
to validate two new sites in the DAG before issuing them. A
successor site can only choose to validate a predecessor site.

At any time t, the graph G can be described by the
adjacency matrix M(t).

M(t) =


m1,1 m1,2 · · · m1,v

m2,1 m2,2 · · · m2,v

...
...

. . .
...

mv,1 mv,2 · · · mv,v


The matrix M(t) describes the DAG-based blockchain with v
sites at time t. The adjacency matrix element mi,j represents
the connection relationship between the edges at sites i and
j, i.e. the direct verification relationship [9]. When mi,j =
1, it means that transaction j directly chooses to validate
transaction i and there is a directly connected directed edge
between them. When mi,j = 0, it means that there is no direct
selection of the verification relationship between the sites. The
mathematical representation of M reflects the fairness of the
graph structure. The binary assignment of elements ensures
equality between sites but also poses challenges in handling
the site released by Byzantine nodes.

Therefore, in the vehicle reputation management mechanism
proposed in this paper, the DAG-based blockchain structure
is improved to a weighted directed acyclic graph G <
V,E,Wv.We >, where V and E still represent sites and one-
way verification relationships between sites. Wv represents the
cumulative weight of sites and We represents the weight of
edges, which is influenced by the vehicle reputation value. The
weight assignment matrix D(t) of the graph G is

D(t) =


R1,1 R1,2 · · · R1,v

R2,1 R2,2 · · · R2,v

...
...

. . .
...

Rv,1 Rv,2 · · · Rv,v


where the matrix elements Ri,j represent the edge weights



between site i and j. To calculate the number of times a
transaction x has been directly and indirectly selected for
validation in the blockchain at moment t, M(t) is multiplied,
i.e. Ma(t). Where a is a minimum of 1 denotes the direct
validation relationship between sites and a maximum is the
number of rounds a transaction has undergone. The adjacency
matrix allows for the calculation of the cumulative weights of
x at moment t.

Wv(x, t) = 1 +#{e ∈ eTi

r∑
k=1

Mr : e ̸= 0} (3)

The assignment matrix allows the calculation of the edge
weights of x at moment t.

We(x, t) = e ∈ eTi

r∑
k=1

Dr(1, ..., 1)T (4)

where r represents the round of network unit time during the
transaction.

C. Proof of Reputation Consensus Algorithm

In this section, by combining the reputation model with
the weighted DAG structure introduced before, a proof of
reputation based biased random walk (PoR-BRW) algorithm
is proposed. This ensures that the DAG-based blockchain not
only safeguards system security but also conserves compu-
tational resources as much as possible. The BRW [10] is a
technique that exhibits a preference for selecting and validating
tips. This algorithm introduces the bias factor that enhances
its adaptability to different scenarios. In the BRW algorithm,
a certain number of random walk particles are placed at depth
h in the DAG. These particles randomly traverse the directed
edges in the direction of tips. The first two tips reached by
the particles are selected for transaction validation. During this
process, the probability of each step taken by a particle in the
random walk is given by:

Pxy =
eσ∆wxy∑

z:z→x e
α∆wxz

(5)

where σ is non-negative regulators, ∆w is the cumulative
weighting difference between tips. To improve the system’s
resistance to malicious node attacks, this paper introduces
the reputation value into BRW thereby distinguishing the
probability of a transaction being selected for verification. The
improved particle wandering step probability is

Pxy =
RUy · eσ∆wxy∑

z:z→x Cz · eα∆wxz
(6)

When the parameter σ approaches zero, the particles exhibit
a state of complete randomness in their roaming behavior.
Consequently, the system achieves the highest level of fairness
albeit at the expense of reduced security. On the other hand,
when σ assumes a larger value, the particles tend to favor post-
ing sites with high node reputation values, thereby enhancing
the system’s security. However, it is crucial to exercise caution
when selecting a sufficiently large non-negative adjustment
factor, as an excessively high value may lead to a substantial
increase in the average aggregation factor of the graph. Hence,
careful calibration of this parameter is necessary.

IV. EXPERIMENTS AND RESULTS

In this section, the performance of the proposed hierarchical
network structure and the consensus mechanism of the im-
proved DAG-based blockchain are numerically simulated and
analyzed.

A. Hierarchical Wireless Network Simulation

Fig. 3 illustrates the impact of the network sizes on the
consensus time delay of the different blockchain architectures.
In this simulation, the GC comprises 10 ECNs, and the
number of participating nodes in the 10 LC chains expands
from 5/LC to 20/LC. A single-chain blockchain employing
the Practical Byzantine Fault Tolerance (PBFT) algorithm
[11] is used as a reference for the consensus process. The
simulation is based on the following assumptions. Wireless
communication links between nodes follow a 5G millimetre-
wave path loss model with the parameter given by PL(d) =

79.2 + 26 log10

(
d
d0

)
+ Xσ ∼ N(0, 9.6) [12]. The distance

between vehicles and RSUs is uniformly distributed within
the range of (20, 100) meters. The time overhead for hash
computation is parameterized as Ch = 0.01215 and the
overhead for signature verification is Cv = 0.00309. These
parameter settings are referenced from the study [13].
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Fig. 3. Consensus time delay comparison

As depicted in Fig. 3, the hierarchical DAG-based
blockchain architecture proposed in this paper results in lower
consensus time delays. This is attributed to the hierarchical
design, which decouples the original large-scale consensus
process into multiple small-scale local consensuses for each
LC and relies on GC for secondary consensus. Meanwhile,
when the total number of nodes is n, the communication
complexity of the PBFT algorithm is O(n2), while that of the
IOTA algorithm approaches O(1). Therefore, as the network
scale expands, the communication overhead of the DAG-based
blockchain will grow significantly slower than that of the
blockchain based on the PBFT algorithm. Simulation verifies
the advantages of the DAG-based blockchain in terms of
consensus time delay.



B. Proof of Reputation Consensus Algorithm Simulation

Fig. 4 presents the simulation of the node reputation mech-
anism in a DAG-based blockchain, where the line represents
real-time reputation values of the vehicles, and the bar chart
signifies the cumulative weight of sites published by the nodes.
Initially, for the first 25 rounds, nodes are assumed to behave
honestly, but then Node B is introduced as a malicious actor by
providing false messages in a 50-round transaction simulation.
As seen in the figure, the malicious behavior of Node B
leads to a marked instability and rapid decline in the vehicle’s
reputation. Consequently, its sites are less likely to be chosen
by nodes publishing subsequent sites. This shows that the
reputation mechanism established in this article is sensitive
to Byzantine attacks.
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Further, to verify the ability of PoR to resist Byzantine
attacks, a DAG-based blockchain maintained by 10 nodes is
simulated. Nine of these nodes are set as trusted nodes while
node 5 is subjected to a Byzantine attack starting from round
25. The attack causes the sites posted by node 5 to be tampered
with and verified as false messages by other nodes. Fig. 5
shows the source of the new sites added to the blockchain in
each round. It can be seen that the false message posted by
node 5 after the attack will not be validated in the blockchain.
The simulation verifies the security of the blockchain based
on DAG using the PoR consensus algorithm.

V. CONCLUSION AND FUTURE WORK

This paper introduces a hierarchical DAG-based blockchain
architecture to be utilised in edge computing-based VANET
to solve the security and trust issue. We use DAG-based
blockchain to enhance security while adjust simultaneous
operations in VANET instead of single-thread chain-based
blockchain. To meet the specific power consumption require-
ment and consider the typical permissioned network model in
VANET, we developed a node reputation TSA mechanism to
replace the generally utilized PoW consensus. Meanwhile, to
improve blockchain efficiency for large-scale information ex-
change in VANET and reduce system overhead, a hierarchical
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architecture is designed to disperse the major transactions into
LCs. Simulation results demonstrates that the reputation mech-
anism achieves network security for DAG-based blockchain in
VANET.
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