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ABSTRACT Unmanned aerial vehicles (UAVs) have recently established their capacity to provide cost-
effective and credible solutions for various real-world scenarios. UAVs provide an immense variety of
services due to their autonomy, mobility, adaptability, and communications interoperability. Despite the
expansive use of UAVs to support ground communications, data exchanges in those networks are susceptible
to security threats because most communication is through radio or Wi-Fi signals, which are easy to hack.
While several techniques exist to protect against cyberattacks. Recently emerging technology blockchain
could be one of promising ways to enhance data security and user privacy in peer-to-peer UAV networks.
Borrowing the superiorities of blockchain, multiple entities can communicate securely, decentralized, and
equitably. This article comprehensively overviews privacy and security integration in blockchain-assisted
UAV communication. For this goal, we present a set of fundamental analyses and critical requirements
that can help build privacy and security models for blockchain and help manage and support decentralized
data storage systems. The UAV communication system’s security requirements and objectives, including
availability, authentication, authorization, confidentiality, integrity, privacy, and non-repudiation, are thor-
oughly examined to provide a deeper insight. We wrap up with a discussion of open research challenges, the
constraints of current UAV standards, and potential future research directions.

INDEX TERMS Blockchain, drone communication, federated learning, privacy, security, UAV networks.

I. INTRODUCTION
The use of unmanned aerial vehicles (UAVs) has gained a
great attention due to their high mobility, affordability, and
ease of use. UAVs are considered valuable service enablers
for innovative city applications, healthcare domains, real-time
surveillance and monitoring, disaster management, and
wireless communication. Approximately 102.4 billion dollars
will be spent annually on UAVs by 2030, a compound annual
growth rate of 19.6%, surpassing 19.78 billion dollars in
2020 [1].

Solely devoted UAVs could be deployed as aerial base
stations (ABSs), access points (APs), or relays to assist ter-

restrial wireless communications from the sky, resulting in an
innovative approach known as UAV-assisted communications.
This approach has several upgrading processes, including
potential on-demand deployment, high network reconfigura-
tion flexibility, and a high probability of line of sight (LoS)
communication links. UAVs have the potential to meet these
requirements concerning user mobility, random channel fluc-
tuations, and blocking effects. UAVs can broaden the coverage
area, decrease the blind spots of terrestrial BS, and increase
the probability of a direct LoS. The environmental challenges
UAVs face cannot be solved using conventional optimization
techniques.
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A. BACKGROUND
In recent years, UAVs have been utilized for various applica-
tions such as surveillance, mapping, remote sensing, search
and rescue, disaster control, and entertainment, among oth-
ers [2]. These technical UAVs often work collectively as
UAV swarm intelligence. Designing them requires joint op-
timization problems of UAVs and blockchain, including flight
trajectory, time scheduling, altitude optimization, aerial and
relay base stations, energy harvesting, power transfer, optimal
power consumption, and resource allocation [3]. Specialized
drones and swarm units are also used as temporary base sta-
tions in disaster areas and emergencies.

It is anticipated that UAVs will become increasingly preva-
lent and capture a significant market share by 2025 [4].
However, there are still significant barriers to their widespread
use in various applications, such as optimal UAV deployment
in 3D space, trajectory optimization, wireless and computa-
tional resource allocation, and flight duration when deploying
UAVs as base stations (BS) in UAV communications. Addi-
tionally, wireless network deployment and expansion require
considerable time and capital investments. Moreover, the
broadcast nature of UAV-assisted wireless networks makes
them highly susceptible to privacy and security breaches,
including distributed denial-of-service (DDOS), replay, im-
personation, message injection, spoofing, malware infection,
eavesdropping links, and line-of-interference attacks. Con-
sequently, UAV-assisted communication presents significant
privacy and security challenges that must be addressed [5].

Cryptographic keys and hash-based blockchain techniques
can provide security against global positioning system (GPS)
spoofing, wormhole attacks, jamming, DOS, and eavesdrop-
ping in UAV swarm applications [6]. Multiple consensus
algorithms are restricted in their capacity to provide high
throughput in a distributed network. In addition to the short-
comings of the current architecture, blockchain’s security
algorithms impose a high computational delay on the UAV
swarm network, rendering it unsuitable for applications re-
quiring high availability and low latency. UAV communica-
tion faces several challenges and limitations, including:

1) Security and Privacy: UAV communication systems are
vulnerable to cyber threats, including unauthorized ac-
cess, data tampering, and spoofing attacks. Ensuring
secure and private communication between UAVs and
ground stations is crucial to maintaining the integrity
and confidentiality of data.

2) Trust and Accountability: UAV communication involves
multiple stakeholders, including UAV operators, service
providers, and regulatory authorities. Establishing trust
and accountability among these entities is essential for
reliable and transparent operations. Centralized trust
models may introduce single points of failure and raise
concerns about data manipulation.

3) Interoperability and Standardization: UAV communica-
tion systems often involve heterogeneous devices and
protocols, leading to interoperability challenges. Lack
of standardization hinders seamless communication and

coordination among UAVs from different manufacturers
or service providers.

4) Spectrum Management: UAVs require access to radio
frequency spectrum for communication and control pur-
poses. Efficient spectrum allocation and management
are crucial to prevent interference, ensure reliable com-
munication, and maximize spectrum utilization.

Blockchain technology offers potential solutions to address
these challenges in UAV communication:

1) Enhanced Security: Blockchain inherent immutability
and cryptographic properties provide a robust security
framework for UAV communication. The decentralized
nature of blockchain ensures that transactions and data
are tamper-proof, enhancing the integrity and security
of UAV communications.

2) Trust and Decentralization: By utilizing a distributed
ledger, blockchain eliminates the need for a centralized
authority in UAV communication. This fosters trust and
transparency among stakeholders, as transactions and
interactions are recorded and verifiable by all partici-
pants.

3) Smart Contracts and Automation: Smart contracts on
the blockchain enable automated and self-executing
agreements between UAVs and other entities. This can
streamline operations, ensure compliance with regula-
tions, and facilitate secure and transparent transactions.

4) Data Integrity and Transparency: Blockchain can pro-
vide a secure and transparent platform for recording
and sharing UAV data. This ensures data integrity and
traceability, enabling auditable and accountable UAV
operations.

5) Interoperability and Standardization: Blockchain-based
protocols can facilitate interoperability and standardiza-
tion by providing a common framework for commu-
nication and data exchange among UAVs and ground
systems. This promotes seamless integration and collab-
oration across different platforms.

Blockchain technologies are a promising security solution
for UAVs with limited capacity. However, further research is
required as these technologies are still in their preliminary
stages of development. Improvements in consensus algo-
rithms and software-based cryptographic key impairments
could lead to more effective security solutions for UAVs in
the future.

B. MOTIVATIONS
The wireless channel in UAV networks is prone to security
vulnerabilities that can impact reliability. Moreover, the cur-
rent centralized communication and control system for drones
is constantly threatened by external attacks. Therefore, in
recent times, researchers have paid more attention to mak-
ing the UAV-assisted network more secure by using different
techniques such as differential privacy and homomorphic
encryption [7]. Federated Learning (FL) evolved to ensure pri-
vacy by training machine learning (ML) models without data
sharing. A global model is trained collaboratively in FL [8]
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TABLE 1. Comparisons of Existing Survey Papers. 1: 5G-Concentrated, 2: Blockchain-Concentrated, 3: UAV-Concentrated 4: Performance Comparisons
With Other Technologies

by sharing the model parameters only. Combining FL with
a blockchain-assisted UAV network can revolutionize future
intelligent applications, especially in healthcare and wireless
networks. Consequently, this survey comprehensively ana-
lyzes the impact of combining FL, blockchain, and UAV with
beyond 5G (B5G) communication networks for privacy and
time-sensitive applications.

Some attacks aim to steal information through security
holes [9] in communication links; others use obfuscating sen-
sors, such as GPS spoofing. The standard attacks on UAV
networks are flight control manipulation and GPS attacks.
Though UAVs have many potential applications, they also
raise social concerns and challenges related to public safety,
privacy, and cyber security. For instance, cyber-attacks like
hacking UAV networks are a potential threat that can be
misused by malicious entities, resulting in cybercrime [10].
These vulnerabilities lead to information theft, property de-
struction, and loss of life. In addition, a UAV network must
have safe and reliable correspondence for privacy-sensitive
and time-sensitive applications. Therefore, considering the
broader perspective of combining UAV and blockchain tech-
nology for data-driven applications is paramount.

C. RELATED EXISTING SURVEYS
Recently, some surveys in the literature deal with UAV-
assisted communication enabled by blockchain. The compar-
isons of the existing surveys are presented in Table 1. In
the literature, a detailed survey [11] provides comprehen-
sive information on the six-generation (6G) network-based
blockchain-envisioned UAV communication. In addition, the
architecture, specifications, and use cases of 6G technology
are discussed. This study also covers the security and com-
munication facets. Finally, it identifies the potential privacy
challenges that blockchain can solve. Similarly, another

similar survey [12] introduces PHY-layer security to UAV
communication networks to address the difficult problem of
information leakage caused by potential eavesdropping. A
UAV network of this kind aims to achieve information ex-
change confidentiality. The article [13] first emphasises UAV
energy constraints, high altitude, and 3-D mobility, and then
the authors present a literature review on 5G communica-
tion. The next work [14] specifics on UAV networks and
BC technology, including their security problems, limitations,
and solutions. Moving on to general blockchain surveys, a
very thorough survey [15] covers the integration of 5G and
6G with blockchain in UAV communications. Maintaining
the present trend, this article [16] provides a comprehen-
sive overview of recent developments in blockchain-based
FL. According to studies, blockchain is widely used to solve
the challenges of drone networks. The UAV layer connects
drones for specific tasks, such as blockchain mining. On
the other hand, the resource layer is about setting up the
blockchain and allocating resources. A service provider at the
network’s edge sets up the management layer to manage re-
sources and make decisions, like sending work to drones to do
computation.

While research on blockchain-assisted UAV communica-
tion systems is an emerging field, there are still several gaps
and limitations that need to be addressed. Some of the key
gaps and limitations in existing research include:
� Scalability: Blockchain scalability remains a significant

challenge, especially in the context of real-time UAV
communication systems. As the number of UAVs and
transactions increases, the scalability of blockchain net-
works becomes crucial to ensure timely and efficient
communication. More research is needed to develop
scalable blockchain solutions specifically tailored for
UAV communication systems.
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� Performance and Latency: Blockchain transactions typi-
cally require multiple confirmations, leading to latency
issues in UAV communication. Reducing transaction
confirmation times and minimizing latency is crucial,
especially in time-critical applications. Exploring novel
consensus algorithms and optimization techniques to
improve the performance of blockchain-assisted UAV
communication systems is an area that requires further
investigation.

� Energy Efficiency: UAVs are often resource constrained
in terms of battery life and computing power. Inte-
grating blockchain technology into UAV communica-
tion systems can introduce additional energy overhead
due to computational requirements and network com-
munication. Developing energy efficient protocols and
mechanisms to minimize the energy consumption of
blockchain operations in UAV communication is an im-
portant research area.

� Real-World Deployments and Testing: While there
are theoretical studies and simulations exploring
blockchain-assisted UAV communication, real-world de-
ployments and comprehensive testing in operational
environments are limited. More empirical studies and
field trials are necessary to validate the feasibility, per-
formance, and effectiveness of blockchain solutions in
practical UAV communication scenarios.

� Regulatory and Legal Considerations: Blockchain tech-
nology introduces regulatory and legal challenges in
UAV communication systems, such as data privacy,
compliance, and liability issues. Understanding and ad-
dressing these regulatory and legal considerations are
essential for the widespread adoption of blockchain-
assisted UAV communication systems.

� Cost and Infrastructure Requirements: Implementing
blockchain technology in UAV communication systems
may require significant infrastructure and resource in-
vestments. The cost implications and feasibility of de-
ploying blockchain solutions in UAV communication
need to be carefully evaluated, especially for small-scale
UAV operations and resource-constrained environments.
Addressing these gaps and limitations will be crucial for
advancing the field of blockchain-assisted UAV com-
munication systems and realizing their full potential in
enabling secure, trusted, and efficient UAV operations in
various applications.

Whereas our study presents a comprehensive review covers
several aspects, including some potential factors.
� Technical Aspects: This includes details of the

blockchain architecture, the consensus mechanisms
used, cryptographic techniques employed, and smart
contract design.

� Security Aspects: This covers the security benefits of
using blockchain technology in UAV communication
systems, such as improved data encryption, authentica-
tion, access control, and record-keeping. It also discusses
potential security risks and challenges.

� Applications and Use Cases: The potential applications
and use cases, such as surveillance, monitoring, search
and rescue, and precision agriculture.

� Performance Evaluation: This aspect covers the per-
formance evaluation of blockchain-assisted UAV com-
munication systems, including their scalability, latency,
energy consumption, and fault tolerance.

� Regulatory and Legal Aspects: This aspect covers data
privacy, intellectual property, liability, and safety regula-
tions.

� Economic Aspects: This aspect covers the implementing
and maintaining the system, the potential cost savings
and revenue opportunities, and the impact on the UAV
industry.

D. CONTRIBUTIONS AND ORGANIZATION
Few recent research focuses on improving the privacy and
security of UAV communication networks using blockchain
technology. However, there needs to be more research on
combining technologies such as blockchain, UAVs, FL, and
B5G communication. This gap motivates us to investigate the
potential benefits of these technologies when combined. The
key contributions of this article are highlighted as follows:

1) This article provides a comprehensive exploration of
the integration of multiple technologies such as UAVs,
blockchain, next-generation wireless communication,
and FL for future intelligent applications.

2) We also cover the necessary enabling technologies for
a reliable UAV network, such as B5G communica-
tion for massive connectivity, ultra-reliable low latency
(uRLLC), and higher data rates. In addition, blockchain
is used for security and privacy, while FL is used for
distributed learning and collaborative intelligence.

3) We throughly discuss privacy and security of data
in UAV communication as blockchain technology has
the potential to enhance the privacy and security of
drone communication by providing a decentralized and
tamper-proof system for data storage and transmission.

4) Furthermore, this study covers various aspects and pro-
vides a holistic view of the technology, its benefits, and
potential challenges of more secure and privacy-aware
systems capable of integrating distributed learning.

The rest of the article is organized as follows; Section II
presents an overview of preliminary topics such as blockchain
technologies, data security and privacy concerns in commu-
nication systems, and UAV communication systems. Section
III explores the role of blockchain in UAV networks, while
Section IV analyzes data privacy and security concerns in
blockchain-enabled UAV security solutions. Section V dis-
cusses the challenges and open research directions. Finally,
Section VI provides concluding remarks.

II. BLOCKCHAIN-ENABLED UAV NETWORKS:
PRELIMINARIES AND OVERVIEW
This section presents a summary of the blockchain-
enabled UAV network and preliminary information. It briefly
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discusses the evolution of UAV technology, related appli-
cations, a conceptual communication framework, and the
challenges that come with it. Furthermore, a primer on the
fundamentals of blockchain technology explains.

A. UAV COMMUNICATION SYSTEMS
The UAVs or drones are operated remotely by ground con-
trol systems (GCS), also known as ground cockpits, either
by human pilots or autonomous systems such as autopilot,
which require no human intervention. Initially, UAVs were
designed for military and surveillance applications, however,
rapid research and development significantly reduced the cost
of UAV manufacturing. As a result, UAV technology is being
adopted in many commercial and non-military applications
like intelligent city surveillance, delivery services, agriculture,
search and rescue, weather monitoring, filmmaking [18], pho-
tography and innovative healthcare [19]. The communication
system is vital to UAV applications because it connects the
flying node, the GCS, the stationary nodes, and the infras-
tructure. Therefore, the entire system has the communication
capacity of drone-to-ground communication (D2G), drone-to-
drone communication (D2D), drone-to-satellite communica-
tion (D2S) and drone-to-cellular communication (D2C).
� D2G: In D2G communication, the ground station con-

troller monitors the UAV’s flight path. Then, on-duty
technicians or field staff start the flight control, upload
the path to the flight control, and set up parameters for
automatic takeoff and landing, such as closing speed, lift
angle, climb height, and end altitude. D2G communica-
tion ensures the smooth operation of the task assigned to
UAVs. Moreover, the job of the GCS is to collect data
captured by the UAVs and send the control command
based on adherence. Therefore, a secure connection be-
tween the UAV and the GCS is required.

� D2D: In most existing applications, multi-UAV systems
and ad hoc networks are used, where two or more UAVs
participate in completing the task. The fundamental
design challenge for the multi-UAV system [20] is com-
munication and coordination among multiple devices.
UAVs serve as mobile ad hoc networks (MANETs) for
communication while in flight. As a result, in a MANET
environment, each UAV is considered a mobile node.
An open system interconnection (OSI) framework is
commonly used, including the OSI model’s data link,
network, transport, and application stages, which include
the physical layer security [21], data link, network trans-
port, and application stages. The communication of each
UAV with the ground station limits the system’s capabil-
ities when there are multiple UAVs.

� D2S: UAV satellite communication is predominantly
used beyond LoS communications. Due to the earth’s
rotation, standard LoS datalinks are rendered unusable
over long distances. Moreover, drones may fly beyond
the range of terrestrial networks, including 5G and other
cellular services. A satellite can instead relay and am-
plify radio or microwave frequency signals between a

vehicle and its BS. In regions without wireless communi-
cation infrastructure, the military-based application uses
D2S. GPS devices ensure real-time location tracking for
drones and facilitate drone communication via satellite
links. However, this setup can also be useful in excep-
tional emergencies like earthquakes and floods.

� D2C: Communication between aircraft, or air-to-air
(A2A) communications, occurs during missions involv-
ing multiple UAVs. In these cases, UAVs work together
and coordinate using low-power wireless technologies
(like bluetooth and zigbee) to send and receive data di-
rectly or via a series of intermediate nodes. Here, a single
UAV operates within a network of UAVs, where they
all share information and complete the flight mission.
But the throughput and transmission bandwidth of D2D
communications is extremely low.

B. DATA SECURITY AND PRIVACY SPECIFICATIONS IN UAV
NETWORK
Internet-connected UAVs are prone to cyber-attacks, posing
profound uncertainty to the security and privacy of their users.
Such attacks fall into five broad categories: confidentiality,
integrity, availability, authenticity, and privacy attack. Fig. 2
presents the percentage of attacks compiled in recent sur-
veys [22]. The following section describes the specifications
of each intrusion. The risk of passive and active attacks is
heightened by the lack of security measures for UAVs oper-
ating in the national airspace. In this article, we categorize
the potential vulnerabilities of UAVs into four groups: sensor
level attacks, hardware level attacks, software level attacks,
and communication level attacks. In Fig. 3, we provide a
detailed breakdown of the threats and vulnerabilities that
UAVs face based on their functional level. We then review
the various attacks and their corresponding countermeasures
currently available in the literature.

1) Communication-level Attacks: UAV flight control and
data transmission require effective communication pro-
tocols. Typically, UAVs communicate with the GCS
wirelessly. This section examines the vulnerabilities,
threats and attacks that can compromise the confi-
dentiality, integrity, authenticity, and accessibility of
UAV communication. Communication-level vulnera-
bilities and threats can be categorized based on the
following communication layers.

a) Physical & MAC Layer Vulnerabilities and At-
tacks: The security of UAV communication net-
works is compromised due to vulnerabilities at
different layers of the communication protocol.
In this regard, physical MAC layer vulnerabilities
and attacks have been identified in the complex
D2G wireless communication network. A recent
study [23] reports three zero-day attacks on com-
mercial Wi-Fi-based UAVs, including the Parrot
Bebop UAV.

b) Network Layer Vulnerabilities and Attacks: Ad-
ditionally, the ad hoc mode of UAV networks
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FIGURE 1. Illustrative overview of structure survey and reading map.

FIGURE 2. Percentage of different attacks on UAV network [22].

known as the flying ad hoc network (FANET)
poses serious threats due to its dynamic topology.
A previous study [24] highlights the security risks
of a UAV public safety network. UAV routing
protocols are particularly vulnerable due to the
limited resources and lack of wireless encryption
in these networks, as discusses in [25].

� Eavesdropping Attacks: Sniffing or snoop-
ing attacks are like eavesdropping on com-
munication’s confidentiality, integrity, au-
thenticity, and availability to access infor-
mation, which is information theft. The
UAV sends or receives data to the user; at-
tacks are undetectable. Typically, this is due
to the nature of the operation, i.e., standard
network transmission.

� DoS Attacks: In the DoS, the communica-
tion protocol layers and services during this
threat result in a degradation in system per-
formance. This attack will originate from a
sole source and deal in several ways. Some
commonly used techniques to deal with DoS
attacks include network firewalls and intru-
sion detection systems.

� Man-in-the-Middle Attacks: Man-in-the-
middle (MITM) attacks involve interfering
with user-to-UAV communication. It is also
the most effective scenario for an active
eavesdropper attack, in which the person
conducting the availability communicates
directly with the person being eavesdropped
upon. Then it starts sending messages back
and forth between the two. As a result,
the user and the UAV believe they are
communicating with one another, but the
attacker has complete control over the
interaction.

� Replay Attacks: Eavesdropping is a potential
attack in UAV networks, where the adver-
sary intercepts multiple requests and replays
legitimate data to the UAVs. This can result
in the UAVs receiving repeated data, and
without the implementation of replay pro-
tection, they may be unable to distinguish
between genuine and malicious requests.

� Forgery Attacks: By sending a spoof request
to unauthenticated UAVs, an adversary can
compromise their ability to communicate
securely. An adversary disrupts D2G com-
munication by creating a malicious request
that looks legitimate.

� FANETs Routing Attacks: MANETs rout-
ing protocols are vulnerable to passive and
active attacks, such as injecting malicious
nodes, controlling network traffic, or in-
terrupting routing features. Most of these
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FIGURE 3. Exploitable security gaps and solutions.

attacks can also target routing protocols on
FANETs. We categorize these attacks based
on their routing functionality into three cat-
egories. The first category is path discovery
attacks, which aim to control traffic and in-
clude blackhole [26], sleep deprivation [27],
sybil attacks [28], and wormhole [29] at-
tacks. The second category is route main-
tenance attacks, which attempt to corrupt
routing control packets and include flooding
and byzantine [30] attacks. The third cate-
gory is data forwarding attacks that affect
payload traffic, such as real-time video traf-
fic [31].

� Jamming Attacks: The UAV network is built
with epidemic routing, one of the best delay-
tolerant routing protocols. As a result, it
is impossible to predict when or where an
attack will occur, how long it will last,
who it will target, or what tactics will be
used. When a UAV goes into autopilot flight
mode, communication is lost with the con-
trol station, and the drone is vulnerable
to a GPS spoofing attack. This type of
connection break happens when an attack,
jamming, is sent from an enemy’s ground
station. Even if the drone is still in range
of the control unit, a jamming attack will
cause it to enter autopilot mode. Attackers

use jamming techniques to gain access to the
UAV and then spoof GPS signals to ensure
it lands in a designated area if the UAV loses
contact with the control station, as it would
in the more common and unpredictable cir-
cumstances, it will be unable to activate the
safety return-to-home (RTH) feature.

c) Transport Layer Vulnerabilities and Attacks:
Communication protocols used by UAVs are vul-
nerable to attacks if they lack proper security
measures to ensure privacy, integrity, availabil-
ity, and authenticity. The MAVLink protocol is
one of the widely used communication proto-
cols for UAVs, and recent studies suggest that
it is susceptible to attacks such as internet con-
trol message protocol (ICMP) flooding and packet
injection. Therefore, it is critical to implement
secure transport layer protocols to protect UAV
communication from potential attacks.
The authors of [32] classify MAVLink attacks into
four types based on how data is compromised
includes interception, modification, interruption,
and fabrication attacks. Since the MAVLink pro-
tocol lacks authentication and encryption, attack-
ers can intercept communication traffic and collect
data exchanged between the GCS and UAVs.
On the other hand, uranus link only provides
integrity protection through the checksum field
in the messages, according to the design and
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implementation of uranus link for real-world ap-
plications [33]. However, an attacker capable of
intercepting exchanged packets can exploit this
vulnerability and reveal mission-critical informa-
tion [34].

2) Sensor-level Attacks: GPS data jamming, false sensor
data injection, and sensory-channel attacks are exam-
ples of sensor-based attacks.
� GPS Data Jamming: During a UAV’s mission, the

GPS receiver receives coordinates from satellites and
sends them to the GCS. However, an adversary can
disrupt the GPS signals, causing a GPS data jamming
attack that can disorient the UAV [35]. Such attacks
can lead to loss of control over the UAV and potential
hijacking of the drone.

� False Sensor Data Injection: The injection of false
sensor data into a UAV’s flight controller can have
severe consequences on external sensors such as
electro-optical and infrared sensors (EO/IR), leading
to instability of the UAV [36]. Such attacks can be
initiated by injecting false sensor data into the flight
controller system or by sending false signals to the
sensors. GPS spoofing is a common technique used
for injections or data. As GPS signal broadcasts are
typically unencrypted and unauthenticated, attackers
can alter the GPS receiver of the UAV and gain
control over it [37]. In this study, authors in [38]
demonstrates the effect of GPS spoofing on UAVs,
which causes the drone to respond to false signals
and leads to the malfunction of its navigation system.

� Sensory-channel Attacks: UAVs use a variety of
sensors, and their sensory channels (e.g., infrared,
acoustic, and light) serve as attack vectors.

3) Software-level Attacks: Malicious software and zero-
day vulnerabilities contain software-level vulnerabili-
ties and threats on UAVs.
� Zero-day Vulnerabilities: Zero-day vulnerabilities

and malicious software pose serious threats to the
security and privacy of UAVs. The flight stack or
GCS software of UAVs may contain unknown de-
fects, such as buffer overflow or DoS, which can be
exploited by adversaries until patches are released by
manufacturers. Promptly updating UAV systems for
each patch released is therefore essential for opera-
tors to mitigate such vulnerabilities.

� Malicious Software: Malicious software, such as
UAV malware, can infiltrate the GCS and flight con-
troller, leading to sensitive data loss and loss of
control over the UAV system. Attackers who gain
access to the UAV’s flight stack can shut down the
system, causing DoS and disrupting the flight mis-
sion. Moreover, malware such as Maldrone, SkyJack,
and Snoopy can compromise the security and privacy
of UAVs.
Maldrone infects the flight controller, enabling the
attacker to control the UAV and act as a proxy for the

drone’s flight controller and sensor communications,
allowing the compromised drone to land anywhere.
SkyJack is a hijacking malware that can be installed
on an infected drone, taking over other legitimate
drones [39]. Through a Wi-Fi de-authentication at-
tack, compromising the entire system. On the other
hand, Snoopy can be installed on a drone to steal per-
sonal information from public users. It tricks users
into connecting to a fake Wi-Fi network, allowing it
to follow its users and collect their personal informa-
tion. Therefore, UAV operators must be aware of the
risks posed by malicious software and take necessary
precautions to secure their systems [40].

4) Hardware-level Attacks: Hardware-based attacks on
UAVs include hijacking, supply chain attacks, battery
attacks, and RF module attacks. These attacks target the
physical components of the UAV, such as its hardware
and electronics, to compromise its security and disrupt
its operation.
In addition to hardware-based attacks, UAVs are also
vulnerable to attacks that involve hardware reverse en-
gineering. By analyzing the internal structure and char-
acteristics of the UAV’s hard chip, an attacker can gain
valuable information about the system and potentially
exploit its vulnerabilities. It is essential to implement
robust security measures to protect against hardware-
based attacks and hardware reverse engineering to
ensure the safety and security of UAV operations [41].

C. FUNDAMENTALS OF BLOCKCHAIN TECHNOLOGY
Blockchain is a decentralized, distributed ledger that facili-
tates secure and transparent tracking of transaction records
within a network. Transactions can involve physical assets
such as cars and houses or intangible assets such as intellec-
tual property, patents, and copyrights. The core components of
blockchain technology include distributed ledgers, immutable
records, and smart contracts. Additionally, blockchain’s in-
novation ensures data security and confidentiality, enabling
trust without the involvement of third parties. Furthermore,
the blockchain system is resistant to monopolies, allowing any
node to withstand a monopoly threat and participate in the
decision-making process, thus promoting the democratization
of blockchain. The key components of blockchain technology
are straightforward, despite its distributed nature. Six distinct
zones make up the fundamentals of blockchain technology:
The transmission control protocol/internet protocol (TCP/IP)
network [42], peer-to-peer protocols [43], cryptography al-
gorithms [44], execution, and transactions [45] and smart
contract. Additionally, the simplest architecture of blockchain
technology consists of digital signatures and hash functions,
as well as Dapps and smart contracts. Cryptographic hashing
and digital signature systems are employed by blockchain
technology for data security. Although blockchains do not
always use cryptographic hashing or digital signatures, the
distributed ledger system of the technology enhances security
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FIGURE 4. Simplified operation of blockchain technology.

through blockchain hashing, digital signatures, and digital
ledgers.
� Hash Functions: Each result in the cryptographic hash-

ing process is associated with a unique digital finger-
print. The length of a string can serve as an input for the
cryptographic hash function, while the result is always of
a fixed length. Moreover, the hash possesses properties
that render it collision-free, concealed, and capable of
easily solving puzzles.
The National Security Agency (NSA) developed secure
hash algorithms (SHA), namely SHA-256 and SHA-512,
as well as message digests such as MD2, MD3, and
MD6. As a result, they are unable to obtain the input
that was initially introduced or perform the inverse func-
tion [46].

� A Digitized Ledger: A digitized ledger system was intro-
duced by Satoshi Nakamoto in 2008 [47]. This system
facilitates the replication of transactions between com-
puters, linked together to prevent record tampering. An
immutable record-keeping system eliminates the need
for third parties. Chaining together the hashes of previ-
ous blocks create a chain of blocks.
A single block stores nonces, previous block hashes,
merkle roots of timestamps, block numbers, and hashes.
Private blockchains fall into two categories: public [48]
and consortium blockchains. Fig. 4 illustrates a simpli-
fied model of how a blockchain system operates. Inte-
grating drones and blockchain technologies is a practical
possibility, with both technologies being investigated
and refined simultaneously across many industrial ap-
plications. Blockchain technology for drones has the
potential to increase operational effectiveness and cir-
cumvent many of the current potential barriers to drone
attacks, as outlined in this article.

� Digital Signatures: Similar to hash functions, digital sig-
natures are an underlying cryptographic building block.
As with a digital signature, the key difference is that, un-
like a traditional signature, this one cannot be copied and
pasted from one manuscript to another. It must instead be
signed only once and interpreted by any third party.

� Decentralization: The decentralized nature of block-
chain is a distinct advantage that is leveraged in all
blockchain-related applications. In [49], the authors
propose a blockchain-based key management scheme for

FIGURE 5. Asymmetric key cryptography secure blockchain transactions.

heterogeneous FANET, in which all drones collectively
maintain the public key information through blockchain
in a decentralized and distributed way, without any par-
ticipation from a third party, thus avoiding a single point
of failure. If each drone stores the details of the other’s
flight paths in the blockchain, the effects of jamming
attacks can be reduced, as collisions can be avoided.

� Asymmetric-Key Cryptography: The Elliptic Curve Dig-
ital Signature Algorithm (ECDSA) [50] garners and af-
firms digital signatures to use public-private vital tuples.
Specific domain parameters specified for a particular
period are subject to validation. The measures of the
advertised blockchain transactions are shown in Fig. 5.

� Consensus Mechanisms: The next block acknowledge-
ment is one of the most important parts of blockchain
technology. This problem can be tackled by incorporat-
ing a consensus model. Different blockchain consensus
mechanism and their working is present in Fig. 6. A
blockchain network’s basic structure must acknowledge
that a blockchain network should start with a public gen-
esis block, making it the only pre-configured block. This
is required for participation, and the primary objective
of the consensus mechanism is to produce an accept-
able outcome. For instance, preventing double spending,
aligning economic incentives, and objecting to fair, eq-
uitable, and fault tolerance [51].
Consensus algorithms are used in blockchain networks
to reach an agreement among various distributed nodes.
Blockchain is vital since its distributed ledger keeps
track of all module activities and makes the relevant
information accessible to anyone using AI for in-depth
analysis. Second, there is the potential for adversarial ex-
ploitation of smart contract codes that use AI to identify
potential contract limitations. Such risks can be reduced
by utilizing AI to increase the adaptability and intelli-
gence of the smart contract. Third, more smart contracts
and consumption optimization can reduce transaction
authentication times by half, making them more sustain-
able and accessible to more participants. Other benefits
include superior energy efficiency, increased reliability,
and quicker decision-making.

III. ROLE OF BLOCKCHAIN IN UAV NETWORKS
The use of blockchain technology in UAV networks can have
significant meaning the data security and privacy by providing
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FIGURE 6. Different blockchain consensus mechanisms.

immutability, decentralization, encryption, smart contracts,
and audibility. To assure data integrity, immutability, and
transparency, distributed ledge simultaneously, the technol-
ogy works together seamlessly to store decentralized data.
However, a central server is sometimes required to keep a
blockchain framework running smoothly. The decentraliza-
tion of private and federated blockchains is only partial. In
comparison to other centralized platforms, the blockchain pro-
vides greater security. It also needs cryptography to protect
sensitive data in the ledger system. Cryptography is a complex
process for encrypting data as a barrier against malicious
cyber-attacks [52]. Safety is one of the most appealing uses
of blockchain for UAVs. Unfortunately, highly centralized
blockchains are inconvenient, even though UAVs can gather
data from numerous sources. Which uses recognize fraud-
ulent recommendations. Technology can identify fraudulent
offers, and automated systems reject the request for an effec-
tive method of thwarting cyber-attack audibility centralized
Domain Name System (DNS). Furthermore, there needs to be
a key-entry point because of various centralization. Addition-
ally, blockchain works best for organizations to stop DDoS
attacks concealed in fake hardware. No viruses can enter the
network thanks to hardware provenance on blockchain-based
devices. A comprehensive review of blockchain-assisted UAV
communication systems can cover several aspects listed be-
low.
� Confidentiality: It entails preventing unauthorized users

from accessing data. Like other network systems, UAV
networks are vulnerable to confidentiality attacks such
as data theft, sniffing, eavesdropping, and replay at-
tacks. Several scenarios have been put forth in which a
low-cost, tamper-proof blockchain-based system would
protect the privacy of UAV networks [53]. Federal
Aviation Administration (FAA) regulations use an ID

management system [54] on drones to authenticate and
authorize users. Furthermore, they take advantage of
delta drone international limited (DLT) ability to keep
the information about the drones’ flight paths secret. The
authors explained that blockchain employs asymmetric
encryption and homomorphic obfuscation to raise the
secrecy of the network. On the other hand, [55] utilize
blockchain to preserve the confidentiality of the cached
content by revealing only the essential vehicle substance
for specific vehicles. A distributed crowd-monitoring
system supported by drone swarms, this task aims to en-
sure that the supervision data is kept up-to-date, secure,
and confidential [56].

� Integrity: The study in [57] proves the data’s integrity
while lowering the overall volume of direct requests
made to multi-access edge computing (MEC) servers.
A blockchain, in contrast, enhanced their performance
and the accuracy of the data shared between drones in
an internet of drones (IoD) environment. Their tech-
nology chooses the miner to swarm UAVs to protect
plants smartly. They use the DLT to keep data safe; in
addition, ensuring the availability of services for UAVs
in the airspace is a significant concern. A blockchain is
decentralized; an excellent blockchain network should
resist malicious entity attacks.

� Non-repudiation: Non-repudiation is another critical cri-
terion for UAV network cybersecurity. This phrase refers
to the incapacity to deny or avoid responsibility for
one’s conduct using critical public infrastructure, such
as when a UAV signs messages before sending them
over the internet. As a condition for UAV networks, non-
repudiation meets the requirement. Therefore, it suggests
that a UAV may refuse to provide photographs of ille-
gal content. In conclusion, A UAV system protects the
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required IoD infrastructure, and the study of [54] argues
for four blockchain-based concepts to improve drone
security. These facets digital fingerprint, data structure,
consensus process and access control, underpin consen-
sus methods and aid in preventing security breaches by
empowering network nodes to determine an invoice.

� Availability: All the blockchain-based solutions pro-
posed for unmanned aircraft system traffic management
(UTM) [58] architectures are fundamentally similar
regarding a single point of failure. However, they are de-
centralized, requiring little or no centralization authority.
For example, the authors [59] present a zone-based, de-
centralized system for registering and validating drones.
They designate a reliable ground-based source in their
architecture. The authentic is a drone control agent
within a predetermined boundary. They maintain avail-
ability by allowing neighbours to participate in the
authentication scheme. Drone controllers will stand in
for failed ones at the UTM. In this context, the au-
thors in [60] deny blockchain architecture’s existence.
According to them, their architecture eliminates latency
between nodes by securing communication. In decen-
tralized systems, it presents an advantage for sensitive
applications. Additionally, smart contracts with trans-
parency and immutability support the model. Thus, the
task is accomplished using a decentralized method re-
sistant to attacks on Ethereum and the interplanetary file
system (IPFS).

� Authenticity: Finally, UAV networks must ensure the
legitimacy of users and messages. Authentication is the
capacity to detect real user identity authentication issues
in UAV network attacks, such as cloaking. The UAV net-
work also includes cryptographic data for authentication
and privacy, as discusses in [61]. However, placement
improves total spectral network efficiency a straight-
forward blockchain paradigm that is secure allows for
anonymity and work accreditation [62]. They reject an
adversary’s request for a surveillance UAV, an attack
model that permits altering a blockchain before verifying
it. Users reject both the handoff problem and the mal-
leability attack. Applying a unique blockchain architec-
ture adds a delay every time a UAV moves between GCS.

A. BUILDING A SECURE UAV COMMUNICATION SYSTEM
A secure blockchain-assisted UAV communication system
and it’s technical considerations and best practices involve
several technical aspects few of them listed below.
� Blockchain Architecture Design: The first step in build-

ing a blockchain-assisted UAV communication system
is to design the blockchain architecture. This involves
selecting the appropriate blockchain platform, such as
Ethereum or Hyperledger, and determining the consen-
sus mechanism, block size and transaction rate that best
suits the system’s requirements.

� Smart Contract Development: Smart contracts are self-
executing programs that run on a blockchain network.

They are used to automate certain functions in a
blockchain-assisted UAV communication system, such
as data authentication and access control. Developing
smart contracts involves coding the contract logic in a
programming language such as Solidity and testing the
contracts using a development environment like Remix.

� Network Infrastructure Setup: Setting up the network
infrastructure for a blockchain-assisted UAV communi-
cation system involves configuring the nodes that make
up the blockchain network, including full and light
nodes. It also involves setting up communication chan-
nels between the UAVs and the blockchain network, such
as Wi-Fi, Bluetooth, or cellular networks.

� Cryptography Implementation: Cryptography plays a
critical role in securing the data transmitted between the
UAVs and the blockchain network. Implementing cryp-
tography involves selecting appropriate cryptographic
algorithms and protocols, such as Advanced Encryption
Standard (AES) and Rivest-Shamir-Adleman (RSA),
which configure them in the system’s software. Au-
thors in [63] present a BETA-UAV blockchain-based
efficient authentication for secure UAV communication
that promises how BETA-UAV resists attacks. The ob-
jective is to enable mutual authentication and freshness
identification so that the UAV networks can establish
secure communication channels. Proof-of-freshness or
authentication protocols allow UAVs to integrate with
these systems with minimal hassle and maximum secu-
rity.

� User Interface Design: The user interface is the front end
of the blockchain-assisted UAV communication system
that allows users to interact with the system. User inter-
face design involves designing the screens, menus, and
buttons that users will interact with, as well as designing
the user experience to be intuitive and easy to use.

� System Testing and Evaluation: Once the system has
been built, it needs to be thoroughly tested and evalu-
ated to ensure that it works as intended. This involves
conducting functional testing, performance testing, and
security testing to identify any bugs, performance issues,
or security vulnerabilities that need to be addressed.

Table 2 compares consensus algorithms and how block-
chain interacts with other languages. Cyberattacks are less
likely to occur on the UAV network after integrating
blockchain. This also results in a fork resolved by creat-
ing the longest chain. Table 3 describes cybersecurity-related
problems in UAV networks. To prevent further forking,
the longest chain can be built; for example, [64] utilize
blockchain technology to protect data with cryptography.
Data is therefore verified and encrypted to stop unauthorized
modification.

B. SOLUTION TAXONOMY: CHALLENGES AND
CONSTRAINTS IN UAV NETWORKS
Due to the unique characteristics of the UAV network, such
as fluid topology, node mobility, and finicky links, it faces
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TABLE 2. Comparison Among Consensus Algorithms

unique communication challenges compared to other wireless
networks. Therefore, we categorize them in three directions:
� Security Constrain: Some drones lack encryption on

their onboard chips due to price or energy consump-
tion considerations, leaving them vulnerable to attackers.
This poses a threat to privacy, as attackers can easily
access communication contents. Additionally, according
to [9], drones without encryption can be easily hijacked,
which is dangerous as it can lead to loss of control and
heavy damage. Encryption, authentication is also crucial
for UAV network communications. Without authentica-
tion, security threats such as tampering, replay attacks,
spoofing, and impersonation can occur. For example,
in the logistics industry, an attacker can impersonate
a valid drone in the network and tamper with address
information, resulting in cargo being sent to the wrong
destination and causing property damage to the company
and customers. Availability is also a significant concern,
with DoS attacks being a common method that damages
availability. During a DoS attack, the whole network
could fail if the attacker goes after the GCS, which would
be even worse.

� Power Constraint: The energy sources for drones in
UAV networks are more expensive than those of vehicles
in VANETs or mobile phones in MANETs. Moreover,
drones’ battery lives may need to be increased even for
routine tasks, much less bolstering the safety of human-
to-human communications. Consequently, schemes de-
signed for UAV networks must be compact and have low
power consumption.

� Scalability Constrain: Drones in a UAV network con-
stitute a dynamic 3D topology in which the number
of nodes, their positions, and their speeds constantly

change. Consequently, links may form and disappear
sporadically, and the network may frequently parti-
tion, resulting in unstable communications. Airborne
jamming attacks exacerbate the situation. These commu-
nication stability issues may lead to drone collisions and
task failure in self-organized UAV networks, which rely
on cooperation to maintain performance.

C. A SYSTEMATIC REVIEW OF SECURITY ISSUES IN
BLOCKCHAIN-ASSISTED SYSTEMS
A review of security issues in UAV-assisted systems is present
in [20], where the authors employ blockchain technology
to mitigate security threats. In a similar survey, the authors
investigate blockchain applications in UAV communication,
such as network security and decentralization [65]. Further-
more, the authors in [47] propose a comprehensive survey
of blockchain-based communication systems for UAV net-
works. They introduce an IPFS for data storage to ensure
user privacy and decrease transaction storage costs. The study
in [66] also presents a systematic review of blockchain appli-
cations in UAV-assisted networks. The study summarizes how
blockchain is used to ensure the security of UAV networks and
divides UAV applications into several innovative categories.
Blockchain technology offers a promising solution to data
privacy concerns in UAV applications. As a distributed ledger,
the blockchain securely records and tracks data without any
centralized authority [67].

Blockchain technology ensures more reliability than other
centralized systems. In particular, decentralization encrypts
data to encode the information in the ledgers. Cryptography
is a complex process for encrypting data as a barrier against
malicious cyber-attacks [68]. In addition, this technology
can identify fraudulent recommendations via an automated
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TABLE 3. Cybersecurity-Related Requirement in UAV Networks

system and deny unauthorized requests. However, with the
rising use of UAVs in various intelligent applications, collab-
orative intelligence, continuous learning, low latency, privacy,
and massive connectivity are important. FANET dramati-
cally improves the interoperability of UAVs and innovative
solutions by providing a framework for AI to enhance its
capabilities. As stated previously, traditional encryption tech-
niques based on cryptography and trust are widely used in
UAVs; however, this has changed with the advent of enabling
technologies like AI, ML, FL etc.

1) Blockchain Assisted UAV Solution: Multiple applica-
tions recruit UAVs with wireless connectivity, including
health care services, armed services, precision agricul-
ture, urban planning, maritime communication, wild-
life conservation, and rescue operations. As mentioned
above, commercial and social gains result from effec-
tive UAVs in various intelligent applications. However,
although 5G and beyond blockchain with the UAV net-
work have many benefits, some problems still need to
be solved.

� Data Manipulation: 6G communication technology
operates in a frequency range of 95 GHz–3 THz, has
a data rate of 1 Tbps (uplink and downlink), and a
bandwidth of 1 THz, which is high. Faster than the
current 5G, it generates massive data, requiring ML,
deep learning, and Big Data analytic techniques to
convert it into usable data [15].

� Data Protection in UAV: Data security is essential
when D2D and D2G communication occurs. ML
and physical layer security techniques can protect
the UAV system from hackers. It is possible for cy-
berattacks like DoS, masquerades, and spoofing to
happen. However, there is a prospect that the data
will modify a lot due to quantum attacks, which
might result in errors. Therefore, the blockchain-
based system offered can address these data security
issues. Nevertheless, its efficient real-time deploy-
ment is still in its infancy [65].

� Standardization: According to organizations, the
IEEE and international telecommunications union
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(ITU) have yet to finalize standards and regulations
for blockchain technology. As a result, good rules,
regulations, and advice for the real-time deployment
of blockchain on the UAV network mean that stan-
dards and guidelines for using UAVs over the 6G
communication channel must be simple and easy to
follow. As a result, it is only elementary to implement
blockchain in real-world 6G networks with standard-
ization of the blockchain technology.

� Vulnerability Assessment in Secure Systems: Pro-
gramming languages such as Solidity, Kotlin, and
Java are designed for implementing smart contracts
(SCs). For trusted members of the public, it builds
trust agreements take place without any central
authority. Therefore, it may be vulnerable to eaves-
dropping and MITM phishing attacks [69]. As a
result, appropriate testing solutions require before
deployment and verification of the security of SC
vulnerabilities.

� Energy-efficiency: UAVs are battery-powered flying
machines with limited processing power, storage
capacity, and response times. Implementing smart
contract and consensus mechanisms [70] on UAVs
in a blockchain and 6G-based UAV network requires
more processing power, leading to a computational
power bottleneck. Therefore, optimizing the UAV
network and operations is necessary to lessen bot-
tleneck occurrences.

� Handover Delays: UAV communication data’s safety
and privacy are paramount. Centralized cloud and
currently available fog systems offer some secu-
rity, but there is only one point of failure. This
survey also lists other gaps in the current state-of-the-
art solutions researchers have proposed worldwide.
Cyber-attacks, such as spoofing, eavesdropping, con-
necting, jamming, fabrication, and access control
attacks, might compromise centralized solutions.
Blockchain, a distributed ledger technology, may
be a viable solution to the above problems. How-
ever, for applications where confidence assurance
is necessary, it is essential to use it effectively.
The hash of the previous block links the blocks. A
block header contains hashes, headers, prior blocks,
Merkle root nonces, and timestamps in a block’s data
structure.

Here are some practical examples of blockchain-assisted
UAV communication that showcase the real-world applica-
tions of this research:
� Drone Delivery Networks: Blockchain can be used to

create decentralized and secure drone delivery net-
works. Smart contracts on the blockchain can facilitate
automated delivery operations, including order verifi-
cation, payment processing, and tracking. This enables
transparent and efficient delivery services while en-
suring trust and accountability among the involved
parties.

� UAV Traffic Management: Blockchain can play a vital
role in managing and coordinating UAV traffic in ur-
ban airspace. By recording flight plans, permissions, and
real-time flight data on the blockchain, multiple UAVs
can securely and autonomously communicate and coor-
dinate their movements. This improves airspace safety,
minimizes collisions, and allows for more efficient use
of limited airspace resources.

� Emergency Disaster Response and Management: During
natural disasters or emergency situations, UAVs are often
deployed for search and rescue missions, damage as-
sessment, and communication support. Blockchain can
enhance these operations by providing a decentralized
communication network for UAVs, ensuring secure and
reliable data transmission, and enabling coordination
among multiple response teams in a transparent manner.

� Environmental Monitoring: UAVs equipped with sensors
can collect valuable environmental data, such as air qual-
ity, temperature, or water pollution levels. By leveraging
blockchain, this data can be securely stored and shared
among stakeholders, including researchers, government
agencies, and environmental organizations. Blockchain
ensures data integrity, authenticity, and traceability, en-
abling more effective environmental monitoring and
decision-making processes.

� Precision Agriculture: UAVs are increasingly used in
precision agriculture for crop monitoring, pest detec-
tion, and irrigation management. Blockchain can enable
secure and transparent data sharing among farmers,
agronomists, and other stakeholders. Smart contracts can
automate agreements for sharing agricultural data, ensur-
ing fair compensation and fostering collaboration within
the ecosystem.

� UAV Swarm Coordination: Blockchain technology can
facilitate the coordination and synchronization of UAV
swarms. By recording swarm parameters, mission objec-
tives, and individual UAV behavior on the blockchain,
swarm members can autonomously interact, exchange
information, and collaboratively perform complex tasks.
This enables efficient and robust swarm operations for
applications such as surveillance, mapping, or infras-
tructure inspection. These practical examples highlight
the diverse applications of blockchain-assisted UAV
communication across various industries and domains.
They demonstrate how blockchain technology can ad-
dress critical challenges, enhance operational efficiency,
and enable new possibilities in UAV-based services and
applications.

Blockchain-assisted UAV challenges and their deployment
scenarios are highlighted in Fig. 7. The safety and privacy of
UAV communication data are of paramount importance. Cur-
rently available centralized cloud and fog systems offer some
level of security, but there is only one point of failure [72].
This survey also lists other gaps in the current state-of-the-
art solutions researchers propose worldwide. Cyber-attacks,
such as spoofing, eavesdropping, meaconing, connecting,
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FIGURE 7. BC-assisted UAV scenario.

jamming, fabrication, and access control assaults, might
compromise centralized solutions. Blockchain, a distributed
ledger technology, may be a viable solution to the above prob-
lems. However, for applications where confidence assurance
is necessary, it is essential to use it effectively. The hash of the
previous block links the blocks. A block header is a piece of
information such as hashes, headers, prior blocks, Merkle root
nonce’s, and timestamps in a block’s data structure.

2) Blockchain-Assited FL via UAV Network: The use of
UAVs and blockchain technology is in its infancy due
to blockchain’s immutable nature; UAV-assisted [71]
communication enables shelter from cyber threats. Fig.
8 represents the blockchain layer, data sensing, applica-
tion layer, or UAV application and control environment
for blockchain-assisted UAV networks. The benefits
of blockchain in UAV-assisted FL communication net-
works include scalability, privacy, security, immutabil-
ity, transparency, and efficiency [73]. Combining FL
and blockchain in UAV-assisted applications provides
additional benefits [74]. In light of this, multiple kinds
of research have recently been proposed to exploit the

potential of UAVs and blockchain in distributed model
training. For instance, the authors in [75] proposes a
federated blockchain (FedBlock), which records and
updates the local model parameter via a specific dis-
tributed ledger. This approach replaces the centralized
FL server used for aggregation and operates a chain
for consensus. The study in [76] introduces blockchain
for the spectrum sharing of drones in the wireless
network. The proposed architecture uses consortium
blockchain technology to develop a secure spectrum-
sharing mechanism in a UAV-assisted cellar network.
The proposed architecture uses consortium blockchain
technology to provide a safe spectrum-sharing means
in a UAV-assisted cellar network. The authors in [77]
propose a novel serverless architecture for FL enabled
by blockchain and UAV technologies. The simulation
outcomes affirm the advantages of blockchain by cor-
relating the system’s end-to-end efficiency in terms of
latency and confidentiality.

IV. DATA SECURITY ANALYSIS IN BC-ENABLE UAV
NETWORK
The use of blockchain in UAV communication has the poten-
tial to enhance data privacy and security in various ways.
� Data Encryption: Blockchain technology can encrypt

the data being transmitted between UAVs to prevent
unauthorized access or interception of the data.

� Authentication: Blockchain can help to verify the au-
thenticity of the UAVs communicating with each other.
By using public-key cryptography, each UAV can be
assigned a unique digital identity, which can be verified
by the blockchain network.

� Immutable Record Keeping: Blockchain can maintain an
immutable record of all communication between UAVs,
ensuring that any tampering or modification of the com-
munication is easily detected.

� Access Control: Blockchain can implement access con-
trol mechanisms to prevent unauthorized access to UAV
communication channels.

� Smart Contracts: Smart contracts can be used to auto-
mate certain security processes and ensure that certain
conditions are met before communication is allowed be-
tween UAVs.

� Consensus Mechanisms: Blockchain can use consensus
mechanisms to ensure that all nodes in the network agree
on the state of the communication between UAVs.

Blockchain is transparent, meaning that all participants in
the network have access to the same information, making it
easier to identify and track any attempts to access or modify
the data. In the context of drone communication, blockchain
can provide data security by creating a tamper-proof ledger
of all the data and transactions exchanged between drones
and GCS. This includes flight data, sensor readings, and
other mission-critical information. By using blockchain, the
data is secured and cannot be modified or deleted, ensuring
that the data remains accurate and trustworthy. Additionally,
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FIGURE 8. Blockchain-enabled UAV communication.

blockchain’s decentralized nature makes it more difficult for
hackers or malicious actors to interfere with the communica-
tion between drones and GCS. Moreover, blockchain employs
cryptographic techniques to secure the data. For instance, data
is encrypted and stored in blocks, and each block is linked
to the previous one using a cryptographic hash function,
creating an immutable and tamper-proof chain. Furthermore,
blockchain can provide secure authentication and identity
management for UAVs. Each UAV can have a unique digital
identity, and the blockchain can be used to verify the identity
of each UAV and ensure that only authorized UAVs can access
the network. While numerous initiatives have been taken to
realize a blockchain-based communication network, the dy-
namic network characteristics and real-time data processing
requirements of a V2X communication scenario render the
straightforward adoption of existing blockchain technology
inappropriate. Even though blockchain has much potential to

improve security and network management, the technology
has much latency. This means that new blockchain algorithms
with exceptionally low latency must be made before they can
be used in 6G-V2X. However, the current blockchain technol-
ogy’s limited throughput and scalability are also significant
open issues that require extensive investigation. For example,
the use of public blockchains can expose sensitive data to the
public, and the integration of UAVs into blockchain networks
can also introduce new vulnerabilities, such as rogue devices
and DoS attacks. Therefore, further research is needed to ad-
dress these concerns and develop effective solutions that can
ensure the privacy and security of data in blockchain-enabled
UAV communication.

The blockchain-based UAV on communication can help
with supply chain management [78], disaster response [79],
relief operations [80], product delivery [81], aerial photogra-
phy [82], and surveillance [83]. According to surveys, they
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have developed blockchain technology as one of the secu-
rity solutions for UAV communications and outlined research
challenges on blockchain-enabled UAV network security.
This section discusses the functionalities and constraints of
blockchain-enabled UAV communication and provides a com-
parative data security analysis. In contemporary computing
systems, the decentralization of DNS using blockchain tech-
nology has emerged as a promising alternative to mitigate
software attacks. By distributing content across multiple sites
and enabling users to regulate the space between them,
blockchain-based DNS [84] makes it impractical for malev-
olent actors to launch software attacks. Additionally, this
approach confers legal ownership of the associated assets to
authorized users, thereby preventing unauthorized access or
alterations. Consequently, to ensure data privacy and security
and the risk of unauthorized manipulation of the information
is minimized. A hierarchical intrusion detection and reaction
scheme to enhance the security of UAV networks against
debilitating cyberattacks such as false information diffusion,
GPS spoofing, jamming, and black hole and grey hole at-
tacks [85]. The security of blockchain technology is heavily
dependent on the cost required to breach the system and alter
newly generated data, as this is essential for maintaining the
integrity of the blockchain-enabled UAV between the security
of blockchain products. Therefore, brand identity is crucial,
particularly in situations where a single excavator (or pool)
holds the majority of computational power, leading to a 51%
attack on the current blockchain history. Furthermore, such
an attack may result in undesirable consequences, such as
the manipulation of transactions, double-spending, and other
forms of cyber-attacks. This occurs because the dominant
excavator gains more power in the administration process and
generates more results in work verification than any other
excavator on the blockchain network [86].

V. CHALLENGES AND OPEN RESEARCH DIRECTIONS
The field of UAV communication presents both challenges
and opportunities through the integration of key technical
drivers. This article focuses on the holistic integration of
several critical technical drivers, including confidentiality,
variable latency constraints, bogus parameter updates, ob-
struction detection, communication delay, and encouraging
the edge, safety, and integrity of UAV traffic management
devices to participate in the mining process.

Maintaining the confidentiality of sensitive information
while allowing for effective communication and collaboration
among UAV data security is a primary challenge associated
with this integration. Additionally, variable latency constraints
pose a significant challenge, requiring the development of so-
phisticated algorithms and communication protocols to ensure
UAVs can operate safely and efficiently despite unpredictable
delays. Bogus parameter updates and obstruction detection
also present significant challenges, as they can compromise
the safety and reliability of UAV operations. Communication

delays are another critical challenge, leading to miscommu-
nication and coordination errors between UAVs and traffic
management devices.

Despite these challenges, integrating key technical drivers
presents significant opportunities for improving UAV commu-
nication’s safety, efficiency, and effectiveness. Encouraging
the edge, security, and integrity of UAV traffic management
devices to participate in the mining process can improve the
accuracy and reliability of traffic management data in UAV
delivery services while providing valuable insights into the
behaviour of UAVs in different operational contexts. Effective
solutions will require innovative approaches and collaboration
among various stakeholders, including UAV manufacturers,
UAV delivery service providers, and researchers. The use of
blockchain technology can increase the reliability and effi-
ciency of data transfer and storage by employing protocols
and guidelines to prevent unauthorized access.

Apart from trust issues, the UAV industry is grappling with
several challenges, including the need for effective air traffic
management and the trustworthiness of operations in crowded
areas. Strict safety protocols and regulations must be imple-
mented to address these concerns, including robust encryption
mechanisms and strict access control policies to ensure confi-
dentiality. Ensuring compliance with flight regulations is also
critical to maintaining public trust and safety.

In the realm of UAV communication systems, several at-
tributes are deemed advantageous, including low cost, high
adaptability and agility, and the ability to cover a larger
area than terrestrial systems, resolve traffic issues promptly,
and deploy easily. However, challenges persist, such as dy-
namic channel conditions and difficulties integrating UAVs
into established networks due to limited battery capacity and
load. In exceptional cases, such as in highland areas with
limited communication resources, cellular networks present
the most promising option in terms of range and scalability.
Nevertheless, several issues must still be addressed, including
connection reliability, network availability, energy efficiency,
and security concerns in real-world situations.

A. COMMUNICATION PERSPECTIVE CHALLANGES
UAVs are envisioned as a vital part of future 6G mobile
networks. The demanding prerequisites of these applications
require the guidance of advances like reconfigurable intel-
ligence surfaces (RIS), terahertz (THz) communication, AI,
and small cell systems. Remote and real-time control (RRC),
high-precision positioning and seamless coverage, and multi-
media transmission UAV lightweight authentication schemes
include industrial IoT, UAV, healthcare IoT, satellite IoT, and
self-driving vehicles [94]. UAVs’ major principles are deploy-
ment flexibility, LoS connectivity, and controlled mobility
[95]. In addition, the UAV-to-everything (U2X) networks are
being grown alongside 6G and IoE [96]. Furthermore, for
self-driving UAVs to work efficiently beyond the visual line
of sight, a solid UTM system is required [97]. UTMs need ef-
ficiency, security, and hazard communication to manage their
movement in urban airspace. Consequently, 6G established
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a UTM ecosystem centred on terrestrial and non-terrestrial
capabilities that enable mobile, aerial, and satellite commu-
nication. Embracing UAVs as ABS raises ground station
reach, resulting in better coverage and cell-free communi-
cations. 6G heterogeneous network integration requires a
coherent framework composed of key enabling technologies
such as artificial intelligence (AI), blockchain, visible light
communication (VLC), quantum communications, and THz
communications [98].

The significant concerns are listed below:
1) The Aerial Nature of Drones: Presents a significant chal-

lenge in cellular communication. Most existing cellular
antennas are designed to point downward, complicating
drone communication in several ways. Firstly, drones
have a weaker signal to work with, making it difficult
to maintain a stable connection. Secondly, drones may
need to switch between multiple BS, resulting in fre-
quent handoff discussions.

2) Security Scrutinize: Recently, the use of UAVs has be-
come increasingly popular among criminals and youth
due to their small size and ease of use. This has raised
concerns, as terrorists have also begun using UAVs for
their operations, taking advantage of their affordabil-
ity and accessibility. UAVs can be used to transport
weapons, hazardous chemicals, and even explosives that
can cause damage to buildings and structures.
Furthermore, military analysts are worried about the po-
tential of UAVs being used for espionage, surveillance,
and gathering political and military intelligence. While
research has focused on addressing security concerns
for nations and organizations, the security and structure
of UAVs remain critical areas of study.

3) Safety Concerns: Ensuring drone flight safety is cru-
cial for conducting drone operations in specific cir-
cumstances while maintaining an acceptable level of
protection. Therefore, the drone industry offers a four-
phase model for developing drones.

4) Assessment of Risk of UAVs: This critical approach
determines the acceptable solution in correspondence
with the effort required. In any organization, usability
is essential, as it establishes a framework for securing
and maintaining reliable operations through permission
and insurance. Additionally, the documented procedures
must provide constant safety assurance, as the results
determine the overall threat to unmanned aircraft sys-
tems (UAS) safety.

5) The combination of two technologies presents several
challenges that must be addressed. Implementing 5G re-
quires a thorough examination of various structural and
technical aspects. Clear regulatory frameworks should
be developed and identified to facilitate the implemen-
tation of smart contracts. The scalability of blockchain
technology should also be improved to accommodate
numerous devices, each requiring a unique address. The
presence of rogue devices may lead to network insta-
bility, making it difficult to inter-operate blockchain

platforms and hindering the addition of new informa-
tion.

6) Scalability of Drone-chain Networks: Combining mul-
tiple drones to accomplish various tasks can create a
drone network, which helps reduce the possibility of
counterfeit drones and other security risks [99]. 5G is
a significant leap in wireless communication technol-
ogy, and it can achieve all the objectives using existing
technology. A flying base station serves as both a user
device and a relay, and each 5G use case has its unique
requirements. Utilizing drones for communication dur-
ing disasters is a creative and intelligent idea that can
enable first responders and remote cities in attack zones
to share orders and coordinate forces in war zones effec-
tively. However, novel techniques and standards must
be established before UAVs become more prevalent in
UAV-assisted 5G communications.
Integrating the three emerging technologies of
blockchain, UAVs, and AI (FL, ML) can lead to
revolutionary applications characterized by security,
intelligence, and support for mission-critical scenarios.
However, this integration presents several challenges
that require further research to be useful [100].
Unfortunately, few studies have considered this research
direction, and there is still ample room for contribution
and improvement. Regarding latency, UAV networks
require significant resources and extremely low latency
when communicating with GCS to support real-time
surveillance. In addition, adding blockchain to the
UAV network architecture can induce further delay; for
instance, transactions can take seconds or minutes to
include in a block, and multiple blocks can exacerbate
this delay. Furthermore, using FL algorithms can
aggravate the latency problem due to the need to train
models and transfer model updates between clients
and a third-party server [101]. Thus, more research is
necessary to accurately predict the system’s latency and
address this issue.
Another promising research direction is to consider
power consumption accompanying various processes
such as communication, sensing, training, and mining.
Given that UAVs are resource-limited devices, design-
ing a low-power scheme of lightweight blockchain and
ML models can reduce the computational complexity
of the integrated system, help scale the operations of
UAVs, and generate a cost-effective and reliable net-
work. Furthermore, UAVs will primarily be involved
in many applications that require information exchange
over wireless links. Therefore, designing a scheme that
can classify operations based on their importance and
prioritize transmission resources would also be an ex-
citing research direction.

B. BLOCKCHAIN PERSPECTIVE CHALLENGES
The 5G network is a decentralized system that eliminates
the need for trusted external authority. The decentralization
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method also eliminates bottlenecks, resulting in more effec-
tive service delivery. Furthermore, the blockchain-enabled
verification approach can improve quality of service (QoS),
i.e., low latency and high throughput, but requires robust con-
fidentiality security with the abolition of malicious BSs [102].
Recently, communication networks for UAVs can reimburse
for insufficient wireless network coverage [103]. All whilst
UAVs can deliver products [104] and collect real-time traffic
flow data [105]. According to new findings, UAVs can support
content-centric networking and mobile edge computing [106].
However, ensuring trustworthiness and restricting disobedient
UAVs in decentralized, untrusted UAV networks is tricky. The
convergence of blockchain technology into UAV networks can
ensure UAVs’ confidence. In addition, International Business
Machines Corporation (IBM) resubmitted a patent application
to create a blockchain-based system to safeguard the privacy
and security of UAV data [107]. To be precise, blocks in
blockchains store information about UAVs, such as product
lines, manufacturers, and adjacency to a specified territory.
And inappropriate UAV behaviour can be recognized and
identified regularly.

There are several security challenges associated with
blockchain-assisted UAV communication, including:
� Private Key Management: Private keys are used to

sign transactions and secure the blockchain network.
If a private key is lost or stolen, it can lead to
unauthorized access and transactions. In a UAV net-
work, private key management becomes more challeng-
ing due to the dynamic and distributed nature of the
network.

� Malware and Cyber Attacks: UAVs are vulnerable to
malware and cyber attacks, which can compromise the
security and integrity of the blockchain network. Attack-
ers can use malware to take control of UAVs or exploit
vulnerabilities in the blockchain network to steal data or
disrupt operations.

� Network Congestion: UAVs generate a large volume
of data that needs to be processed and stored on the
blockchain network. This can lead to network congestion
and slow down the transaction processing time. As a
result, the UAV network may become less efficient, and
data may become more vulnerable to attacks.

� Scalability: Blockchain networks are not inherently scal-
able, and the addition of UAVs can exacerbate this
problem. As the number of UAVs in the network in-
creases, the amount of data generated also increases,
which can lead to scalability issues.

� Interoperability: UAV networks that rely on different
blockchain platforms may not be interoperable, making
it difficult to share data between different networks. This
can lead to data silos, which can reduce the efficiency
and effectiveness of the UAV network.

� Regulatory Compliance: Blockchain-assisted UAV net-
works may be subject to regulatory compliance require-
ments, such as data privacy and security regulations.
Compliance with these regulations can be challenging,

especially if the UAV network operates across different
jurisdictions.

Blockchain technology has the potential to revolutionize
wireless communication networks by providing enhanced se-
curity, trust, and decentralized operations. Here are some
notable use cases where blockchain can be applied to improve
wireless communication networks:

1) Secure and Trustworthy Communication: Blockchain
can ensure secure and tamper-proof communication be-
tween devices in wireless networks. By recording com-
munication transactions on the blockchain, it becomes
challenging for malicious actors to alter or manipulate
the data. This enables secure and trustworthy commu-
nication, especially in critical applications such as UAV
communications.

2) Spectrum Management: Blockchain can help optimize
spectrum allocation and management in wireless net-
works. With blockchain, different entities can register
their spectrum usage and negotiate access rights through
smart contracts. This decentralized approach enables
efficient spectrum sharing, reduces interference, and im-
proves overall network performance.

3) Identity and Access Management: Blockchain can pro-
vide a decentralized identity management system for
wireless communication devices. Each device can have
a unique identity stored on the blockchain, enabling
secure and verified access to network resources. This
eliminates the need for centralized authentication au-
thorities and enhances privacy while ensuring autho-
rized access to the network.

4) Resource Sharing and Trading: Blockchain-based smart
contracts can facilitate peer-to-peer resource sharing
and trading in wireless communication networks. For
example, UAVs can autonomously negotiate and share
resources like computing power or network bandwidth
using smart contracts. This decentralized resource man-
agement improves efficiency, reduces costs, and enables
dynamic resource allocation.

5) Billing and Micropayments: Blockchain can streamline
billing and payment processes in wireless networks,
particularly for microtransactions. Smart contracts on
the blockchain can automatically execute payments be-
tween devices or service providers based on predefined
rules. This enables efficient and transparent payment
mechanisms, supporting new business models and in-
centivizing participation in the network.

6) Network Monitoring and Management: Blockchain can
provide a distributed and transparent network mon-
itoring and management system. By recording net-
work statistics, performance metrics, and events on
the blockchain, network administrators and stakehold-
ers can have real-time visibility into the network’s
health and performance. This promotes proactive net-
work management and troubleshooting.

Overall, blockchain-assisted UAV communication offers
several benefits, but it also presents several security challenges
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that need to be addressed to ensure the security and integrity
of the network. Here are some potential research directions for
blockchain-assisted UAV communication:
� Scalability: Developing methods to scale blockchain

technology to handle the large amounts of data generated
by UAV communication systems.

� Security: Exploring new cryptographic techniques and
other security mechanisms to enhance the security of
UAV communication systems.

� Privacy: Investigating ways to ensure the privacy of
data transmitted between UAVs, such as using zero-
knowledge proofs or homomorphic encryption.

� Energy Efficiency: Developing techniques to reduce the
energy consumption of blockchain-based UAV commu-
nication systems, such as using more efficient consensus
mechanisms or optimizing smart contract execution.

� Consensus Mechanisms: Investigating new consensus
mechanisms that can provide better scalability, latency,
and energy efficiency for UAV communication systems.

� Standardization: Developing standards for blockchain-
based UAV communication systems to ensure interoper-
ability and facilitate the adoption of the technology.

� Integration with other technologies: Exploring ways to
integrate blockchain technology with other emerging
technologies, such as AI, IoT, and edge computing, to
create more advanced and efficient UAV communication
systems.

� Real-world Testing: Conducting real-world testing of
blockchain-assisted UAV communication systems to
evaluate their effectiveness and identify potential chal-
lenges and limitations.

VI. CONCLUSION
Blockchain technology seems to have promising features for
a wide range of applications. However, deploying these ad-
vanced technologies faces numerous challenges, including
scalability and portability. Cost, computational and storage re-
sources, and the compatibility of different blockchain ledgers
are all barriers. This article highlights the blockchain-enabled
UAV communication environment. There are several security
concerns about UAV communications and the integration of
blockchain and FL to enhance UAV wireless communications.
One major dilemma is privacy and security challenges, which
are discussed in depth, and blockchain offers a promising
solution. Subsequently, our survey potentials and future trends
are thoroughly discussed. Finally, we provide a thorough ex-
planation of certain challenges and future research directions
that require the attention of blockchain enable UAV commu-
nication technology researchers.
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