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Abstract—Vehicular ad-hoc networks (VANETs) are a vital
technology for intelligent transportation systems. However, to
ensure the security and reliability of VANET applications, it
is imperative to implement an effective authentication scheme
that can resist different adversarial attacks. This research paper
demonstrates the susceptibility of the enhanced Ong, Schnorr,
and Shamir (OSS) digital signature scheme proposed by Shawky
et al. to replay and impersonation attacks. Then, we propose
an efficient authentication scheme that uses the public key
infrastructure for initial authentication while pseudo identities
are used for message verification. In addition, we propose an
improved digital signature scheme that effectively defends against
active attacks in vehicular communication. We demonstrate the
practicality of the proposed method by implementing it using
the Labview platform and discussing its computation cost. Our
findings underscore the superiority of the proposed scheme in re-
ducing the computational time required for signature verification
in comparison to other existing methods.

Index Terms—Active attacks, Digital signatures, Labview, OSS
signatures, Vehicular ad-hoc networks.

I. INTRODUCTION

The adoption of vehicular communication has gained sig-
nificant momentum in recent years, with applications ranging
from road safety to traffic efficiency. One of the principal
challenges encountered in securing vehicular ad-hoc networks
(VANETs) pertains to preventing active attacks such as im-
personation, modification, and replay [1]. In this regard, au-
thentication serves as a crucial security service for addressing
these threats. Authentication can typically be categorized into
identity and message authentication. While the former involves
verifying the legitimacy of the sender’s entity by verifying
its identity, the latter entails validating the integrity of each
received message. This paper focuses on both types of au-
thentication in VANETs, ensuring that only authorized users
can participate and communicate with the network.

In the context of VANET, there are three main entities
that play crucial roles in ensuring the proper functioning and
security of the network. These entities include the trusted
authority (TA), roadside units (RSUs), and vehicles’ onboard
units (OBUs) [2]. The TA serves as a trusted central entity
responsible for managing the security and privacy aspects of
the network, while the RSUs are stationary units deployed
alongside the roads to provide communication and connectiv-
ity services to the vehicles. On the other hand, the OBUs are
the communication devices installed within vehicles, which

enable them to communicate with other vehicles and RSUs
within the network.

In the realm of cryptography-based authentication, there
exist three commonly used methods: public key infrastructure
(PKI)-based, identity (ID)-based, and group signature (GS)-
based authentication [5]. PKI-based methods employ digital
signatures to demonstrate that a particular public key belongs
to a specific user in the network. Nonetheless, the task of
signing and disseminating these certificates among all net-
work terminals falls upon the TA, resulting in a substantial
computational and communication overhead. Additionally, the
distribution of the certificate revocation list (CRL) among
vehicles is associated with high communication costs. In ID-
based methods, a user’s identity information is utilized to
derive the public key, while the key generation center (i.e.,
TA) computes and distributes the private key based on the
provided identity information. This enables the receiver to
verify messages using the sender’s public key while signing
them using their own private key. However, these methods
entail significant computational overheads, thereby presenting
a challenge [3]. In GS-based methods, the group consists
of a manager and members, with each member signing the
message on behalf of the group to generate the signature using
the sender’s secret key, thus offering privacy preservation [4].
Meanwhile, the recipient verifies the received signatures using
the group public key. Nevertheless, supporting forward and
backward secrecy necessitates reconstructing the entire group
for every vehicle joining or leaving the group region, which
poses a challenge, especially in high-speed terminals.

In this challenging scenario, Shawky et al. [6] presented
a challenge-response identity authentication mechanism that
utilizes the elliptic curve cryptosystem (ECC) in combination
with the Ong, Schnorr, and Shamir (OSS) digital signatures, in
an attempt to design an effective and secure digital signature
solution. Unfortunately, this mechanism is susceptible to im-
personation and replay attacks. To overcome these vulnerabil-
ities, this paper proposes an enhanced identity authentication
mechanism that is capable of resisting such attacks. The
following are the main contributions of this paper.

• We prove that the OSS-based digital signature scheme
presented by Shawky et al. [6] cannot resist imperson-
ation and replay attacks.

• Then, we propose an effective authentication scheme
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that employs an improved OSS-based digital signature
algorithm, proving its capability of resisting both active
and passive attacks.

• Finally, we evaluate the efficacy of our proposed scheme
by implementing it using Labview and evaluating its
computational complexities.

This paper is structured as follows. Section II provides
a review of authentication methods in VANETs. In Section
III, we outline the security issues, problem deviations, and
system modeling. Section IV presents our proposed authenti-
cation scheme, while Section V presents the simulation results
and evaluates the computational complexity of the proposed
scheme. Finally, in Section VI, we conclude this work.

II. RELATED WORKS

In the realm of VANETs, the use of cryptography-based au-
thentication schemes has become increasingly common. This
section presents a review of various authentication schemes
proposed by different researchers in recent years. Liu et al.
[7] introduced the first proxy-based authentication scheme,
which uses proxy vehicles to verify signatures in support of
RSUs and broadcast the verification results. However, this
scheme is limited to V2I communication and did not consider
V2V communication. Asaar et al. [8] pointed out that the
scheme in [7] is vulnerable to impersonation and modification
attacks and proposed an improved proxy-based scheme with
better computational performance. In this scheme, a number of
received signatures are distributed between proxy vehicles for
verification. Bayat et al. [9] developed an ID-based scheme
that supports batch verification and stores a dynamically
updated master key into RSUs’ tamper-proof devices (TPDs).
Al-shareeda et al. [10] designed a free pairing conditional
privacy-preserving authentication scheme, while Lo et al. [11]
proposed a solution to address the high computational over-
head of bilinear pairing operations. Wei et al. [12] developed
a lightweight ID-based solution employing the factorization
problem of the RSA cryptosystem for identity verification.
However, this scheme was later found to be vulnerable to
common modulus attacks by Zhang et al. [13].

Reference [14] proposed a technique based on edge comput-
ing where the RSUs verify messages from adjacent vehicles
and broadcast the verification results to surrounding vehicles.
However, this approach had security weaknesses related to
impersonation attacks as demonstrated by Limbasiya et al.
[15]. Lyu et al. [16] employed the timed efficient stream loss-
tolerant authentication (TESLA) method and elliptic curve-
based digital signatures to design a scheme that forecasts the
vehicle’s future position for immediate message authentica-
tion. Zhong et al. [17] implemented a certificateless aggrega-
tion signature scheme to reduce the cost of communication and
maintain privacy, but neglected to consider V2V applications.
Cui et al. [18] developed an elliptic curve cryptosystem
ECC-based content-sharing scheme tailored for 5G-enabled
vehicular networks, enabling vehicles to efficiently filter their
nearby vehicles to select competent and suitable proxy vehicles
for content services. Various conditional privacy-preserving

authentication (CPPA) schemes have been proposed in [19]–
[25], employing ECC-based scalar multiplication and addition
operations. In [20], a pseudo-ID-based scheme is proposed, in
which pseudo-identities are exchanged between terminals to
offer conditional privacy. By adopting these schemes, vehicles
are not required to store any certificates for authentication, and
the TA is relieved of the need to retrieve the real identity of
malicious vehicles from certificates. In contrast to the works
discussed, the proposed authentication scheme integrates the
OSS into the ECC for generating digital signatures, providing a
secure and efficient approach for initial identity authentication.

III. PROBLEM DEFINITION AND SYSTEM MODELLING

This section defines typical security attacks, evaluates the
scheme proposed in [6], and highlights its security vulnerabil-
ities. Finally, a detailed system model is presented.

A. Security Definitions

Digital signature schemes can be vulnerable to various types
of attacks, including modification, replay, and impersonation
attacks. The following provides detailed definitions of these
attacks.

1) Modification attacks: This attack involves malicious
attempts to alter either the signed message or the sig-
nature itself, with the goal of changing the message’s
authenticity or the signer’s identity.

2) Replay attacks: In this attack, the attacker intercepts a
signed message and retransmits it to either the orig-
inal recipient or another recipient with the intention
of deceiving them into performing a specific action or
revealing sensitive information.

3) Impersonation attacks: In this attack, the attacker may
use stolen or compromised digital certificates or private
keys to sign fraudulent messages or transactions.

These attacks highlight the need for robust security measures
to be implemented in digital signature schemes, particularly
those that are intended for use in critical applications.

B. An Overview and problem definition in [6]

Shawky et al. [6] introduced a novel digital signature
scheme that combines the ECC and the OSS digital signature
scheme. This hybrid scheme involves a signer and a verifier,
where the verifier initiates a communication session by send-
ing a communicating message m to the signer. The signer then
generates an invertible 4×4 matrix r, and computes the digital
signature x and y using the equations x = (r + mr−1).2−1

(mod n) and y = (r−mr−1).2−1.u−1 (mod n), respectively.
The signer then responds to the communication request by
sending the digital signatures x and y to the verifier. The
verifier, in turn, verifies the received signature using the
formula x2 + ky2 = m (mod n) based on the principles of
the OSS scheme, to compute m′. If m′ is equal to the original
message m, the digital signature is considered verified.

Problem definition: The digital signature scheme presented
in [6] has been found to be vulnerable to impersonation
attacks. These attacks can take two forms: (1) the attacker can



impersonate the verifier by sending a communication request
m, or (2) the attacker can impersonate the signer. In the first
case, the attacker can successfully impersonate the verifier
since there is no identifiable information to prove that the
signer is communicating with the legitimate verifier. In the
second case, the attacker eavesdrops on previously transmitted
messages M : [m1,m2, . . . ,mn] and their associated digital
signatures DS : [(x1, y1), (x2, yn), . . . , (xn, yn)] generated by
different users U : [U1, U2, . . . , Un] and constructs a table
TEve that contains the list of previously transmitted messages
M and their associated digital signatures DS. The attacker
can then impersonate the ith user Ui ∈ U if he receives the
message mi ∈ M . In this case, the attacker looks for mi in
the table TEve, obtains the signature (xi, yi), and transmits it
to the verifier, thereby successfully impersonating the ith user.
This highlights a significant weakness in the scheme’s ability
to resist impersonation attacks.

C. System Modelling
The following entities constitute the network architecture of

the proposed scheme, see Fig. 1.
• The trusted authority (TA): The trusted authority is a

trusted entity responsible for managing and issuing digital
certificates to vehicles in VANETs.

• The roadside unit (RSU): The RSU is a stationary device
deployed on the side of the road that facilitates commu-
nication between vehicles and the infrastructure.

• Vehicles’ onboard units (OBUs): The OBU is a wireless
communication device installed in vehicles that enables
communication with other OBUs and RSUs.

• The attacker (Eve): The attacker is an unauthorized entity
that attempts to disrupt or exploit the communication and
security of a VANET.

IV. THE PROPOSED SCHEME

This section discusses the proposed authentication scheme
and explains the signature generation and verification process.

A. The proposed authentication scheme
The proposed authentication scheme employs PKI-based

authentication to enable mutual identity verification and es-
tablish a symmetric shared key between authorized parties.
This scheme is composed of four distinct phases: initialization,
registration, initial legitimacy detection, and message signing
and verification. Each phase is described in detail as follows.

1) Initialisation phase: During this phase, the TA generates
the public parameters (PPs) for the system. For a se-
curity level of 80 bits, the proposed scheme employs the
elliptic curve (EC) “secp160k1” with the recommended
parameters specified in [26].

2) Registration phase: During this phase, the TA is respon-
sible for registering the network terminals before joining
the network. This phase involves the following steps.

• Step 1: For vehicle (A) registration, the TA chooses
A’s private key SCA and computes its relevant pub-
lic key PKA. Then, the TA generates the A’s long-
term digital certificate CertA = ⟨PKA, TR, σTA⟩,
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Fig. 1: System modelling.

where TR is the certificate validation period and
σTA is the TA’s signature. Finally, the TA stores
{PPs, SCA, CertA} into the vehicle’s OBU.

• Step 2: Similarly, for each RSU (B) registration,
the TA chooses B’s private key SCB , computes its
relevant public key PKB , and generate its certificate
CertB = ⟨PKB , TR, σTA⟩. At last, the TA stores
{PPs, SCB , CertB} into the RSU.

• Step 3: The TA distributes the CRL of revoked
vehicles, where the CRL comprises the issued
certificates of revoked vehicles.

3) Initial legitimacy detection phase: Let us consider a
scenario in which A wants to establish secure commu-
nication with B within range. This phase involves the
following steps.

• Step 1: In this step, A sends B a communica-
tion request in the form of ⟨CertA, P IDA, T1, σ1⟩,
where T1 is the timestamp of the generated signature
σ1 = SignSCA

(CertA∥PIDA∥T1).
• Step 2: B checks the freshness of the received

timestamp T1, finds out if CertA ∈ CRL, and
verifies σ1. Then, B replies by sending the tu-
ple ⟨CertB , P IDB , T2, σ2⟩ to A, where σ2 =
SignSCB

(CertB∥PIDB∥T2).
• Step 3: A, in turn, checks the freshness of the

received timestamp T2, finds out if CertB ∈ CRL,
and verifies σ2.

• Finally, both terminal agrees on a symmetric shared
key SCA−B computed as SCA−B = SCA.PKB

and SCA−B = SCB .PKA at the sides of Alice
and Bob, respectively, using Diffie-Hellman key
exchanging protocol.

Fig. 2(a) shows the description flowchart of this phase.
4) Message signing and verification phase: In this phase, A

sends a safety-related message m containing information
about the vehicle’s location, heading, and speed. The
following steps describe this phase.

• Step 1: In this step, A sends B the message m



   

• 𝐴 sends 𝐵 a communication request. 

⟨𝐶𝑒𝑟𝑡𝐴, 𝑃𝐼𝐷𝐴, 𝑇1, 𝜎1⟩ 
 

𝑨𝒍𝒊𝒄𝒆 𝑩𝒐𝒃 

• 𝐵 checks the freshness of 𝑇1. 

• 𝐵 tests whether 𝐶𝑒𝑟𝑡𝐴 ∈ 𝐶𝑅𝐿. 

• 𝐵 verifies the signature 𝜎1 and 
computes 𝑆𝐶𝐴−𝐵 = 𝑆𝐶𝐵. 𝑃𝐾𝐴. 

• Finally, 𝐵 replies to 𝐴 request as: 

⟨𝐶𝑒𝑟𝑡𝐵, 𝑃𝐼𝐷𝐵, 𝑇2, 𝜎2⟩ 
• 𝐴 checks the freshness of 𝑇2. 

• 𝐴 tests whether 𝐶𝑒𝑟𝑡𝐵 ∈ 𝐶𝑅𝐿. 

• 𝐴 verifies the signature 𝜎2 and 
computes 𝑆𝐶𝐴−𝐵 = 𝑆𝐶𝐴. 𝑃𝐾𝐵. 

(a) Description diagram of the initial legitimacy detection phase. 

• 𝐴 sends 𝐵 a message in the form of 
⟨𝑚, 𝑃𝐼𝐷𝐴, 𝑇3, 𝜎3⟩ 

• 𝐵 checks the freshness of 𝑇3. 

• 𝐵 verifies the integrity of the packet 
payload by verifying the signature 𝜎3. 
Accepts if successful, rejects if not. 

(b) Description diagram of the message signing and verification phase. 

Step 1 

Step 1 Step 2 

Step 2 

Step 3 

Fig. 2: A Schematic diagram of the initial legitimacy detection
and message signing and verification Phases.

in the form of ⟨m,PIDA, T3, σ3⟩, where σ3 =
SignSCA−B

(m∥PIDA∥T3)
• Step 2: A, in turn, checks the freshness of the

received timestamp T3 and verifies σ3.
Fig. 2(b) shows the description flowchart of this phase.

It should be noted that the signatures {σ1, σ2} have been
generated using the traditional EC digital signature algorithm
while the proposed digital signature algorithm outlined in the
following subsection has been utilized to generate σ3.

B. The proposed digital signature algorithm

This subsection presents an improvement to the digital
signature algorithm of Shawky et al. [6]. To generate a valid
signature σ3 = SignSCA−B

(m∥PIDA∥T3) of the packet pay-
load ⟨m,PIDA, T3⟩. In this context, the signature generation
stage comprises the following steps.

• Step 1: Using the symmetric shared key SCA−B , A
generates the 4 × 4 self-invertible matrix r formulated
as follows.

r =

[
KA KB

KC KD

]
=


K11 K12 K13 K14

K21 K22 K23 K24

K31 K32 K33 K34

K41 K42 K43 K44


(1)

where KB = I −KA,KC = I +KA, KA + KD = 0,
and I is the identity matrix. Accordingly, the first and sec-
ond rows in the KA matrix is given by {SCA−B}x.G =
(K11,K12) and {SCA−B}y.G = (K21,K22), respec-
tively, where {}x and {}y denote the x and y coordinates
of the EC point SCA−B and G is the base point.

• Step 2: In this step, A generates the signature
of the hashed value of the packet payload h =
Hash(m∥PIDA∥T3) using the following formula.

x ≡
(
r + hr−1

)
· 2−1 (modn)

y ≡
(
r − hr−1

)
· 2−1 · u−1 (modn)

(2)

where u = SCA is A’s private key and n is the RSA
moduli [6]. Finally, {x, y, k} represents the signature σ3,
where k is a public parameter transmitted as a part of the
signature and equals −u2 (modn).

For signature verification, B computes h =
Hash(m∥PIDA∥T3). Then, B uses the received signature
σ3 to compute h′ as follows.

h′ = x2 + ky2 (modn) (3)

Finally, B verifies the σ3 by testing whether h = h′ happens
or not. The following presents the proof of correction of (3).

x2 + ky2 ≡ ((r+ +r−1
)
· 2−1

)2
+

(
−u2

)
·
((
r − h′r−1

)
· 2−1 · u−1

)2
≡ 2−2

[(
r2 + h′2r−2 + 2h′)

−
(
u2 · u−2

) (
r2 + h′2r−2 − 2h′)]

≡ 2−2(2h′ + 2h′) ≡ h′ (modn)

(4)

Fig. 3 presents the description flowchart for the proposed
digital signature algorithm.

V. PERFORMANCE EVALUATION

This section discusses the security strength and the compu-
tation complexity of the proposed scheme.

A. Security analysis

This subsection discusses the scheme’s security strength
against typical attacks.

• Resistance to impersonation: This attack targets the initial
legitimacy detection phase or the message signing and
verification phase, with the objective of impersonating
either party A or B. The attack takes two distinct forms:
(1) impersonating a legitimate terminal, and (2) gener-
ating a valid signature. In the first case, the attacker’s
ability to impersonate legitimate terminals is limited by
the difficulty of solving the discrete logarithm problem,
as they lack knowledge of the users’ private keys. In the
second case, the attacker is hindered by the difficulty of
solving the factorization problem, which makes generat-
ing a valid signature a challenging task.

• Resistance to replay: In the context of this attack, replay-
ing a previously transmitted message is difficult for the
attacker, as the recipient employs a freshness-checking
mechanism that examines the attached timestamp of each
received signature. This mechanism effectively thwarts
replay attacks.

• Resistance to modification: In this particular attack, Eve
aims to modify the message contents and resend it to
the targeted terminal. However, the recipient implements
an integrity verification mechanism that scrutinizes the
attached signatures. These signatures are challenging to
forge, given the difficulty associated with solving the
discrete logarithm problem and factorization problem in
the initial legitimacy detection phase and message signing
and verification phase, respectively.



• Generates the matrix 

𝑟 = [
𝐾𝐴 𝐾𝐵
𝐾𝐶 𝐾𝐷

] 

• Generates the digital signature 

𝑥 ≡ (𝑟 + ℎ𝑟−1) ⋅ 2−1(mod𝑛) 
𝑦 ≡ (𝑟 − ℎ𝑟−1) ⋅ 2−1 ⋅ 𝑢−1(mod𝑛) 

• Transmits 𝜎3 = {𝑥, 𝑦, 𝑘} 
• Computes ℎ = 𝐻𝑎𝑠ℎ(𝑚 ∥ 𝑃𝐼𝐷𝐴 ∥ 𝑇3) 
• Computes  ℎ′ = 𝑥2 + 𝑘𝑦2(mod𝑛) 

Tests whether 

ℎ = ℎ′ 
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                  Operation made by Bob 

Start 

Message rejected 

 

Fig. 3: Description flowchart for the proposed digital signature
algorithm.

B. Simulation analysis and computation comparison

The authentication scheme’s effectiveness is gauged by the
recipient’s ability to validate multiple safety-related messages,
enabling communication with a large number of vehicles
concurrently and enhancing network scalability. The proposed
digital signature algorithm offers a crucial advantage in that the
computational complexity associated with verifying received
messages utilizing (3) is exceptionally low, taking only a
few microseconds. By contrast, conventional elliptic curve
digital signature algorithms can cost several milliseconds,
making this algorithm an attractive option for efficient message
verification. In this context, Table I presents the computational
time for calculating different cryptographic operations mea-
sured using the Labview platform and an Intel(R) Core(TM)
i7− 10850H CPU running at a clock speed of 2.70GHz and
backed by 16 GB of RAM.

Table II displays the computational time necessary to sign a
single message and verify a quantity of n received signatures
using the proposed scheme, in comparison to the approach
outlined in [21], [22]. Our analysis reveals that the proposed
scheme incurs a higher computation cost than that of [21],
[22], although this elevated expense remains within an ac-
ceptable range given that each vehicle transmits a solitary
safety-related message every 100−300 msec via the dedicated
short-range communication (DSRC) protocol [1]. In terms of
signature verification, the proposed scheme proves to be more
efficient than the method proposed in [21], [22]. These findings
are further illustrated by Fig. 4, which depicts the time required
to verify varying numbers of n messages, ranging from 1 to
1000. This data provides compelling evidence of the proposed
scheme’s superior performance capabilities.

VI. CONCLUSIONS

This research paper proposes an authentication scheme that
utilizes PKI-based authentication for initial legitimacy detec-
tion and pseudo-identities for message signing and verification.
We also demonstrate the vulnerability of the scheme presented

TABLE I: The time cost of various crypto-based operations

Symbol Definition Time (msec)
TOSS
Eq.(1,2)

Time cost of computing equations (1) and (2) 6.135

TOSS
Eq.(3)

Time cost of computing equation (3) 0.036

TECC
Mul Time cost of ECC-based point multiplication 1.535

TECC
Add Time cost of ECC-based point addition 0.705

Th Time cost of the SHA-1 hashing operation 0.014

TABLE II: Computation comparison

No. Signature generation Signature verification
[21] 2TECC

Mul + 2Th ≈ 3.098 (3n)TECC
Mul + (2n)TECC

Add + (2n)Th ≈ 6.043n

[22] 3TECC
mul + 2Th (2n + 2)TECC

mul + (2n + 1)TECC
add + (3n)Th

≈ 4.633 ≈ 4.522n+ 3.775

Ours TOSS
Eq.(1,2) + Th ≈ 6.14 (n)TOSS

Eq.(3) + (n)Th ≈ 0.05n

 

 
  
  
  
  
  
  
  
  
  
  
  
  

 

 

 

 

 

 

 

 

                   
                 

    

    

    

Fig. 4: The time required for verifying different numbers of
messages.

in [6] to impersonation attacks, followed by the introduction
of an improved digital signature algorithm that incorporates
the elliptic curve cryptosystem into the OSS digital signature
scheme. The security robustness of the proposed scheme
against common attacks has been verified. Furthermore, per-
formance analyses have been successfully conducted through
simulations. The results indicate that the proposed scheme can
significantly reduce the time required for verifying 1000 mes-
sages, achieving a reduction of approximately 99% compared
to the approach presented in [21], [22]. As part of our future
research, we will explore the feasibility of implementing the
proposed authentication scheme in real-time scenarios.
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