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ABSTRACT This paper studies the secrecy performance of light-fidelity (LiFi) networks under the
consideration of random device orientation and partial knowledge of the eavesdroppers’ channel state
information. Particularly, the secrecy capacity and secrecy outage probability are analysed for the case of a
single eavesdropper as well as for the case of multiple eavesdroppers. Moreover, a machine learning based
access point (AP) selection algorithm is presented with the objective of maximising the secrecy capacity of
legitimate users. Our results show that optimising the AP selection while taking into account the random
behaviour of the optical channel results in a significant enhancement in the achievable secrecy performance.
In fact, using the derived realistic secrecy expressions as the basis for AP selection results in up to 30%
secrecy capacity enhancement compared to the limited assumption of fixed orientation.

INDEX TERMS Light-fidelity (LiFi), physical layer security (PLS), random orientation, secrecy capacity.

I. INTRODUCTION
As a promising 5G enabler, optical wireless communica-
tion (OWC) networks allow the use of a huge unregulated
spectrum, which includes infrared (IR) and visible light,
for the purpose of wireless data communications. Hence,
this emerging technology is envisioned to handle a large
portion of future mobile traffic [1]. Compared to radio
frequency (RF) networks, OWC offers considerable advan-
tages including high energy efficiency and high speed con-
nectivity. OWC inherently provides enhanced security in
comparison to RF networks as the light does not penetrate
through walls and opaque objects. However, security prob-
lems emerge due to the broadcast feature, which makes OWC
as vulnerable as other RF wireless systems if eavesdroppers
exist within the coverage area of the access point (AP) of
interest. It is noted that OWC links differ from RF links in
that the optical channel input is strictly non-negative due to
the requirements of intensity modulation. Moreover, unlike
RF links that are typically modelled as Gaussian inputs
with average power constraints, OWC channels are modelled
as amplitude constrained inputs. Investigating the secrecy
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performance of amplitude-constrained wiretap channels is
relatively new compared to the massive body of literature
available on average power-constrained Gaussian wiretap
channels [2]. In order to ensure a robust and secure connec-
tion for legitimate users, various physical layer security (PLS)
techniques can be employed. However, it is not straightfor-
ward to directly develop the PLS solutions used in RF systems
for OWC systems. This is due to the natural distinctions in
OWC systems which can be summarised as follows: 1) the
transmitted signal in OWC is required to be real and positive
in order to allow for intensity modulation at the light-emitting
diodes (LEDs), 2) the limited dynamic range of the LEDs
imposes a peak-power constraint on the channel input, this
implies that the information bearing signal is bounded and
the capacity achieving input distribution cannot be Gaussian,
and 3) the optical channel gain is not subject to fading charac-
teristics such as RF channels but rather dependant on the user
behaviour statistics such as the location and orientation of the
device [3]. It is, thus, critical to study and evaluate the secrecy
performance under these specifications in order to gain better
insights on the application of PLS in OWC systems.

A number of surveys have been reported in the literature
regarding PLS in OWC systems [4], [5]. In [4], the PLS in
OWC, including free-space optical (FSO) systems and visible
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light communication (VLC), has been reviewed. A survey
has recently been written on PLS of VLC [5]. Various
VLC system configurations, including single-input-single-
output (SISO) and multiple-input-multiple-output (MIMO),
as well as hybrid RF/VLC networks have been considered
and the secrecy capacity for each of them has been presented.
The work in [6] investigated techniques and solutions to
enhance the security and provide a secure communication
in VLC. In this regard, PLS techniques can be classified
into three main groups: I) friendly jamming, II) precoding,
and III) combined friendly jamming and precoding. In [6],
a multiple-input-single-output (MISO) wiretap VLC chan-
nel is considered. The channel is modeled as deterministic,
real-valued, and Gaussian, subject to amplitude constraints.
Null-steering and artificial noise strategies are used to achieve
positive secrecy rates when the eavesdropper’s channel state
information (CSI) is perfectly known and entirely unknown
to the transmitter, respectively. In both scenarios, the legit-
imate receiver’s CSI is available to the transmitter. In [7],
a friendly jamming method is introduced to enhance the
PLS in a VLC system. Both cases of known and uncertain
CSI of the eavesdropper at the jammer side are considered
and robust beamforming schemes are proposed with the aim
of maximising the achievable secrecy rate. Both jamming
and transmit beamforming techniques are deployed in [8] to
enhance the security of PLS in a MISO VLC system with
multiple eavesdroppers. The work in [9] studies the secrecy
performance of a multi-user MIMOVLC system. The optical
channel is modeled as deterministic and real-valued and it is
assumed that the AP has perfect knowledge of the channel
gain of all users, including eavesdroppers. To achieve better
insights on the inherent security capabilities in VLC systems,
there is a need to investigate the secrecy performance under
more realistic conditions. Towards this direction, the secrecy
outage probability of the VLC downlink is characterised
in [10] considering the randomness of the locations of the
legitimate user and eavesdroppers. Moreover, the impact of
imperfect CSI on the secrecy capacity is evaluated in [11],
where the legitimate users are assumed to be uniformly dis-
tributed in a protected zone around the AP.

Light-fidelity (LiFi), as a subset of OWC, is a high-speed,
bidirectional, and fully networked wireless communication
technology in which visible light and infrared are used for
downlink and uplink transmissions, respectively [12]–[14].
Since LiFi supports user mobility, the optical channels are
highly influenced by user behavior induced variations such
as random device orientation [15]. As a result, it is essential
to assess the impact of user behavior on the secrecy perfor-
mance of LiFi systems. All PLS studies in LiFi assume that
the receiver’s device always faces vertically upward and its
orientation is constant over time, resulting in a deterministic
behaviour for the optical channel, i.e., the channel gain value
is fixed for given AP-user locations. However, in practice,
this assumption can be only valid for fixed devices such as
laptops with LiFi dongles. Mobile users, on the contrary,
tend to tilt their smartphones in random ways, resulting in

frequent changes in the device orientation. These variations
were shown to have a significant effect on the received signal
strength at the user terminals [16] and, thus, need to be taken
into consideration for proper PLS implementations.

In light of the above discussion, we summarise the paper
contributions as follows:
• We derive lower bounds for the secrecy capacity and
upper bounds for the secrecy outage probability in LiFi
systems with the existence of a single eavesdropper
taking into consideration the random behaviour of the
optical channel, i.e., random receiver orientation as well
as the imperfect knowledge of the eavesdroppers’ exact
CSI.

• We extend the secrecy capacity and secrecy outage prob-
ability analysis for the case of colluding eavesdroppers,
where multiple illegitimate users combine their isolated
observations to eavesdrop the legitimate user’s link.

• We propose a machine learning (ML)-based AP selec-
tion algorithm to demonstrate that employing the pro-
posed secrecy measures as the basis for AP selection
provides significant enhancement in the secrecy perfor-
mance of LiFi systems.

The rest of the paper is organised as follows. The system
model is presented in Section II, Section III and Section IV
provide secrecy capacity and secrecy outage probability anal-
ysis for the case of a single eavesdropper and multiple eaves-
droppers, respectively, while Section V provides asymptotic
secrecy capacity analysis. In Section VI, we discuss the
secrecy-based AP selection algorithm and we show the sim-
ulation and analytic results in Section VII. Finally, the paper
is concluded in Section VIII.

II. SYSTEM MODEL
A. LiFi SYSTEM CONFIGURATION
We consider an indoor LiFi network, where multiple LEDs
are installed on the ceiling. It is assumed that the LEDs are
point sources that follow Lambertian patterns and work in
the linear range of the current-to-power curve. The LEDs are
assumed to be facing vertically downward. The LED APs
aim to transmit confidential messages to legitimate users in
the presence of one or more eavesdroppers existing within
the LiFi cells, also known as attocells [17]. Fig. 1 shows a
general configuration of the indoor LiFi network with both
legitimate and eavesdropper users. When an AP transmits
a signal to legitimate users, passive eavesdroppers can also
receive the signal and decode it. We refer to the AP, legitimate
user, and eavesdropper as Alice, Bob, and Eve, respectively.
At the receiver side, a photodiode (PD) is mounted on the
user equipment (UE) to detect the received signal bymeans of
direct detection. The orientation of UEs is assumed to follow
a Laplace distribution as shown in [18] for static users. The
received signals at Bob and Eve can be expressed as:

yB = hBx + zB, (1)

and

yE = hEx + zE , (2)
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FIGURE 1. System configuration: a LiFi system with multiple APs,
legitimate users and eavesdroppers (ED users).

FIGURE 2. LOS propagation model.

respectively, where x is the transmitted signal, hB and hE
denote the channel gain of Bob and Eve, respectively. Also,
zB ∼ N (0, σ 2

B) and zE ∼ N (0, σ 2
E ) denote the additive white

Gaussian noise at Bob and Eve with variances σ 2
B and σ 2

E ,
respectively. Since LiFi systems employ intensity modulation
at the transmitter and direct detection at the receiver, the opti-
cal signal x follows the following constraint:

x ≥ 0, (3)

which states that the signal must be strictly non-negative.
Moreover, for practical considerations, the average signal
power is constrained by the nominal optical intensity in order
to guarantee that the required illumination level is satisfied,
which can be mathematically expressed as:

E(x) = ζP, (4)

where ζ ∈ (0, 1] is the power dimming factor and P is the
LED nominal optical power.

B. LIGHT PROPAGATION MODEL
We focus on the downlink transmission of a LiFi network,
where the communication is based on a line-of-sight (LOS)
link. It is assumed that the attocells are far from the walls
so that the diffuse links are negligible [19]. The LOS link
geometry is illustrated in Fig. 2. The direct current (DC) gain
of the LOS link between the AP and the receiver is given as
follows [3]:

HLOS =
(m+ 1)A
2πd2

cosmφ gf g(ψ) cosψ rect
(
ψ

9c

)
, (5)

where d is the Euclidean distance between theUE and theAP;
A is the physical area of the detector; φ andψ are the angle of

radiance with respect to the axis normal to the AP plane, and
the angle of incidence with respect to the axis normal to the
receiver plane, respectively. Furthermore, rect( ψ

9c
) = 1 for

0 ≤ ψ ≤ 9c and 0 otherwise. The gain of the optical filter
is denoted by gf , and 9c is the receiver field of view (FOV).
The optical concentrator, g(ψ), is given as:

g(ψ) =


ς2

sin29c
, 0 ≤ ψ ≤ 9c

0, o.w,
(6)

where ς stands for the refractive index. Also, m is the Lam-
bertian order which is given by:

m = −
1

log2(cos81/2)
, (7)

where81/2 is the half-intensity angle [3]. The radiance angle
φ and the incidence angle ψ of the AP and the receiver can
be calculated using the rules from analytical geometry as:

cosφ =
−d · nt
‖d‖

, (8a)

cosψ =
d · nu
‖d‖

, (8b)

where nt = [0, 0,−1]T and nu are the normal vectors at the
AP and the receiver planes, respectively and d denotes the
distance vector from the receiver to the AP. The symbols · and
‖·‖ denote the inner product and the Euclidean norm opera-
tors, respectively. Also, (.)T denotes the transpose operator.

C. RANDOM ORIENTATION
Device orientation is an important factor that can influence
the performance of the UEs significantly. Many studies have
ignored the impact of device orientation in their analysis. The
statistics of device orientation has been derived through a
set of experimental measurements for both sitting and walk-
ing activities in [18], [20]. The normal vector, nu, can be
expressed in terms of polar angle, θ , and azimuth angle, ω,
in the spherical coordinates as shown in Fig 3. Accordingly,
we have:

nu = [sin(θ) cos(ω), sin(θ ) sin(ω), cos(θ )]T . (9)

The azimuth angle ω shows the angle between the positive
direction of the X axis and the projection of nu in the XY -
plane. Here, we define � = ω + π as the facing direction of
the user [18]. For the rest of the paper, we use this angle as it
provides a better physical concept.

Substituting (9) in (8a) and (5), it can be inferred that for a
fixed UE location and facing direction of the user, the channel
gain depends on the polar angle θ . The experimental mea-
surements reported in [18] confirmed that the polar angle, θ ,
follows a Laplace distribution for sitting activities with the
mean and variance ofµθ = 41◦ and σθ = 7.68◦, respectively.
Therefore, the probability density function (PDF) of the polar
angle is given as [18]:

f(θ ) =
exp

(
−
|θ−µθ |
bθ

)
2bθ

. (10)
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FIGURE 3. Geometry of a randomly-oriented UE and its spherical
coordinates.

Based on the Laplace distribution for θ , it is shown that
the channel gain follows a truncated Laplace distribution as
follows [18]:

fH(h) =
exp

(
−
|h−µH|
bH

)
bH
(
2− exp

(
−
hmax−µH

bH

)) + Fθ (θ0) δ(h), (11)

where hmin ≤ h ≤ hmax . The mean and scale parameter of the
channel gain are given as:

µH =
H0

dm+2
(λ1 sinµθ + λ2 cosµθ ) , (12a)

bH =
H0

dm+2
bθ |λ1 cosµθ − λ2 sinµθ |, (12b)

where H0 =
(m+1)Agf ς2hmv

2π sin2 9c
. The factors λ1 and λ2 depends on

the UE location and facing direction of the user, which are
given as:

λ1 =
r
d
cos

(
�− tan−1

(
yu − ya
xu − xa

))
, (13a)

λ2 =
hv
d
, (13b)

where hv and r are respectively the vertical and horizontal
distance between the UE and the AP as shown in Fig. 2. Note
that in (11), Fθ (θ0) =

∫ θ0
0 f(θ )dθ , where θ ≤ θ0 results in

ψ ≤ 9c, and therefore, the channel gain becomes zero. The
angle θ0 is given as [21]:

θ0 = cos−1

 cos9c√
λ21 + λ

2
2

+ tan−1
(
λ1

λ2

)
. (14)

Finally, it should be noted that the support range of the
channel gain in (11) is hmin ≤ h ≤ hmax with

hmin =


H0

dm+2
cos9c, cos ψ < cos9c

H0

dm+2
min{λ1, λ2}, o.w,

(15a)

hmax =


H0

dm+2
λ2, if λ1 < 0

H0

dm+2

√
λ21 + λ

2
2, if λ1 ≥ 0.

(15b)

III. SECRECY EVALUATION FOR THE CASE OF A SINGLE
EAVESDROPPER
In this section, we provide analytical expressions for the
secrecy capacity and secrecy outage probability with the exis-
tence of a single eavesdropper. We assume a LiFi systemwith
an average optical power constraint as described in Section II.
We refer to the AP, legitimate user, and eavesdropper as
Alice, Bob, and Eve, respectively. Moreover, we assume
that the AP acquires accurate CSI of the legitimate user’s
channel gain, hB, as well as an estimate of the CSI of any
potential eavesdroppers. This assumption is adopted because
eavesdroppers are usually passive users that do not share
their information with the APs. The estimated CSI of the
eavesdropper’s channel gain can be obtained with the aid of
built-in motion sensors deployed in LED fixtures, as assumed
in [22]. More specifically, we assume that the AP acquires
imperfect CSI estimate of hE , denoted as ĥE , such that:

ĥE = hE + δE , (16)

where δE is a zero-mean Gaussian distributed random vari-
able, i.e., δE ∼ N (0, σ 2). Consequently, we can say that the
estimated CSI of Eve at Alice follows a Gaussian distribution
such that:

ĥE ∼ N (µ, σ 2), (17)

whereµ is the expected value of the estimated channel gain of
Eve. It is noted that this noisy stochastic error model has been
adopted as a reasonable model for imperfect CSI in indoor
VLC systems in [23]–[25].

In the following, we present the secrecy analysis under the
assumption of a deterministic channel gain of Bob. We then
move to a more realistic assumption which includes the effect
of random receiver orientation. It is noted that we present the
expressions of the secrecy capacity and the secrecy outage
probability as calculated with the knowledge available at the
APs, i.e. the calculations are based on the imperfect CSI of
Eve. This is because those expressions are utilised for the
PLS decisions at the APs. The goal is to optimise the secrecy
capacity of the system based on the available imperfect CSI.
Similarly, by assuming random orientation of Bob’s device,
we can achieve robust PLS design for the worst case scenar-
ios.

A. SECRECY CALCULATIONS WITH IMPERFECT CSI OF EVE
Proposition 1: For the case of a single eavesdropper with

a normally distributed CSI error, ĥE ∼ N (hE , σ 2) the secrecy
capacity, which defined as the difference between Bob and
Eve’s channel capacities, can be lower bounded as:

C1Es ≥
1
4
ln

(
eζ 2P2h2B + 2πσ 2

B

2πσ 2
Bσ
−2
E

)
ϒ(κ)

−
1
2
ln
(
ζ 2P2(µ2

+ σ 2)+ σ 2
E

)
, (18)

where κ is the maximum value of the square of Eve’s channel
gain, and ϒ(κ) = erf

(√
κ−µ
√

2σ 2

)
+ erf

(√
κ+µ
√

2σ 2

)
with erf(w)
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representing the error function evaluated as 1
√
π

∫ w
t=−w e

−t2dt.

Also, σ 2
B and σ

2
E denote the variance of receiver noise at Bob

and Eve, respectively, and ζ ∈ (0, 1] is the dimming factor.
Proof: The proof is provided in Appendix A.

Corollary 1: The secrecy outage probability, defined as
the probability that the secrecy capacity falls below a prede-
termined threshold Q in the presence of a single eavesdrop-
per, can be upper-bounded by:

P1E
out ≤ 1+

1
2
erf

(
µ−
√
4

√

2σ 2

)
−

1
2
erf

(
µ+
√
4

√

2σ 2

)
, (19)

where 4 =
σ 2E
ζ 2P2

(
e−2Q

2πσ 2B
(eζ 2P2h2B + 2πσ 2

B)− 1
)
and Q

denotes the outage threshold, i.e., outage occurs if C1Es < Q.
Proof: The proof is provided in Appendix B.

Proposition 1 and Corollary 1 provide the basis for the
secrecy performance evaluation at the AP. It is noted that
the provided secrecy outage probability expression is valid
for any threshold value Q, and that the decision on the suit-
able threshold depends on the secrecy design of the system,
i.e., the sensitivity of the content and the probability of eaves-
dropping. Moreover, the provided expressions are generic for
any locations of Bob and Eve. In the following subsection,
we investigate the effect of random receiver orientation on the
secrecy capacity and secrecy outage probability calculations.

B. SECRECY CALCULATIONS WITH RANDOM RECEIVER
ORIENTATION
Up to this point, we have not considered the random orien-
tation of Bob’s device, i.e., Bob’s device has been consid-
ered to have a deterministic fixed orientation (i.e., vertically
upward orientation). In the following, we derive the secrecy
performance metrics taking into account the random receiver
orientation model in Section II-C.
Proposition 2: Considering random receiver orientation,

the secrecy capacity, which is defined as the difference
between Bob and Eve’s channel capacities with the existence
of a single eavesdropper, can be lower-bounded as:

C̃1Es

≥
1
4
ϒ(κ)bH ι1e

−
µH
bH

(
e
µH
bH log

(
eµ2

HP
2ζ 2

2πσ 2
B

)
−2Ei

(
µH

bH

))
+

1
4
ϒ(κ)bH ι1e

µH−κH
bH

×

(
2e

κH
bH Ei

(
−
κH

bH

)
− log

(
eκ2HP

2ζ 2

2πσ 2
B

))

−
1
4
ϒ(κ)bH ι1

(
2e

muH
bH Ei

(
−
µH

bH

)
− log

(
eµ2

HP
2ζ 2

2πσ 2
B

))

+ bH ι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)
×

(
1
4
ϒ(κ) log

(
σ 2
E

)
−
1
2
log

(
P2ζ 2

(
µ2
+ s2

)
+ σ 2

E

))
,

(20)

where ι1 = 1
bH
(
2−exp

(
−
hmax−µH

bH

)) and κH is the maximum

value of hB.
Proof: The proof is provided in Appendix C.

Corollary 2: For a high signal-to-noise-ration (SNR) sce-
nario and when considering random orientation of Bob, the
secrecy outage probability, defined as the probability that the
secrecy capacity falls below a predetermined threshold Q in
the presence of a single eavesdropper, can be approximated
as:

P̃1E
out

≈ ι3bH ι1e

s2

2ι22
+bH κH

b2H

×

(
−

(
L4e

µ
ι2bH +L5e

3µ
ι2bH

)
+e

2µH
bH

(
L6e

1µ
ι2bH +L7e

3µ
ι2bH

))
+ ι3bH ι1e

2µ
ι2bH

(
e
κH
bH

(
L2e

µH
bH +L3e

1.µH
bH −1

)
+L1e

2µH
bH

)
,

(21)

where

ι2 =

√
σ 2
Ee
−2Q+1

2πσ 2
B

ι3 =
ι2κH − ι2µH − 2µ

ι2bH
,

L1 = −
1
2
erf
(
µ− ι2κH
√
2
√

σ 2

)
+

1
2
erf
(
ι2κH + µ
√
2
√

σ 2

)
− 1,

L2 =
1
2
erf
(
µ− ι2µH
√

2σ 2

)
+

1
2
erf
(
ι2µH + µ
√

2σ 2

)
+ 1,

L3 =
1
2
erf
(
µ− ι2µH
√
2s2

)
−

1
2
erf
(
ι2µH + µ
√
2s2

)
+ 1,

L4 =
1
2
erf

(
ι2bH (−ι2µH − µ)+

√
2s2

ι2bH
√
2s2

)

−
1
2
erf
(
σ 2
− ι2bHµ

ι2bH
√
2s2

)
,

L5 =
1
2
erf
(
ι2bH (µ− ι2µH )+ σ 2

ι2bH
√

2σ 2

)
−

1
2
erf
(
ι2bHµ+ σ 2

ι2bH
√

2σ 2

)
,

L6 =
1
2
erf
(
ι2bH (ι2µH − µ)+ σ 2

√
2ι2bH

√

σ 2

)
−

1
2
erf
(
ι2bH (ι2κH − µ)+ σ 2

√
2ι2bH

√

σ 2

)
,

L7 =
1
2
erf
(
ι2bH (ι2µH + µ)+ σ 2

√
2ι2bH

√

σ 2

)
−

1
2
erf
(
ι2bH (ι2κH + µ)+ σ 2

√
2ι2bH

√

σ 2

)
.

Proof: The proof is provided in Appendix D.
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IV. SECRECY EVALUATION FOR THE CASE OF MULTIPLE
COLLUDING EAVESDROPPERS
In this section, we focus on the derivation of the secrecy
performance metrics with the assumption of multiple collud-
ing eavesdroppers. To this end, we assume the existence of
NE eavesdroppers that combine their isolated observations
to reconstruct the confidential message as in [26]. Using
maximum ratio combining (MRC), the combined SNR of all
eavesdroppers is utilised to detect Bob’s message. To evaluate
the secrecy performance in this scenario, we assume that the
AP can obtain an estimate of the location of the colluding
eavesdroppers. We start with the case where the AP has a
knowledge of the exact value of Bob’s channel. Then, we add
random device orientation to the analytical derivations.

A. SECRECY CALCULATIONS WITH IMPERFECT CSI OF
EAVESDROPPERS
Proposition 3: The secrecy capacity with the existence

of NE colluding eavesdroppers is defined as the difference
between Bob’s capacity and the capacity obtained by the
combined SNR of the colluding eavesdroppers, and can be
lower-bounded as:

CNEs ≥
1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h2B + 2πσ 2

B

))

×

(
1−QNE/2

(
√
λ,

√
κNE
σ 2

))
−

1
2
ln
(
ζ 2P2σ 2(NE + λ)+ σ 2

E

)
, (22)

where QM (a, b) is the Marcum-Q-function.
Proof: The proof is provided in Appendix E.

Corollary 3: The secrecy outage probability, defined as
the probability that the secrecy capacity of Bob falls below
a predetermined threshold Q in the presence of NE colluding
eavesdroppers, can be upper-bounded as:

PNE
out

≤ Qk/2

√λ,
√√√√ σ 2

E

σ 2ζ 2P2

(
e−2Q

2πσ 2
B

(eζ 2P2h2B+2πσ
2
B)−1

),
(23)

where Q is the outage threshold such that outage occurs if
CNEs < Q.

Proof: The proof is provided in Appendix F.

B. EFFECT OF RANDOM RECEIVER ORIENTATION
Proposition 4: Considering random receiver orientation,

the secrecy capacity is defined as the difference between
Bob’s capacity and the capacity obtained by the combined
SNR of NE colluding eavesdroppers, and can be lower-
bounded as:

C̃NEs

≥ −bH ι1ϒ̃(κ)e
µH−κH
bH

(
e
κH
bH Ei

(
−
κH

bH

)
−
1
3
log

(
eκ2HP

2ζ 2

2πσ 2
B

))

+ bH ι1e
−
µH
bH ϒ̃(κ)

(
Ei
(
µH

bH

)
−
1
2
e
µH
bH log

(
eµ2

HP
2ζ 2

2πσ 2
B

))

+ bH ι1ϒ̃(κ)

(
e
µH
bH Ei

(
−
µH

bH

)
−

1
2
log

(
eµ2

HP
2ζ 2

2πσ 2
B

))

+ bH ι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)
×

(
ϒ̃(κ) log

(
σ 2
E

)
−

1
2
log

(
P2ζ 2

(
µ2
+ s2

)
+ σ 2

E

))
,

(24)

where ϒ̃(κ) =
e−λ/2

(
1−QNE /2

(√
λ,

√
κNE
σ2

))
2NE /2+1 σNE 0(NE/2)

,
Proof: The proof is provided in Appendix G.

Corollary 4: The secrecy outage probability, which is
defined as the probability that the secrecy capacity falls under
a predetermined threshold Q for the case of NE colluding
eavesdroppers and random orientation of Bob, can be cal-
culated as:

P̃NE
out

=

∫ κH

h̃=0
PNE
out fH (h̃)dh̃

=

∫ κH

h̃=0
fH (h̃)Qk/2

×

√λ,
√√√√ σ 2

E

σ 2ζ 2P2

(
e−2Q

2πσ 2
B

(eζ 2P2h̃2B+2πσ
2
B)−1

) dh̃.

(25)

It is noted that there is no closed-form solution for the
integral in (25) and it can be solved numerically.

V. ASYMPTOTIC SECRECY CAPACITY ANALYSIS
In order to get more insights on the secrecy performance,
we analyse the secrecy capacity performance in the high
transmit SNR regime which implies that γ →∞.

A. SINGLE EAVESDROPPER
For the VLC channel with average optical power constraints,
the secrecy capacity with the existence of a single eavesdrop-
per is lower-bounded by [27]:

Cs ≥
1
2
ln

(
σ 2
E

2πσ 2
B

×
eζ 2P2h2B + 2πσ 2

B

ζ 2P2ĥ2E + σ
2
E

)
. (26)

Let γB = P2
σ eB

and γE = P2
σ eE

be the transmit SNR for Bob
and Eve, respectively. For a high SNR regime, i.e., γB →∞
and γB→∞, and after some manipulations we have:

C̃1Es
γ→∞
≈

1
2
ln

(
eh2B
2π ĥ2E

)
, (27)
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using the PDF of y = ĥ2E in (36) and applying Jensen’s
inequality, we get:

Ĉ1Es
γ→∞
≈

∫ κ

y=0

1
2
ln

(
eh2B
2πy

)
fY (y)dy

≈
1
2
ln

(
eh2B

2π (µ2 + σ 2)

)
. (28)

Considering random orientation and following similar
steps as in Appendix C, we get:

Ĉ1Es
γ→∞
≈

∫ κH

h̃=0
ln
(
c1h̃
)
fH (h̃) dh̃

≈ bH ι1

[
2 log(c1µH )− e

µH−κH
bH log(c1κH )

+ e
µH−κH
bH e

κH
bH

(
Ei
(
µH

bH

)
− Ei

(
κH

bH

))
+ e

−µH
bH Ei

(
−µH

bH

)
− log(c1bH )+ E

]
, (29)

where c1 =
(
2π
e (µ2

+ σ 2)
)−1

and E is Euler’s constant.

B. COLLUDING EAVESDROPPERS
The asymptotic secrecy capacity in the case of colluding
eavesdroppers can be written as:

C̃NEs
γ→∞
≈

∫ κ

y=0

1
2
ln

(
eh2B

2π
∑NE

i=1 yi

)
fY (y)dy. (30)

Let x =
∑NE

i=1 yi, it follows that x is distributed according
to generalized non-central chi-squared-square distribution,
and the PDF of x can be expressed as (61) as shown in
Appendix D. As a result, and following similar steps as in
Appendix D, the secrecy asymptotic secrecy capacity can be
evaluated as:

C̃NEs
γ→∞
≈

1
2
ln

(
eh2B
2π

)(
1−QNE/2

(
√
λ,

√
κNE
σ 2

))
−

1
2
ln
(
σ 2(NE + λ)

)
. (31)

Considering random orientation, we have:

C̃NEs
γ→∞
≈ bH ι1

(
1−QNE/2

(
√
λ,

√
κNE
σ 2

))

×

[
2 log(c2µH )− e

µH−κH
bH log(c2κH )

+ e
µH−κH
bH e

κH
bH

(
Ei
(
µH

bH

)
− Ei

(
κH

bH

))
+ e

−µH
bH Ei

(
−µH

bH

)
− log(c2bH )+ E

]
−

1
2
bH ι1 ln

(
σ 2(NE + λ)

)
×

(
−e

µH−κH
bH − e−

µH
bH + 2

)
(32)

where c2 =
√

2π
e .

VI. DATA-DRIVEN SECURE AP SELECTION
In this section, we describe a data-driven AP selectionmecha-
nism that aims to maximise the secrecy performance of a LiFi
system based on the secrecy metrics derived in Sections III
and IV. For the learning system, we consider supervised ML
in order to select the optimal serving AP for each legitimate
user. Specifically, we apply a multi-class classifier, namely
multi-class k-nearest neighbors (k-NN). With a sufficient
number of training data samples, we can obtain a classifi-
cation model that predicts the optimal AP index for each
network user, where the APs’ indices represent the classes.
We assume that the learning system runs at a central control
unit (CCU) that acquires information about available APs and
network users. To this end, the CCU is assumed to acquire
perfect CSI of all legitimate users. Since the eavesdroppers
are likely to be passive users that do not share their informa-
tion with the AP, we assume that the CCU only acquires an
estimate of the CSI of potential eavesdroppers. This can be
achieved with the aid of built-in motion sensors deployed in
LED fixtures, as assumed in [22]. We assume that multiple
users can share the resources of a single AP by means of time
division multiple access (TDMA).

In the following, we explain the procedure performed to
build and evaluate the AP selection learning system:

1) KPI Design: The objective of the proposed AP selec-
tion is to maximise the sum secrecy rate of all the
legitimate network users under the proportional fair-
ness constraints. It was shown in [28] that proportional
fairness can be achieved by maximising the sum of the
logarithm of the users’ utility function. Based on this,
we formulate our objective function as:

maximize
NB∑
i=1

log
NAP∑
j=1

αij C̃sij∑NB
i=1 αij

,

subject to
NAP∑
j=1

αij = 1 ∀i, . . . ,NB,

αij ∈ {0, 1} ∀i = 1, . . . ,NB, (33)

whereNAP represents the number of APs,NB represents
the number of legitimate users, and αij is a binary
variable that indicate user association such that ij = 1
if user i is associated with AP i and αij = 0 oth-
erwise. Furthermore, C̃sij denotes the secrecy capac-
ity of user i when connected to AP j, here C̃sij is
calculated from (20) or (24) depending on the num-
ber of eavesdroppers detected in the coverage area
of AP j.

2) Training set generation: We use Matlab simulations to
generate the training samples for the learning system.
The training samples are stored in the matrix T =
[u, v, s] ∈ RM×(5NB+2NE+1) which is used as the input
of the learning system. The predictor vectors u, v, s
represent the legitimate users’ information, the eaves-
droppers’ information, and the optimal AP selection for
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TABLE 1. Simulation parameters.

each legitimate user, respectively. The process of gener-
ating the training samples is described in AlgorithmVI.

3) Building the learning system: We use the training
matrix T to train an |L|-class KNN classifier, where
|L| is the number of AP labels. The input attributes
of the classifier are u and v, and the output is the AP
selection label s. After being trained with M training
samples, the KNN classifier finds the k nearest training
samples from a new observation and declares its class,
i.e., AP label. The nearest neighbours are determined
based on the Euclidean distance. It is noted that the
neighbor search time complexity of the kNN algorithm
isO(MN ), whereM is the number of training examples
and N = 5NB + 2NE + 1 is the number of dimensions
in the training set. For simplicity, we can say that
the complexity of the KNN algorithm is O(M ) since
M � N .

VII. RESULTS
In this section, we present analytic results and Monte Calro
simulations to evaluate the secrecy performance under realis-
tic channel assumptions for different scenarios. Solid lines in
the figures represent analytic results whereas markers and/or
dashed lines indicate results from simulations. For our sim-
ulations, we calculate the secrecy capacity using the lower
bound in (34) [27] and capture the effect of Eve’s imperfect
CSI and Bob’s random device orientation by generating 106

random instances and calculating the average secrecy capac-
ity for each scenario. Moreover, the presented secrecy outage
probability results indicate the upper bound on the outage
probability, i.e. outage occurs when the secrecy capacity,
calculated by means of the lower bound, falls below a certain
threshold value. Unless otherwise specified, system parame-
ters for the generated results are set according to Table 1.
First, we start with the case of a single eavesdropper.

We assume the existence of a single AP and plot the secrecy
capacity and secrecy outage probability of Bob versus the
horizontal separation between Eve’s location and the cell
centre. We assume two different locations of Bob according
to Table 1, where L1B represents a sitting position and L2B
represents a standing position.We assume that the calculation
of secrecy capacity and secrecy outage probability is based on
the existence of an estimate of the CSI of Eve, rather than the
exact value. Thus, as discussed earlier, ĥE follows a normal
distribution with a mean that is equal to the actual value of hE
and σ 2 represents the CSI error. Here, we assume σ 2

= h2E .

Algorithm 1 Generate Training Data Samples
Result: Training data matrix T
Initialise T ∈ RM×(5NB+2NE+1);
for m = 1:M do

Generate random legitimate users vector u =

[u1,u2, . . . ,uNB ] where ui = [xi, yi, zi, µθi , σθi ];
Generate random eavesdroppers vector v =

[v1, v2, . . . , vNE ] where vk = [µk , σk ];
Initialise AP selection vector s ∈ RNB×1;
Generate AP permutation matrix containing all possible
AP selection options for all legitimate usersW ∈ RP×NB

where P = NAPNB ;
Initialise KPI vector k ∈ RP×1;
for p = 1 : P do

Evaluate KPI for permutation p
for j = 1 : NAP do

β = 0; k1 = 0; c1 = 0;
for i = 1 : NB do

if W(p, i) == j then
Calculate secrecy capacity Cs of user i
connected to AP j using (24);
β = β + 1;

else
Cs = 0;

end
c1 = c1+ Cs;

end
k1 = k1+ log(c1/β);

end
k(p) = k1;

end
for p = 1:P do

if k(p) == max k then
s(m) =W(p, :);

end
end
Populate the training set matrix
T(m, :) = [u, v, s];

end

We also investigate the effect of random receiver orientation
when Bob’s device is assumed to follow the random orien-
tation model presented in Section II-C. We note that Eve’s
device is assumed to be fixed and directed to face the AP,
which constitutes a worst case scenario for the secrecy perfor-
mance. It can be seen in Fig. 4 that assuming random receiver
orientation for Bob leads to a severe degradation in the
secrecy performance compared to a fixed orientation, where
Bob’s device is assumed to be directed vertically upwards.
For example, for the case of the user location L1B, random
receiver orientation results in almost 25% degradation in the
secrecy capacity compared to the case without consideration
of the random orientation. Also, we can see from Fig. 4 that
the analytic results presented in Proposition 1 and 2 as well
as Corollary 1 and 2 are in agreement with the simulation
results.
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FIGURE 4. Effect of random receiver orientation on (a) secrecy capacity
and (b) secrecy outage probability, single eavesdropper, µ = σ2.

Next, we investigate the effect of havingmultiple colluding
eavesdroppers who utilise their combined SNRs to recon-
struct Bob’s confidential signal. Fig. 5 shows simulation and
analytic results for the secrecy capacity and secrecy outage
probability for NE = 1, . . . , 6. For these results we assume
that there exists an estimate of the CSI of each eavesdropper
and that σ 2

i = µi for i = 1, . . . ,NE . Moreover, the locations
of the eavesdroppers are randomly generated within the cov-
erage area according to uniform distribution. In Fig. 5, fixed
orientation scenario assumes that the users’ devices are fixed
to be oriented vertically upward, which corresponds to the
expressions presented in Proposition 3 and Corollary 3. The
random orientation scenario corresponds to the assumption
of random receivers’ orientation considered in Proposition 4
and Corollary 4. We can see that random receiver orientation
has a significant impact on reducing the secrecy capacity. For
example, the effect of random orientation results in almost
50% drop in the achievable secrecy capacity for the case of
two colluding eavesdroppers as shown in Fig. 5 [a]. Fig. 6
shows the secrecy capacity versus transmit SNR compared
to the asymptotic secrecy capacity derived in Section V for
the case of single and multiple eavesdroppers. It is evident
that the secrecy capacity gradually approaches the asymptotic
capacity bound.

FIGURE 5. Effect of colluding eavesdroppers on (a) secrecy capacity and
(b) secrecy outage probability, µ = σ2.

Next, we investigate the performance of the proposed
ML-based secure AP selection. For the purpose of com-
parison, we present the achievable average secrecy capacity
for the following AP selection criteria: 1) ‘realistic-secrecy
AP selection’: which is realised by ML-based classifier
that is based on the derived secrecy capacity expressions
in 2 and 4, 2) ‘limited-secrecy AP selection’: which is
realised by ML-based classifier that is based on the assump-
tion of fixed device orientation and perfect CSI of Eve, and
3) ‘signal-strength AP selection’: which assigns each user to
its closet AP.

It can be seen from Fig. 7 that performing AP selection
based on secrecy calculations enhances the secrecy capacity
compared to signal-strength AP selection. This is due to
the fact that legitimate users are not always connected to
the AP offering the highest signal strength, but rather to the
AP offering the highest possible secrecy capacity. Moreover,
we can see that the realistic-secrecy AP selection results
in higher secrecy capacity compared to limited-secrecy AP
selection. This is because the latter decides on the best serving
AP taking into account the randomness in the link condi-
tions. Specifically, using the derived realistic metrics results
in about 20% − 30% enhancement in the secrecy capac-
ity compared to limited assumptions, and more than 100%
enhancement compared to signal-strength AP selection.
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FIGURE 6. Normalised secrecy capacity in the existence of (a) single
eavesdropper and (b) five colluding eavesdroppers. Bob is assumed to be
located at L1

B, eavesdroppers are randomly located, and µ = σ2.

FIGURE 7. Average achievable secrecy capacity for different AP selection
criteria.

VIII. CONCLUSION
This paper investigates the secrecy performance of LiFi
systems by deriving analytic expressions for the secrecy
capacity and secrecy outage probability under realistic link
assumptions, i.e., imperfect knowledge of the CSI of the
eavesdroppers and random receiver orientation. It is demon-
strated that taking such realistic secrecy measures into
account when performing AP selection can lead to significant
enhancement in the secrecy capacity without the need for
employing specific PLS mechanisms. Our results indicate
that the secrecy capacity can be enhanced by up to 30% when
the AP selection is performed with the aim of maximising the
secrecy capacity based on the proposed realistic expressions,

compared to AP selection based on limited assumptions.
We believe that considering the distinct characteristics of
the optical channel can lead to a better understanding of
the secrecy performance of LiFi systems and, thus, leads to
implementing more robust PLS mechanisms.

APPENDIX A
PROOF OF PROPOSITION 1
For the VLC channel with average optical power constraints,
the secrecy capacity with the existence of a single eavesdrop-
per is lower-bounded by [27]:

Cs ≥
1
2
ln

(
σ 2
E

2πσ 2
B

×
eζ 2P2h2B + 2πσ 2

B

ζ 2P2ĥ2E + σ
2
E

)
, (34)

since the CSI of Eve is modelled to follow a normal distribu-
tion [23]–[25], i.e., ĥE ∼ N (µ, σ 2), we denote the square of
the channel gain of Eve as y and obtain its PDF as follows:

FY (y) = P[Y ≤ y] = P[h2E ≤ y] = P[|ĥE | ≤
√
y]

= P[−
√
y < ĥE <

√
y] = 8(

√
y)−8(−

√
y), (35)

where 8(.) denotes the CDF of normal distribution. Differ-
entiating with respect to y we get,

fY (y) = F ′Y (y) =
1

2
√
y
φ(
√
y)+

1
2
√
y
φ(−
√
y)

=
1

2
√
2πσ 2y

e−
(
√
y−µ)2

2σ2 +
1

2
√
2πσ 2y

e−
(−
√
y−µ)2

2σ2 . (36)

Accordingly, the secrecy capacity with imperfect CSI of
Eve can be lower-bounded as:

C1Es ≥
∫ κ

y=0

1
2
ln

(
σ 2
E

2πσ 2
B

×
eζ 2P2h2B + 2πσ 2

B

ζ 2P2y+ σ 2
E

)
fY (y)dy.

(37)

Using the properties of the natural logarithmic function,
we can write the integral as:

C1Es ≥
∫ κ

y=0

[
1
2
ln

(
σ 2
E

2πσ 2
B

)
+

1
2
ln
(
eζ 2P2y+ 2πσ 2

B

)
−

1
2
ln
(
ζ 2P2y+ σ 2

E

) ]
× fY (y)dy

≥

∫ κ

y=0

[
1
2
ln

(
σ 2
E

2πσ 2
B

)
+

1
2
ln
(
eζ 2P2y+ 2πσ 2

B

) ]
× fY (y)dy−

∫ κ

y=0

1
2
ln
(
ζ 2P2y+ σ 2

E

)
fY (y)dy (38)

where κ denotes maximum value of y, which can be calcu-
lated for the scenario where Eve is located directly under the
AP and with fixed orientation so as to maximise its received
channel gain. Based on this, the first integral can be re-written
as:∫ κ

y=0

[
1
2
ln

(
σ 2
E

2πσ 2
B

)
+

1
2
ln
(
eζ 2P2h2B + 2πσ 2

B

)]
fY (y)dy
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=

[
1
2
ln

(
σ 2
E

2πσ 2
B

)
+

1
2
ln
(
eζ 2P2h2B + 2πσ 2

B

)]

×

∫ κ

y=0

(
1

2
√
2πσ 2y

e−
(
√
y−µ)2

2σ2 +
1

2
√
2πσ 2y

e−
(−
√
y−µ)2

2σ2

)
dy

=

[
1
4
ln

(
σ 2
E

2πσ 2
B

)
+

1
4
ln
(
eζ 2P2h2B + 2πσ 2

B

)]

×

(
erf

(√
κ − µ
√

2σ 2

)
+ erf

(√
κ + µ
√

2σ 2

))
. (39)

To evaluate the second integral, we use Jensen’s inequality
which states that E[φ(y)] ≤ φ(E[y]) for random variable y
and a convex function φ. Hence we can write:∫ κ

y=0

1
2
ln
(
ζ 2P2y+ σ 2

E

)
fY (y)dy ≤

1
2
ln
(
ζ 2P2E[y]+ σ 2

E

)
≤

1
2
ln
(
ζ 2P2(µ2

+ σ 2))+ σ 2
E

)
, (40)

by combining (40) and (39), we obtain the lower bound for
the secrecy capacity in (18), which completes the proof.

APPENDIX B
PROOF OF COROLLARY 1
The outage probability is expressed as:

P1E
out = P

[
C1Es < Q

]
(41)

using the lower-bound of C1Es , an upper-bound on the secrecy
outage probability can be calculated as:

P1E
out ≤ P

[
1
2
ln

(
σ 2
E

2πσ 2
B

×
eζ 2P2h2B + 2πσ 2

B

ζ 2P2y+ σ 2
E

)
< Q

]

≤ P

[
y >

σ 2
E

ζ 2P2

(
e−2Q

2πσ 2
B

(eζ 2P2h2B + 2πσ 2
B)− 1

)]
,

(42)

using the PDF of the square of the channel gain y = h2E
in (36), we get:

P1E
out

≤ 1−
∫ 4

0
fY (y)dy

= 1−
∫ 4

0

(
1

2
√
2πσ 2y

e−
(
√
y−µ)2

2σ2 +
1

2
√
2πσ 2y

e−
(−
√
y−µ)2

2σ2

)
dy,

(43)

where 4 =
σ 2E
ζ 2P2

(
e−2Q

2πσ 2B
(eζ 2P2h2B + 2πσ 2

B)− 1
)
, which

gives the expression in (19).

APPENDIX C
PROOF OF PROPOSITION 2
Considering random orientation, the secrecy capacity can be
lower-bounded as:

C̃1Es ≥
∫ κH

h̃=0
fH (h̃)× C1Es (h̃) dh̃, (44)

substituting fH (h̃) from (11) and C1Es (h̃) from (18) we get:

C̃1Es ≥
∫ κH

h̃=0
fH (h̃)×

[
1
4
ϒ(κ) ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
Bσ
−2
E

)

−
1
2
ln(P2ζ 2(µ2

+ σ 2)+ σ 2
E )
]
dh̃, (45)

which can be written as

C̃1Es

≥

∫ κH

h̃=0

1
4
fH (h̃)ϒ(κ) ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃

+

∫ κH

h̃=0

(
−
1
2
ln
(
(P2ζ 2(µ2

+σ 2)+σ 2
E

)
+
1
4
ϒ(κ) ln(σ 2

E )
)

× fH (h̃)dh̃, (46)

the first integral evaluates to:

1
4
ϒ(κ)

∫ µH

h̃=0

(
ι1 exp

(
−|h̃− µH|

bH

)
+ Fθ (θ )δ(h̃)

)

× ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃

+ϒ(κ)
∫ κH

h̃=µH

1
4

(
ι1 exp

(
−|h̃− µH|

bH

)
+ Fθ (θ )δ(h̃)

)

× ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃, (47)

where ι1 = 1
bH
(
2−exp

(
−
hmax−µH

bH

)) , thus we can write the first

integral as:

1
4
ϒ(κ)F1(h̃)|

µH

h̃=0
+

1
4
ϒ(κ)F2(h̃)|

κH

h̃=µH

=
1
4
ϒ(κ) (F1(µH )−F1(0)))+

1
4
ϒ(κ) (F2(κH )− F2(µH ))

=
1
4
ϒ(κ) (F1(µH )+ F2(κH )− F2(µH )) (48)

where

F1 =

∫ (
ι1 exp

(
h̃− µH

bH

)
+ Fθ (θ )δ(h̃)

)

× ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃ (49)

and

F2 =

∫ (
ι1 exp

(
−h̃+ µH

bH

)
+ Fθ (θ )δ(h̃)

)

× ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃. (50)
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Noting the property of delta function, we can see that∫
Fθ (θ )δ(h̃) ln

(
eP2ζ 2h̃2 + 2πσ 2

B

2πσ 2
B

)
dh̃

= Fθ (θ )
∫
δ(h̃) ln(1)dh̃ = 0. (51)

Furthermore, we note that that F1(0) = 0. Using a high
SNR approximation and integration by parts, we get:

F1(h̃) = bH ι1e
−
µH
bH

(
e

h̃
bH log

(
eh̃2P2ζ 2

2πσ 2
B

)
− 2Ei

(
h̃
bH

))
(52)

and

F2(h̃)=bH ι1e
µH−h̃
bH

(
2e

h̃
bH Ei

(
−

h̃
bH

)
− log

(
eh̃2P2ζ 2

2πσ 2
B

))
.

(53)

Thus, the first integral in (46) reduces to:

1
4
ϒ(κ)bH ι1e

−
µH
bH

(
e
µH
bH log

(
eµ2

HP
2ζ 2

2πσ 2
B

)
− 2Ei

(
µH

bH

))
+

1
4
ϒ(κ)bH ι1e

µH−κH
bH

×

(
2e

κH
bH Ei

(
−
κH

bH

)
− log

(
eκ2HP

2ζ 2

2πσ 2
B

))

−
1
4
ϒ(κ)bH ι1

(
2e

muH
bH Ei

(
−
µH

bH

)
− log

(
eµ2

HP
2ζ 2

2πσ 2
B

))
,

(54)

and the secrecy capacity can be lower-bounded as:

C̃1Es

≥
1
4
ϒ(κ)bH ι1e

−
µH
bH

(
e
µH
bH log

(
eµ2

HP
2ζ 2

2πσ 2
B

)
−2Ei

(
µH

bH

))

+
1
4
ϒ(κ)bH ι1e

µH−κH
bH

(
2e

κH
bH Ei

(
−
κH

bH

)
−log

(
eκ2HP

2ζ 2

2πσ 2
B

))

−
1
4
ϒ(κ)bH ι1

(
2e

muH
bH Ei

(
−
µH

bH

)
− log

(
eµ2

HP
2ζ 2

2πσ 2
B

))

+ bH ι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)
×

(
1
4
ϒ(κ) log

(
σ 2
E

)
−
1
2
log

(
P2ζ 2

(
µ2
+ s2

)
+ σ 2

E

))
,

(55)

we get the expression in (20), which completes the proof.

APPENDIX D
PROOF OF COROLLARY 2
The secrecy outage probability can be upper-bounded as:

P1E
out ≤ 1+

1
2
erf

(
µ−
√
4

√

2σ 2

)
−

1
2
erf

(
µ+
√
4

√

2σ 2

)
, (56)

where 4 = σ 2E
ζ 2P2

(
e−2Q

2πσ 2B
(eζ 2P2h̃2 + 2πσ 2

B)− 1
)
, using high

SNR approximation, we could write 4 ≈
σ 2Ee
−2Q+1

2πσ 2B
h̃2.

Hence, the outage probability with random orientation can
be approximated as:

P1E
out ≈

∫ κH

h̃=0
fH (h̃)

(
1+

1
2
erf

(
µ− ι2h̃
√

2σ 2

)

−
1
2
erf

(
µ+ ι2h̃
√

2σ 2

))
dh̃. (57)

where ι2 =

√
σ 2E e
−2Q+1

2πσ 2B
, which can be calculated as:

P̃1E
out ≈

∫ µH

h̃=0
ι1 exp

(
h̃− µH
bH

)
P1E
outdh̃

+

∫ κH

h̃=µH
ι1 exp

(
−h̃+ µH

bH

)
P1E
outdh̃ (58)

which results in (21).

APPENDIX E
PROOF OF PROPOSITION 3
Assuming that colluding eavesdroppers utiliseMRC to detect
Bob’s message, the secrecy capacity at Bob can be calculated
as:

CNEs ≥
∫ κ

y=0

1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h2B + 2πσ 2

B

))
fY (y)dy

−

∫ κ

y=0

1
2
ln

(
ζ 2P2

NE∑
i=1

yi + σ 2
E

)
fY (y)dy (59)

where yi = h2Ei and hEi follows normal distribution, i.e., hEi ∼
N (µi, σ 2

i ). Also, κ is the maximum possible value of y. Let
x =

∑NE
i=1 yi, it follows that x is distributed according to

generalized non-central chi-squared-square distribution. For
the sake of simplicity we assume that σ 2

i = σ 2 for i =
1, 2, . . . ,NE . Then the PDF of x can be written as:

fX (x;NE , λ) =
1
σ 2

∞∑
i=0

eλ/2(λ/2)i

i!
fZNE+2i (

z
σ 2 ), (60)

where NE specifies the number of degrees of freedom
(here this is equal to the number of eavesdroppers) and λ
denotes the non-centrality parameter, calculated as: λ =∑NE

i=1 µ
2
i /σ

2. Also, ZNE+2i is distributed with the chi-squared
probability with NE + 2i degrees of freedom. From (60),
the distribution of x is a Poisson-weighted mixture of cen-
tral chi-squared distributions, which could alternatively be
expressed as:

fX (x;NE , λ) =
1

2NE/2 σNE 0(NE/2)
e−λ/2

× 0F1(;
NE
2
;
λx
4σ 2 )e

−
x

2σ2 xNE/2−1, (61)

where 0(n) = (n − 1)!, and 0F1(; c;w) is the confluent
hypergeometric function. Thus, the first integral in (59) can
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be evaluated as:
1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h2B + 2πσ 2

B

))

×

(
1−QNE/2

(
√
λ,

√
κNE
σ 2

))
(62)

while the second integral can be upper-bounded using
Jensen’s inequality as:

E
[
1
2
ln
(
ζ 2P2x + σ 2

E

)]
≤

1
2
ln
(
ζ 2P2E[x]+ σ 2

E

)
≤

1
2
ln
(
ζ 2P2σ 2(NE + λ)+ σ 2

E

)
,

(63)

where E[x] = σ 2(NE + λ) is the expectation of random vari-
able x following the PDF in (61). Combining (62) and (63)
yields the expression in (22), which completes the proof.

APPENDIX F
PROOF OF COROLLARY 3
Assuming that NE colluding eavesdroppers combine their
SNRs, the outage probability is evaluated as:

PNE
out = P[CNEs < Q]

= P
[
1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h2B + 2πσ 2

B

))

−
1
2
ln

(
ζ 2P2

NE∑
i=1

yi + σ 2
E

)
< Q

]
, (64)

using the PDF of x =
∑NE

i=1 yi in (61), the outage probability
can be calculated as:

PNE
out = P

[
1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h2B + 2πσ 2

B

))

−
1
2
ln
(
ζ 2P2x + σ 2

E

)
< Q

]
= P

[
x >

σ 2
E

ζ 2P2

(
e−2Q

2πσ 2
B

(eζ 2P2h2B + 2πσ 2
B)− 1

)]

= 1−
∫ 4

x=0

1
2k/2 σ k 0(k/2)

e−λ/2 0

×F1(;
k
2
;
λx
4σ 2 )e

−x/2 xk/2−1dx, (65)

where 4 =
σ 2E
ζ 2P2

(
e−2Q

2πσ 2B
(eζ 2P2h2B + 2πσ 2

B)− 1
)
, which

yields the expression in (23).

APPENDIX G
PROOF OF PROPOSITION 4
The secrecy capacity can be calculated as:

C̃NEs =
∫ κH

h̃=0
fH (h̃)× C̈1Es (h̃) dh̃

≥

∫ κH

h̃=0
fH ×

1
2
ln

(
σ 2
E

2πσ 2
B

(
eζ 2P2h̃2 + 2πσ 2

B

))

×

(
1−QNE/2

(
√
λ,

√
κNE
σ 2

))
dh̃

−

∫ κH

h̃=0
fH (h̃)×

1
2
ln
(
ζ 2P2σ 2(NE + λ)+ σ 2

E

)
dh̃,

(66)

following similar steps to the proof of Proposition 2, this
evaluates to:

C̃NEs

≥
1
2
ϒ̃(κ)bH ι1e

−
µH
bH

(
e
µH
bH log

(
eµ2

HP
2ζ 2

2πσ 2
B

)
−2Ei

(
µH

bH

))
+

1
2
ϒ̃(κ)bH ι1e

µH−κH
bH

×

(
2e

κH
bH Ei

(
−
κH

bH

)
− log

(
eκ2HP

2ζ 2

2πσ 2
B

))

−
1
2
ϒ̃(κ)bH ι1

(
2e

muH
bH Ei

(
−
µH

bH

)
− log

(
eµ2

HP
2ζ 2

2πσ 2
B

))

+ bH ι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)
×

(
1
2
ϒ̃(κ) log

(
σ 2
E

)
−
1
2
log

(
P2ζ 2σ 2(NE + λ)+ σ 2

E

))
,

(67)

where ϒ̃(κ) =
(
1−QNE/2

(√
λ,

√
κNE
σ 2

))
, which completes

the proof.
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