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Hiding images in noise
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Abstract: A limitation of free-space optical communications is the ease with which the
information can be intercepted. This limitation can be overcome by hiding the information
within background optical noise. We demonstrate the transfer of images over free-space using
a photon-pair source emitting two correlated beams. One of these beams contains image
information, to which noise is added, and the other correlated beam is used as a heralding trigger
so that the intended recipient can differentiate this image signal from the background noise. The
system uses spontaneous parametric down-conversion to create photon-pairs with a wide spectral
bandwidth and a gated intensified camera to extract the image from the background noise. The
high-dimensionality of the image space means that the information content can be many bits per
detected photon, whereas the heralding photon can be restricted to a single spatial-mode within a
secure fiber which itself could be protected against interception by traditional low-dimensionality
quantum key protocols.

Published by Optica Publishing Group under the terms of the Creative Commons Attribution 4.0 License.
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1. Introduction

Photon-pair sources, usually based on parametric down-conversion, have been used to enact
numerous examples of quantum imaging. These examples use the signal and idlers photons in
various combinations to illuminate the object and one or more detectors relying on the correlations
between the photons to reveal images that neither the signal nor idler photons can do alone.
An early example of this was quantum ghost imaging where the signal photon illuminates the
object, the idler photon defines a position within the image that is only being revealed from the
coincidence count [1]. Since signal and idler beams emitted by the down-conversion need not be
of the same wavelength, ghost imaging allows the object to be illuminated at one wavelength
whilst the image can be recorded on a camera at a more convenient wavelength [2]. Temporal
objects can be recorded via temporal ghost imaging where a temporal object is reconstructed
instead of a two-dimensional image by modulating the temporal signal [3,4]. Another example
technique is quantum illumination, where the signal illuminates the object but the position of
both signal and idler photon is recorded, the correlation of the two measurements reveals an
image which is insensitive to both background light and detector noise [5], this approach has
been demonstrated for full-field imaging [6–9].

A more recent development has built upon two-path interferometry where an object inserted
into one arm of the interferometer is observable in both interference patterns which emerge. In a
quantum non-linear interferometer, the beam splitters are replaced with down-conversion crystals
so that the two arms of the interferometer and its two outputs have different wavelengths. An
object can be inserted into one arm, illuminated at one of the two wavelengths, and the resulting
interference pattern can be recorded at the other – more convenient – wavelength [10]. There
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have been a number of experiments without imaging where correlated photons have been used to
improve the capabilities of sensing systems [11,12]. Photon correlation has been shown within
spectroscopy to enable photon counting signals to be measured [13]. Correlation has also been
used for temporal heralding within photon counting system for single-pixel imaging [14,15]. One
method concealing spatial images is within speckle, it has been shown that speckle can be used
to transmit information in a hidden way that is not observable to an eavesdropper [16].

These various techniques are possible because the down-converted signal and idler photons are
correlated in the position, transverse momentum, generation time, energy, phase and (depending
upon configuration) polarisation. Early work on single photon communication systems also
showed that operation in high backgrounds could be achieved using correlations to gate each
photon [17] and in recent year this has been key to reducing the background induced error rates
in quantum secured key distribution systems [18]. This proposal moves towards a principle of
multi-channel distribution of a secure key [19].

In this work rather than being motivated by developing a new type of imaging system, we are
using the temporal correlation of the signal and idler photons to recover a transmitted image that
has been hidden within a background of optical noise. We use the signal photons to illuminate an
object at the transmitter and then relay this image to a time-gated camera in the receiver. The
heralding idler photons are routed separately to the camera, their detection being used as a trigger
to the camera to record the position of the signal photon and distinguish this time-correlated
photon from any background noise. Indeed, we deliberately add optical background noise to the
signal photons so that any potential eavesdropper, without access to the time-correlated herald,
cannot identify the image-carrying photons from those noise photons within a given time period.
This conditional covertness enables the image to be concealed within the time for which the
image is transmitted. The high-dimensionality of the image space means that the information
content can be many bits per detected photon, whereas the heralding photon can be confined to a
single spatial-mode within a secure heralding fiber. Although this heralding fiber could itself be
eavesdropped and used to trigger an intercept camera it would also be possible to secure this link
by traditional quantum key distribution techniques, using the timing information within a lower
dimensional secure link to secure the high dimensional image data.

2. Methodology

To hide an image within noise the transmitted photons must be indistinguishable from the
background of optical noise. The photons are required to have a wide spectral bandwidth, such
that spectral filtering cannot distinguish them; and be produced at random intervals, to ensure
a temporal signal cannot be detected. A way to produce individual photon-photons with these
characteristics is via spontaneous parametric down-conversion (SPDC).

Our source was based upon a laser diode pumping a ppKTP type-II non-linear crystal with a
total length of 20 mm, with a chirped periodic structure providing gain over a broad spectral
bandwidth of down-converted photons. Pumped with a 405 nm continuous wave (50 mW) laser,
the non-linear crystal generated correlated signal and idler photons in the range of 700 nm to 950
nm [20,21]. The down-converted photons had orthogonal polarisation and are separated from
each other using a polarising beam splitter. The 405 nm light was filtered out with a long-wave
optical pass filter and the correlated photons were coupled into separate single mode optical
fibers (SMF). An experimental schematic is shown in Fig. 1. Within our system the heralding
efficiency was defined as the number of correlated photons measured as a percentage of the total
number of photons measured. When the fibers were directly connected to the detectors, the
heralding efficiency was found to be 15% when measured with silicon SPAD detectors.

To transmit the image, one photon of the down-converted pair acted as the heralding photon
and was coupled to a SMF (1 m) connected to a single-photon avalanche diode (SPAD) photon-
counting module (Excelitas SPCM-AQRH). The other photon of the pair was coupled to a longer
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Fig. 1. The diode laser and ppKTP crystal form the correlated photon source, which
produces pairs of temporally correlated photons are separated by a polarising beam splitter
(PBS). One of the photons enters a short optical fiber to trigger a single-photon avalanche
diode (SPAD) that triggers the gated intensified camera. The other photon enters a delay
line and is then incident on a DMD displaying an image that is imaged on to the camera, the
digital delay within the camera is set such that the temporally correlated photon is captured
during the activation of the gated intensified camera.

SMF (50 m) forming a delay line, light from which was collimated and relayed to illuminate a
digital micro-mirror device (DMD) acting as a programmable mask to generate the image to be
transmitted. The image shown on the DMD is imaged via a pair of lenses on to the camera sensor.
The camera used was an Andor iStar 334T fast gated intensified CCD, it has a programmable
trigger delay, which when combined with the previously mentioned fiber delay line, was adjusted
such that the gate was open for the arrival of the photon containing the image information. In
principle each photon-pair triggered the camera to record the position of the corresponding image
photon and an image was accumulated over many such single-photon events. The maximum
gate rate of the camera is ≈ 200 kHz, and the detector array was read as a single frame at 1 Hz,
with the required number of these frames been summed to give an image containing the desired
number of total photon events. In this system the image transmitter and the receiver system were
separated by 2 metres.

A background of optical noise was produced with a broadband LED used to illuminate the
camera with light of a similar spectral characteristics (600 nm-1050 nm) as the down-converted
photons. The LED was controlled with a National Instruments USB-6361 multi-function I/O
device, calibrated to give a known level of background light by changing the voltage applied to
the LED. The calibration was performed by reducing the camera exposure time and performing
a photon counting operation to enable the individual photons arriving within the frame to be
spatially resolved.

To quantify extent to which images could be deliberately hidden in the noise the camera was
operated in two modes: firstly, a non-heralding mode where for each image the gating voltage
was high for a duration of 1 second to capture all photons incident on the camera, and secondly
the heralding mode where an arriving signal from the SPAD triggered the camera gate for 10
ns, this occurred repeatedly before the images was read out. In this heralding mode the camera
integrates over many single-photon event on the detector chip. Note that due to the random
distribution of generated photon-pairs in time and the dead-time of the SPAD, some coincidence
detection events are missed when multiple pair generation events occur in a narrow time window
such that photons arrive at the detectors during the dead time.
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3. Results

The image accumulation was repeated using both heralded and non-heralded modes of operation
for a range of background light levels between zero photons-per-pixel and 38 photons-per-pixel,
the results are presented in Fig. 2. The presented images were acquired over a total of 50
acquisitions of 1 second with all the frames summed together. The background level was
measured by removing the correlated photon source and reducing the camera acquisition time
until individual photons could be resolved.

Non-heralded 

images

Heralded 

images

Background level 

(photon/pixel/s)
Off                   7.6                  15.2                 20.8                30.4                  38.0

Signal-to-noise               10.8                  10.1                  8.2                   7.2                    7.5                   7.3

Signal-to-noise               12.0                   1.9                   0.5                   0.3                    0.1                   0.1

Fig. 2. The non-heralded and heralded images measured with a gated intensified camera.
The measurements shown are for 50 seconds of acquisition, shown for a range of background
levels where the LED voltage has been adjusted to change the background optical noise. The
signal-to-noise has been calculated for each image comparing the standard deviation of the
noise and the signal magnitude at the centre of the image.

The images acquired from the camera used a region of interest with size 55 × 60 pixels. The
photon source was measured by the SPAD to produce photons at a rate of 5 × 105 photon/s, as
measured by the SPAD. For the heralding mode the camera measured 1.27 photon/s in the image
area when in darkness, while with the photon source active and the DMD configured to relay
all incident light from the source to camera, 105 photon/s were measured by the camera. This
reduction in photon number from the SPDC source and the camera is due to the loss within the
optical system, the coupling light into fiber, the quantum efficiency of the SPAD (∼ 50%) and
the quantum efficiency of the gated intensified camera (∼ 10%). When projecting an image
using a mask the number of photons is reduced depending on the fill-factor of the mask. In the
non-heralding mode, the number of photons arriving from the photon source was measured as
approximately 6000 photon/s.

The system was adjusted to increase the beam size to approximately 100 pixels diameter on the
camera, with a region of interest of 120 × 120 pixels. The measurement time was increased to
100 seconds due to the larger area and therefore lower photon density. The mask was changed on
the DMD and recorded on the camera with a measurement time of 100 seconds, the background
level was 38 photon/pixel/s. The images captured for different images shown on the DMD are
shown in Fig. 3. Without heralding an eavesdropper would be unable to measure the image
within the same time period as the receiver due to the additional background illumination.

Optical hiding conventionally relies on cryptography to encode a hidden image within a visible
image [22], within these systems there exists an encryption that enables redundancy in the image
that allows for a robust reconstruction of the hidden image if a section of the visible image were
blocked, however these systems respond poorly to high levels of noise within the measurement
for reconstruction [23]. Within our system the image is not encrypted but hidden within noise
with a significantly higher signal-to-noise ratio than the cryptographic systems.
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Fig. 3. The non-heralded and non-heralded results measured with a gated intensified camera.
The measurements shown are for 100 seconds of acquisition. The mask was changed after
100 seconds, demonstrating the ability to dynamically change the transmitted image, and for
the image to be concealed within the background optical noise.

For brighter photons sources there would be a reduction in the heralding efficiency due to the
increase in the likelihood of measuring an accidental coincidence. However, for this measurement
the limitation on the timing correlation originates from the camera temporal resolution. Faster
detectors could allow better timing discrimination of the paired photons from background, and
consequently improved rejection of noise and higher signal-to-noise.

Beyond the ability to securely transmit images, it is worth considering the information content
of these images, which due to their many-pixel nature potentially offers an information rich
approach of many bits per photon. In the extreme case, an image comprising P pixels but only
a single-photon has an information content given by log(2P) bits per photon. Increasing the
number of photons in a single image increases the information content, N photons giving an
information content of N log(2P/N!) bits per photon. Hence, we note that the information content
is maximised by having N single-photon images rather than a single image of N photons.

4. Conclusion

We have demonstrated that images produced from a correlated photon-pair source can be hidden
within a background of optical noise. In choosing a carefully designed source with random
temporal emission of photon-pairs with a wide spectral bandwidth, the image photons cannot be
differentiated from the background via any temporal or wavelength filtering. The images can be
recovered from the noise by using a gated camera triggered using the time-correlated photon.
This transmission of images can be used for the covert communication of information in a secure
way, where the information content is limited by the ability to discern photons on the camera.
However, this method has shown that the image reconstruction can be performed in 60 seconds
with current technology. The experimental demonstration is performed within the confines of the
laboratory, but the length scales could be significantly extended. For a practical transmission the
receiver would require the camera and a secure method implemented to transmit the heralding
photons. As with any transmission system there would be loss and aberration due to turbulence
and other environmental effects. Wavefront correction would need to be implemented, for a
broadband source this would be a more complex problem than correction for a single wavelength.
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Also, due to the nature of the quantum source, photon counting detectors would be required and
therefore limit possible transmission rates.

The ability to hide images could be further enhanced by the applying a non-uniform and
temporally varying background illumination, where this pattern noise could have a larger
contribution to the effect of hiding the spatial image. the throughput of images is ultimately
restricted by technological issues such as the quantum efficiency of the camera, limitation of the
gating time and the dead-time of the heralding detector.

Although offering a technical level security to the transmission of images we acknowledge that,
in principle, the heralding photon itself could be intercepted, used to trigger an eavesdropper’s
camera and then both the heralding and image photons could be re-transmitted to the intended
receiver. As such the image link is no longer secure. However, we note that this flaw could be
addressed by applying a standard quantum key distribution protocol to the heralding channel,
where the photons could be polarisation encoded in the transmitter and decoded in the receiver
whilst randomising the generation and measurement bases. Any attempt to intercept and re-
transmit these heralding photons would be revealed by examining the anticipated correlation in
the transmitted and measured states.
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