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Vehicle-to-everything (V2X) communication is expected to offer users available and ultra-reliable
transmission, particularly for critical applications related to safety and autonomy. In this context,
establishing a secure and resilient authentication process with low latency and high functionality may
not be achieved using conventional cryptographic methodologies due to their significant computation
costs. Recent research has focused on employing the physical (PHY) characteristics of wireless channels to
develop efficient discrimination techniques to overcome the shortcomings of crypto-based authentication.
This paper presents a cross-layer authentication scheme for multicarrier communication, leveraging the
spatially/temporally correlated wireless channel features to facilitate key verification without exposing
its secrecy. By mapping the time-stamped hashed key and masking it with channel phase responses, we
create a PHY-layer signature, allowing for verifying the sender’s identity while employing the correlated
channel responses between subcarriers to verify messages’ integrity. Furthermore, we developed a Diffie-
Hellman secret key extraction algorithm that employs the computationally intractable problems of the
Chebyshev chaotic mapping for channel probing. Thus, terminals can extract high entropy shared keys
that can be used to create dynamic PHY-layer signatures, supporting forward and backward secrecy. We
evaluated the scheme’s security strength against active/passive attacks. Besides theoretical analysis, we
designed a 3-Dimensional (3D) scattering Doppler emulator to investigate the scheme’s performance at
different speeds of a moving vehicle and signal-to-noise ratios (SNRs) for a realistic vehicular channel.
Theoretical and hardware implementation analyses proved the capability of the proposed scheme to

support high detection probability at SNR > 0 dB and speed < 45 m/s.
© 2022 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).
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1. Introduction ery 100-300 msec in accordance with the IEEE 802.11P standard

[3]. These messages support many safety-related applications, in-

Due to the advancement in wireless communications and net-
working technology, vehicular ad-hoc networks (VANETs) have be-
come more prevalent in recent years, thanks to their ability to im-
prove safety and efficiency in transportation [1]. VANET is a form
of a mobile ad-hoc network in the vehicle domain that enables
direct vehicle-to-everything (V2X) communication (e.g., vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I)) via a dedicated
short-range communication (DSRC) protocol [2]. In this protocol, a
safety-related message is sent by each vehicle in the network ev-
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cluding traffic management services, collision avoidance, and traffic
navigation [1]. Unfortunately, due to the communication nature of
VANETs through open access wireless channels, the communica-
tion link can be compromised by an adversary, and the message
contents can easily be altered, deleted, and replayed, which can
lead to serious consequences, e.g., unsafe driving and accidents
[4]. Therefore, identity authentication and message integrity are
essential security services that must be established to guarantee
secure communication between terminals [5]. Generally, the ve-
hicular network comprises three primary entities: a trusted or
certificate authority, numerous roadside units (RSUs), and vehicles
mounted wireless devices known as onboard units (OBUs).
Public-key certification is commonly used in authentication [6],
referred to as public key infrastructure-based (PKI-based) schemes.
The main defect with this method is the high communication load
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resulting from distributing the certificate revocation list (CRL) of
malicious vehicles between network terminals and the compu-
tation cost of checking this list for each received signature. In
addition, centralizing certification services on servers could com-
promise access availability of high mobility terminals. Further-
more, storing a bunch of key pairs and their associated digital
certificates requires a large storage capacity. In an effort to ad-
dress these issues, several identity-based (ID-based) authentication
schemes have been introduced [7-16], supporting VANETS’ security
and privacy requirements. Nevertheless, some of these schemes
are subject to the high computation costs of bilinear pairing and
map-to-point hashing operations, reducing the network efficiency,
particularly in dense traffic conditions. By using group signature-
based (GS-based) schemes, group members are able to sign mes-
sages anonymously, and only the group manager can track their
real identities, thus assuring conditional privacy preservation [17].
However, in order to maintain forward and backward secrecy, the
entire group must be reconstructed for each vehicle leaving or
joining the group area, which is not feasible at high-speed termi-
nals. In Fig. 1, we summarise the common performance limitations
associated with crypto-based authentication in VANETS.

The 5G-based V2X network uses short-range communication in
the millimetre wave band to increase the network capacity and
the data transfer rate. Nevertheless, the frequent authentication
handover poses a significant challenge due to the high compu-
tation cost of crypto-based approaches, deteriorating the quality
of service. Therefore, the need for a fast and secure authentica-
tion process to support communication continuity is vital, which
is incompatible with existing signature-based methods [18]. In re-
sponse to this challenging scenario, recently, many keyless PHY-
layer authentication schemes have contributed to a wide range
of wireless applications as an efficient distinguishing technique to
address the limitations of conventional cryptographic approaches
[19-23]. In one of these techniques, the short-term spatially and
temporally correlated channel features between two communicat-
ing wireless devices, such as the channel state information (CSI)
[19], the received signal strength (RSS) [20], the power delay pro-
file [21], and the power spectral density [22] are used to ensure
that the received signals Rx(t) and Rx(t + At) are transmitted
from the same source, for At < coherence time T.. This technique
is referred to as the “feature tracking” mechanism.

One of the ways to discriminate between different devices is
to exploit the slight variations of the hardware imperfections aris-
ing from the manufacturing process, e.g., carrier frequency offset
[23], and analog front-end imperfections (I/Q imbalance) [18]. Be-
sides keyless approaches, key/tag-based techniques have emerged
to provide reliable authentication at the PHY-layer by superimpos-
ing a pre-agreed tagged signal onto the transmitted coded data
packet [24]. However, the existing PHY-layer authentication tech-
niques suffer from the following limitations:

1. For channel-based approaches, it is necessary to observe all
the corresponding terminals to identify their distinct features
within the limited coherence interval, which is not practicable
in extremely dense applications. In addition to the low detec-
tion rate in conditions of significant channel variations.

2. For hardware imperfections approaches, the slight dissimilari-
ties in the extracted features from different devices can mis-
lead the decision rule.

3. In tag-based approaches, performance and security are traded
off at different ratios of signal-to-tag power allocation.

In this sense, PHY-layer-based authentication cannot be used as a
standalone solution as an initial legitimacy/identity detection must
be carried out using traditional methods. However, it can be com-
plementary to crypto-based approaches implemented at the link

Vehicular Communications 39 (2023) 100547

PKI-based:

- The need for large storage capacity

- A high cost of distributing CRLs

- A high cost of checking the CRL

- Vulnerable to Denial-of-Service attacks

ID-based:

- TA is responsible for generating all
private keys

- Bilinear pairing-based signatures are
computationally costly

Crypto-based
Authentication
in VANETSs

GS-based:

- Complex key distribution process

- Cannot offer forward and backward secrecy
for high-speed terminals

- Verification is computationally costly

Fig. 1. Performance limitations of authentication in VANET.

and application layers of the protocol stack. This is referred to as
“cross-layer authentication” [18]. Hence, it is critical to select the
proper PHY-layer method that is functionally compatible with the
upper-layer cryptographic technique to satisfy the application re-
quirements related to the range of communication, computation
constraints, broadcasting rate, and channel variations.

In [25], a patent has been presented for RF fingerprinting in-
tegrated with PKI-based authentication. Reference [26] presents a
different integration method for mobile MIMO systems, whereby
PKI-based authentication is applied as an initial authentication
step, followed by the feature tracking method for re-authentication.
For improved performance, the Adaptive Kalman Filter is employed
in [27] to predict the upcoming CSI and RSS based on the previous
estimations and compare them with current observations in a 2-
Dimensional hypothesis testing problem. Reference [28] integrates
the physically unclonable function (PUF) of the integrated circuits
with the pseudo-ID-based method. The strength of the PUF tech-
nique relies on the unpredictable response R generated from the
input challenge C based on the PUF response P so that R = P(C).
Despite the ability of these cross-layer methodologies in increasing
the authentication rate, they cannot be effectively used for V2X
applications due to the high dynamic behaviour of the moving
vehicles, which can cause fluctuations in channel fading between
high and low levels in urban and rural areas, posing a challenging
scenario [18,29]. Therefore, further research is needed to address
this limitation.

This study leverages the existing PHY-layer authentication ap-
proaches to present an efficient way of identity and integrity ver-
ifications in VANETs. Using the key-based approach, we create
a time-stamped “PHY-layer signature” for each transmitted data
packet of the orthogonal frequency division multiplexing (OFDM)
system, which is used to verify the sender’s identity. To determine
the message’s integrity, we examine the correlation of the esti-
mated channel responses between each pair of the received OFDM
symbols in a binary hypothesis testing problem. The proposed
scheme can serve as an alternative to existing signature-based
schemes without violating VANETs security and privacy require-
ments. This eliminates the considerable computation and commu-
nication costs incurred by the need to generate and send a crypto-
graphic signature for every transmission.

We developed a pairwise PHY-layer key agreement algorithm
that takes advantage of the short-term reciprocal characteristic of
the channel phase response to establish a high entropy secret key
between two communicating terminals. Using this key, the PHY-
layer signatures are dynamically updated for each session, ensuring
forward and backward secrecy. The current state-of-the-art for se-
cret key extraction has been developed, given that more than half
a wavelength (A/2) separates the network terminals. Thus allow-
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ing for location decorrelation between legitimate and wiretapped
channel responses, which can be specified by a zero-order Bessel
function, where the first zero occurred at a A/2 distance between
the legitimate user and the adversary [29]. In fact, by applying this
assumption in V2I communication, a compromised RSU allows an
attacker to gain access to the surrounding vehicles’ secret features,
making this condition unrealistic in V2I applications. Therefore, we
designed a Diffie-Hellman secret key extraction algorithm that in-
corporates the Chebyshev mapping operation [30] for probing the
channel. By doing so, the algorithm does not need a A/2 dis-
tance between terminals, thus providing an efficient performance
for V2X applications. The following is a summary of the main con-
tributions:

1. For key extraction, we proposed a fast and secure key agree-
ment technique for V2X applications. Accordingly, we take ad-
vantage of the unique cryptographic properties of the Cheby-
shev chaotic mapping and the spatially and temporally cor-
related channel phase responses within the coherence period
to design a PHY-layer key extraction algorithm for the OFDM-
based DSRC system. A thresholding optimisation strategy is
proposed to adjust the size of the thresholding region to the
noisy channel phase estimation error in order to optimise the
tradeoff relationship between the bit generation rate (BGR)
and the bit mismatch rate (BMR), where the BGR is the num-
ber of the extracted bits and the BMR is the number of mis-
matched bits, out of the total number of channel samples.

2. For authentication, we offer key-based and feature tracking
mechanisms to allow for PHY-layer identity and integrity ver-
ifications, respectively, employing the extracted key and fol-
lowing the initial legitimacy detection using the upper layer’s
signature-based approaches. By creating a PHY-layer signature
as an alternative to the existing crypto-based signatures, the
corresponding terminal can securely verify the sender’s legiti-
macy, employing the correlated channel attributes to check the
integrity of the received data.

3. For validation, we investigated the proposed scheme’s theo-
retical effectiveness as well as its security robustness against
passive and active attacks, including impersonation, replaying,
and modification.

4. Further, we introduced a Doppler emulator block to simulate
the Doppler components of a 3D scattering V2I scenario in the
time domain, see Fig. 13. This block allows for empirically ex-
ploring the receiver operating characteristics of the PHY-layer
authentication process at various speeds and SNRs for a real-
istic vehicular wireless channel using a software-defined radio
platform, the Universal Software Radio Peripheral (USRP).

The following structure summarizes the rest of the paper. Sec-
tion 2 provides an overview of recent related works. Section 3
introduces the preliminary knowledge, while the scheme model is
presented in Section 4. Performance evaluation and threat mod-
elling are given in Section 5. In Section 6, simulation and hard-
ware implementation analyses are presented. Finally, Section 7
concludes this study.

2. Related works

In recent years, various authentication studies have contributed
to VANET applications. In [6], Raya et al. proposed a modified
PKI-based scheme in which a large number of anonymous dig-
ital certificates along with their related public and private key
pairs are stored in vehicles’ tamper-proof devices (TPDs). By doing
this, vehicles can sign messages anonymously for a period of time,
avoiding location tracking attacks and supporting privacy preserva-
tion. In order to address PKI limitations regarding CRL management
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and the requirement for a large storage capacity, recently, several
ID-based schemes have been developed [7-16]. Liu et al. [7] pro-
posed the first proxy-based authentication scheme in which the
proxy vehicles employ their computation availabilities to verify
signatures in favour of the RSUs and broadcast their verification
results. In fact, this work is limited to V2I communication with-
out considering the scenario of V2V communication. In [8], Asaar
et al. revealed that the scheme presented in [7] is vulnerable to
impersonation and modification attacks, then presented a modi-
fied proxy-based scheme, offering superior computational perfor-
mance. However, the improved scheme preloads the TA’s master
key into vehicles’ TPDs, which is insecure due to the high vulner-
ability to side-channel attacks for imperfect TPDs. Resisting this
type of attack, Bayat et al. [9] make use of the secure communica-
tion link between the TA and RSUs to store a dynamically updated
master key into the RSUs’ TPDs. Based on bilinear pairing prop-
erties and map-to-point hashing operations, they developed an
ID-based scheme that supports batch verification. However, its sig-
nificant computation complexity motivated Al-shareeda et al. [10]
to design a free pairing conditional privacy-preserving authentica-
tion scheme, employing the online mode for updating TPD’s secret
parameters to avoid potential side-channel attacks. However, the
communication cost remains high. In a lightweight ID-based so-
lution, Wei et al. [11] employed the factorization problem of the
Rivest-Shamir-Adleman cryptosystem for identity verification.

What’s more, a recent study by Zhang et al. [12] demonstrated
that the proposed scheme in [11] is vulnerable to the common
modulus attack, which can expose the vehicles’ secret parame-
ters. Mitigating the computation load on the vehicles’ side, refer-
ence [13] suggested a technique based on edge computing where
the RSUs verify the received messages from adjacent vehicles and
broadcast their verification results to surrounding vehicles. In [14],
Limbasiya et al. demonstrated that [13] had security weaknesses
related to concatenation and impersonation attacks, then devel-
oped a message authentication approach based on symmetric key
cryptography. In reference [15], Lyu et al. employed the Timed Ef-
ficient Stream Loss-tolerant Authentication (TESLA) method along
with the Elliptic Curve-based digital signatures to design a scheme
that forecasts the vehicle’s future position for immediate message
authentication. Despite this, the high communication cost associ-
ated with the Merkle Hash Tree’s added leaf values continues to
pose a challenging issue. In order to reduce the cost of commu-
nication and maintain privacy, Zhong et al. [16] implemented a
certificateless aggregation signature scheme that reduces the sig-
nature size. However, the authors neglected to consider V2V ap-
plications, which is an important aspect given that vehicles have a
lower processing power than RSUs.

3. Preliminaries

In this section, the network structure is described, and then we
review VANETS’ security and privacy requirements and a number
of fundamental concepts used in this study.

3.1. Network configuration

VANETs are typically composed of the following entities, see
Fig. 2.

1. The trusted authority (TA): As a trusted third party, TA is re-
sponsible for initialising the public parameters and terminals’
secret keys as well as preloading them onto registered vehi-
cles and RSUs before joining the network. It is also capable
of detecting and revoking misbehaving vehicles through their
pseudo-identities.
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Fig. 2. VANETs architecture.

2. The RSUs: Road infrastructures on both sides have wireless
communication devices to connect with nearby vehicles and
wired communications to connect with the TA. As a gateway,
it serves primarily as a cooperative relay and broadcast point
within VANETSs.

3. Vehicles’ OBUs: Vehicles are equipped with onboard units that
provide wireless communication services and perform all com-
puting functions. Further, each OBU has enough computational
resources to generate large integer numbers that function as
the vehicle’s secret parameters.

The notations used in this paper are listed in Table 1.
3.2. Security and privacy objectives

The proposed scheme complies with the requirements of
VANETs, including security and privacy [5] as

1. Message authentication: Each message can be verified for au-
thenticity and integrity by the recipient.

2. Privacy preservationfidentity anonymity: Neither semi-trusted
(RSUs) nor distrusted (adjacent vehicles) terminals can deduce
identifiable information about the transmitter based on mes-
sage contents.

3. Forward and backward secrecy [31]: A malicious adversary can’t
discover the shared keys for previous and upcoming sessions
based on that of the current session.

4, Security strength: The proposed scheme must be immune to
typical adversarial attacks as follows [32].

(a) Immunity to impersonation: An adversary tries to forge a
trusted terminal’s secret parameters to impersonate it. In
this case, we analyse two potential scenarios in which the
attacker is further or closer than A/2 distance from the
transmitter (Tx) or the receiver (Rx).

(b) Immunity to modification: In this case, an adversary tampers
with the transmitted messages by altering or modifying
their contents.

(c) Immunity to replaying: In this case, an adversary retransmits
previously broadcasted messages after a period to deterio-
rate the network performance.

3.3. Mathematical foundations

As part of the proposed scheme, the proposed secret key extrac-
tion algorithm takes advantage of the unique cryptographic prop-
erties of the Chebyshev chaotic mapping in terms of the significant
computational complexities of solving the discrete logarithm and
Diffie-Hellman problems to probe the channel. The following are
some important theoretical concepts.

1. Chebyshev chaotic mapping [30]: T, (x) is a polynomial mapping
function of input x € [—1,1] and output y € [—1,1] with a
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Table 1

List of Acronyms.
Symbol Definition
6; The initial primitive root of the i subcarrier
ni, m;j Tx and Rx secret parameters
r The quantisation order
M) The mapping function
M) The inverse of the mapping function
At The transmission time interval
hi, & Channel amplitude and phase responses
k The symmetric key and equals (kq|lkp)
T, The signal receiving time
Ta The timestamp expiry period, e.g., [00:00:59]
ng The normalization coefficient
Ug Vehicle's speed
) The distance driven by the vehicle within At
n Angle’s resolution value of the I scatterer
ba, Pb The mapped signatures
g 1, Bal Azimuth and elevation angles of departure
Ay The step angle (rad) of the I scatterer
D Direct distance between the Tx and scatterer
dq The Doppler component of the I scatterer
Pe, Pq Probabilities of error and detection, respectively
Pyq Probability of false alarm
a; The acceptable probability of error
ay The acceptable probability of false alarm

constant density 1/ (n\/1 —xz). and n is an integer number.
The formulation of T, (x) is given by:

cos(n-cos™(x), xe[-1,1]

Th(x) =
cos(n-0), Xx = cos(0)

(1)

where 6 € [0, r].

. In [33], the chaotic mapping operation in (1) is extended for

x belongs to the interval (—oo, +00). The extended map func-
tion has two important properties denoted by the following
definitions:

(a) Definition 1: Given the two variables x € (—o0, +00) and y,
it is infeasible for an attacker to deduce the integer n, such
that T,(x) mod p = y, where p is a large prime number.
This problem is defined by the Discrete Logarithm Problem
(DLP).

(b) Definition 2: Given x € (—o00,400), Tp(x) mod p, and
Tm(x) mod p, the attacker has no chance to estimate
Tnm(x) mod p, referred to as the Diffie-Hellman Problem
(DHP).

. The Chebyshev mapping operation T,(x) : [—1,1] — [—1,1]

is employed in the key generation process by taking the in-
verse cosine of (1) and doubling the input range to get T, (6) :
[0, 27) — [0, 27), denoted by

n-6 mod p, 6 e|0,2m)

T .(6) =
n® n-cos~'(x) mod p, x=cos()

(2)

where p = 2m, and n is a large integer number of order
[logy(n + 1) bits.

4. Scheme modelling

This section describes the adaptive Diffie-Hellman secret key

extraction process, and then we present the PHY-layer re-authenti-
cation process in detail.
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4.1. The Diffie-Hellman key extraction algorithm

Contrary to the current state-of-the-art, the proposed secret key
extraction algorithm does not need a 1/2 distance between users.
By employing the Chebyshev-based Diffie Hellman key exchang-
ing protocol in the channel phase response-based key extraction
process, the communicating terminals can obtain a high entropy
secret key k in any wireless propagation environment (dynamic
or even static). In addition, this mechanism allows the channel
to be probed repeatedly within the same coherence period T¢,
thereby increasing the BGR. In general, the key generation process
involves channel probing and thresholding, information reconcili-
ation, and privacy amplification. The former includes exchanging
probe signals between vehicles to obtain channel estimates, quan-
tising these estimates, and converting them into bit streams. The
reconciliation stage corrects the mismatched bits. As for the pri-
vacy amplification stage, this further enhances the secrecy of the
extracted bits by hashing the corrected secret key. By applying (2)
for an OFDM system of N subcarriers, (2) can be rewritten as

n; - 6; mod p, 0; €10, 2m)
n; - cos~1(x;) mod p, x; =cos(6;)

Ty, (61) = 3)
where i =1,...,N and p = 2m. Let 6; be the initial primitive
root of the it" subcarrier and equals 27 /2" for r € {1,2,3}. The
choice of the r value depends on the size of the phase-based
thresholding region. In the polar coordinates, for r = 3,e/f =
ef™/4 is considered as the generator g of the finite cyclic group
Zy—y3 of order 8, defined as Zg = (g) = {1. g, g2, g%, g%, g°. g%, &7}
in which g" mod8 _ ojni.6; mod2mw _ ejTr’.,-(ei) such that gS mod8 _
ej2m mod2m — 1 Apy element in the group can create its sub-
group. For example, Z4 = (g2) = {1, g% g* g°} of order 4 and
Z, = (g*) = {1, g%} of order 2, as shown in Fig. 3. Based on the
cyclic group theorem [34], it is computationally infeasible to de-
termine: 1) T,;im]_ (), given T,’“ (6;) and T{ni (6;), where n; and m;
are large integer private parameters of the it subcarrier at the side
of Alice and Bob, respectively; 2) the secret parameter n;, given 6;
and T,Qi (6), so that the attacker needs 2[log2(i+ DT rials to con-
struct a brute-force attack and have a correct estimation, similarly
for m;. Fig. 4 shows the Diffie-Hellman channel probing mechanism
between the vehicle V;(Alice) and the RSU R;(Bob). For simplic-
ity, in this study, all formulas are denoted in the frequency domain.
In a three-step process, the probing and thresholding stage is per-
formed in the half-duplex mode as follows.

1. Channel probing: In this step, Alice initiates two subsequent
OFDM symbols with random phases Téni (6;) and Tr/u ;) at
time to and tg + At so that the transmitted signals can be
formulated as

N
[2Es
Sa (to) = Z Tse](znigi)
i=1
N
12Es inio;
Sa (to + At) = Z Tse](nlet)
i=1

where At is the transmission time interval < T.. The received
signal by Bob can be formulated as

(4)

N 2
_ Z 2 |hl][ Eg ej(2n,'9i+§b,,') + N;
i=1

N
p (tp + AL) = Z 2|h| Es pi(ni+4),)+ N

Vehicular Communications 39 (2023) 100547

« er,r =3
o= Ty, T =2
<mm Iy, r=1

Fig. 3. Cycle graph of order 2", for r=1,2,3.

>N exp(2n;6;) YV |hpi|exp(2n6; + Ebl)]
i, exp(n;6;) i=1|hb,i|exp(”i9i + Eb i

iL1exp(2m;6;)
YL exp(m;6;)

i:1|ha,i|exp(mi9i +fal

Fig. 4. Diffie-Hellman probing step in a noiseless channel.

where N; and N; are complex additive Gaussian noises
CN (0,2ENp) with zero means and variances 2ENg, h; and
& are the Rayleigh fading channel responses of the it" sub-
carrier for the signal amplitude and phase, respectively, also
& is a uniformly distributed random variable U[O, 27) for
i=1,...,N. In a similar way to (4), Bob replies by initiat-
ing two OFDM symbols with phases Témi (6;) and Ty, (6;) at
time t; and t1 + At.

. Signal equalisation: In this step, the received signals by Bob

are equalized by calculating ey (t) =y, (¢5) p (t + At)™ so that
Leyp j(t) can be expressed as

Lep i(t) =ni0; + ¢&p i + (wb,i - wz/”) (6)

where gp; =&, — 5,;, is the error results from the imperfect
channel reciprocity and wp ; and a)b are the phase estimation
errors resulted from N; and N in (5). It is noteworthy that
observations at different nodes or timeslots are affected by in-
dependent realizations of the noise [35]. With more samples
in the observation, the estimation error becomes a zero-mean
Gaussian random variable with variance o2 > Cramer-Rao
bounds of the phase variance estimation [36], so that the dis-
tribution of w and ' are A/ (0,02). Thus, the distribution
of Zepi(t) in (6) is also normally N (n;0;+ Sb,,-,202) with
mean n;0; + & ; and variance 202. After that, Bob computes
the round function of Zep ;(t) to get T,Qi (6;) as

T, (6;) = Round (ZLep ;(1))

= Round (niei +é&pi+ (wb"’ - w{,,)) "’

where Round(x) is a function that rounds x to the nearest
multiple of 27 /2". Then, Bob obtains Ty, (6;) by computing
T,/ni(f,;i (6y)). It is important to perform the Round function

before calculating T,;%_ ('IA',/,i (6;)) to avoid the significant error
caused from multiplying ¢p,; by the large integer number m;.
The same process is performed at the side of Alice to get
T{,imi (Ch) :T,;i (T{m (6)). The estimated T,’“mi (6;) at both sides
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are inversely mapped M~1(.) to convert it into bitstreams k.
The order of the inverse mapping operation depends on the r
value. For simplicity, a Gray code M~1(.) of order r =2 bits
can be formulated as

OO nml (91)6[ T[)

_ 01 ©) elZ, 3”)
M ( i, (91)) n,m, 1 37[ (8)
11 nm,(e,)e[ =)
10 T)p @) e[-3F, —T)
for i=1,..., N. Note that a Gray code spaces adjacent codes

one hamming distance apart, thus reducing the BMR of the
extracted keys.

3. Thresholding optimisation: In this step, the order of the thresh-
olding region r is optimised for 6; and M~1(.) at both sides
of the communicating terminals to provide a high secret bit
generation rate (SBGR) for acceptable BMR, where SBGR is
the number of correct/matched bits to the total number of
channel samples. By adapting the size of the quantisation re-
gion 27 /2" to different conditions of SNRs, the performance
of the key extraction process will be optimised. A small quan-
tisation region (i.e., high order of r) denotes high BGR and
BMR, and vice versa for large regions. For zero-value pri-
vate keys (n; =m; =0) and negligible non-reciprocity param-
eter (sa(b),, ~0) due to the small transmission time interval
(At ~ 16 ps for 64 subcarriers and 16 cyclic prefix samples,
in [37]), the distribution of the equalised phase Zeg)(t) in
(6) will be N (0,202). Similar to [38], both terminals can
exchange m probing packets and have their channel phase
estimates (Aéﬂ,%b) at timestamps (tq,tp) to learn the noisy

channel phase error distribution parameters, which equals

N (pe,i, varg j=0?) for mean wg; and variance varg; de-

noted by
QL
Mei= ; (Eaig’; (fi)) :
1 & o) 2 ©
varg = ——— 2 ( Eapy (fD) Mg,i)

where m equals 100 probe packets, as recommended in [38].
By learning and doubling the estimated variance in (9), both
terminals can learn the variance of Zeyp) (t)'s distribution 202
and agree on the quantisation order r. This method acts as
a forward indicator for the channel probing and thresholding
stage, see Fig. 5(a). Note that the quantisation region 2m /2"
is large for a large value of varg ;, and vice versa for a small
value, see Fig. 5(b).

Finally, the extracted key will be used for the PHY-layer re-
authentication process discussed in the following subsection.

4.2. PHY-layer re-authentication algorithm

In the first transmission slot, mutual identity authentication
between the communicating terminals is performed using con-
ventional signature-based algorithms implemented at the upper
layers of the protocols stack. This facilitates legitimacy detection,
as well as the exchange of authenticated Chebyshev probing se-
quences used to extract the symmetric shared key k. This key
allows for re-authenticating the received messages sent from the
same transmitter for the OFDM system of N subcarriers. This
study extends our research introduced in [39]. In a two-step pro-
cess, the identity of the corresponding terminal is re-authenticated
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Fig. 5. Modelling of the key extraction algorithm.

using a PHY-layer signature-based identity authentication mecha-
nism (PHY-SIAM), while the integrity of the attached data packet is
verified using a PHY-layer feature tracking mechanism (PHY-FTM).
In this study, we only assumed that the subcarriers are well sepa-
rated to ensure independent fading. Fig. 6 depicts the structure of
M OFDM symbols for N = 64 subcarriers in which N/4, and 3N/4
subcarriers are used for channel probing and zero-padding, and
signature/data transmission, respectively. The detailed steps are as
follows.

1. PHY-layer signature-based identity authentication mechanism
(PHY-SIAM): In this part, and after mutual identity verifica-
tion, the receiver checks the sender’s identity based on the
extracted key k. This key is divided into two subkeys, k; and
kyp, with equal lengths, which are used to generate the PHY-
layer signature of the attached data. The created signature is
transmitted from the vehicle V; to the RSU R; within the same
region along with its related data, as demonstrated in Fig. 7.
In general, PHY-SIAM consists of three primary phases, i.e.,
initialisation, signature generation, and message verification.
(a) System initialisation: In this phase, TA generates the PHY-

layer public parameters and preloads them into all regis-
tered network terminals. Accordingly, the system is initially
configured as follows.

- Mapping operation: A Gray coded 2-bits mapping func-
tion is used to map the input variable K = {«1k2,...,
K3N/2)—1K3N/2} to @, such that M(K) — ¢ is designed as

0  K;=[00]

o L)% Kki=[o1]

Gi=MEI=1" (10)
3K =[10]

for i=1, ..., 3N/4.

- Secure hash function Hy: {0, 1}* — {0, 1}3N/2,
- Finally, the tuple (Hq, M(.)) is preloaded into the net-
work terminals during the registration.
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Fig. 6. Symbols structure for OFDM system of 64 subcarriers.
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Step (1) Step (2) i=1 T
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BETE e N (13)
foo s+ day £ o Lo+ o, + 6 - / 2|h_i|2ES J(Witop,i+E) /
ARG <h- D e 23 T (ty + Ay =) T T N
a3 = a i=
fv = Uy + Pan S g fn 2 ¥y + Pan + 5 i=1
S s s - Message verification: In this stage, avoiding replaying at-
fi 2+ sy 2. 5 =i+ +& 2 . 8 ﬁ . 1 5 £ p-y 5
£ oW + by R 2 fo o+ Bpy + &) £ 3 tacks, Bob verifies the validity of the attached timestamp
s 2 p 2 . .
: ; :L e : ; :N Tq by checking if T, — T, < Ta holds or not. If holds, the
fu = Uy + b g 5= fu = by + P + &l % s received OFDM symbols are verified to avoid imperson-
- D - ation attacks using the symmetric key k and the attached
Timestamp T, Timestamp T, . .
—— —— timestamp Tg. In a similar way to (11), Bob computes the
Pseudo-identity PIDy; Pseudo-identity PIDy; . ’ h ) (et
mapped signatures ¢, and ¢;, and calculates 1} (t}) =
Safety-Related Message m Safety-Related Message m

rp(ty)e~% and 1} (t) + At) = 1y (£, + AL) e 1% Note
that & and & in (13) are highly correlated for At < T.
Thus, Bob verifies the sender’s identity by computing the
circular variance c.var(.) of Zc(t) =r} (t})r; (t) + At)* as

Fig. 7. The PHY-layer identity re-authentication mechanism in a noiseless channel.

(b) Signature ge.neration: In Fhis phase, each safety.—relat.ed v —cvar <i arctan (Im (Ci(t)))) (14)
message m is attached with the sender’s pseudo-identity Re (ci(t))
PIDy;, timestamp T,, and two OFDM symbols. These sym- =1
bols are collectively referred to as the PHY layer signature, where the circular variance [40] c.var(.) is given by
which is generated in a two-stage process as follows. N
- Signature preparation: In this stage, k, is concatenated = <C9S (£ (c) ) A= l Zai’
with the attached timestamp T, hashed, and mapped to sin (£ (ci)) N i—1 (15)
obtain ¢, of the first OFDM symbol. T, is defined here as v=1—|a|
a “nonce.” Similarly, ¢, is obtained by using kj for the sec-
ond OFDM symbol. The following are the formulation of where ||| is the norm function. Suppose an impersonator,
the mapping operations ¢, and ¢p. Eve, is attempting to masquerade as Bob. In this case, Eve

uses a different key k. to initiate a PHY layer signature,
which is considered as a hypothesis testing problem, given

$a = M (Hi (kallTa)) , (11) that
¢p =M (H1 (kplITa)) Ho
Ho: ¢y=¢a & ¢, =
- Signature generation: In this stage, the mapped signatures vsm, for {Hl Dol # e & ¢l,7 = ¢y (16)

are masked by uniformly distributed random phases ¥; ~ H1
U[0,2m) for i=1,..., N with probability density function
(PDF) 1/2m. Afterwards, Alice initiates two subsequent sig-
nals, sq (t2) and sq (t2 + At), with time difference At less
than the coherence time T, and frequencies fi,..., fN.
Then, Alice sends them to Bob in the form of

2. PHY-layer feature tracking mechanism (PHY-FTM): After verifying
the sender’s identity, the recipient can verify the integrity of
the received message in order to avoid modification attacks. In
this context, Bob employs the received probe symbols of the
it" subcarrier in the j® OFDM symbol for channel estimation,

where j=1,...,M data symbols. The channel observations

N 2E, . vector H j of the jth OFDM symbol consists of all the chan-

Sq (t2) = Z \/ Tef (Vit+dai) nel estimates obtained from the i subcarriers that hold probe
i=1 symbols (i.e., subcarriers highlighted in red in Fig. 6). To deter-

N BE. (12) mine whether the received data is sent from the same source,

Sq (tr + At) = Z [ 225 i (¥iton.i) the recipient compares the channel observation vector of the
=V T jth symbol with that of the (j — 1)t symbol, starting from the

PHY-layer signature at j = {1,2} to the Mt" OFDM data sym-

so that the received signals by Bob are denoted by bol. In this study, the channel estimation is performed using
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the iterative least square (ILS) [41] as well as the minimum
mean-square error (MMSE) [42] methods. The integrity veri-
fication process can be characterised as a hypothesis testing
problem in which Hy indicates that all data packets are trans-
mitted from the sender whose identity is verified using the
proposed PHY-SIAM, otherwise Hi. The hypothesis testing of
the normalised likelihood ratio test (LRT) can be represented

as
ne | A= Hia|®
ALRT = —_— forj=2,....M
|Hj]
Hy (17)
AIRTS T2
Ho

where n;, is the normalisation coefficient that makes the
threshold value 7, € [0, 1]. While the hypothesis testing of the
sequential probability ratio test (SPRT) [43] is formulated as

N [Hyji1 — Hu-j §

forj=1,...,M—1,

j = 2
||
v Hy (18)
Asprr =N, Z Aj, AsprT S T3
j=2 Ho

where n;; is the normalisation coefficient that makes the
threshold value 73 € [0, 1]. In SPRT-based hypothesis testing,
the sum of the LRTs between the j and (j — 1)" symbols
Vj € [2, M] is compared with the threshold value 73 to make
the decision rule, which can improve the detection rate com-
pared to the simple LRT.

5. Performance evaluation and threat modelling

This section presents the theoretical analysis of the key extrac-
tion and re-authentication processes and then discusses in depth
the security strength of the re-authentication algorithm.

5.1. Theoretical analysis of the key extraction algorithm

In order to evaluate the key extraction performance, it is nec-
essary to calculate the probability of error/mismatching P.. In this
context and since the distribution of the equalised phase Zeqp)(t)
in (6) is normally distributed N(Tr/z,-(m,-)(ei) =n;(m;)6;, 20%) at neg-
ligible &qp), i, the cumulative distribution function (CDF) ¢(.) can
be formulated as

1] (= T ®

where the error function is given by erf(z) = j_ﬁ Oze*fzdt. Thus,
P, is the probability that Zeg, (t) ¢ [T,f“(mi)(e,-) - /2", Téi(mi)(ei)_._
/2"), which makes the output of the Round (.) function in (7)
doesn’t equal T,;i(mi)(ei), ie., Tf/li(mi) ) # Tr,z,-(m,-)(gi)' Finally, P is
given by

Pe =20 (Tt ny @) — %),re{l,Z,B} (20)

For an acceptable probability of error less than or equal to the
scalar value aq, r can be calculated by both terminals to optimise
the size of the thresholding region 277 /2" based on the estimated
learned parameter varg = o?in (9) as

Vehicular Communications 39 (2023) 100547

X =T 6
x= argmaxerf(n'i(m’)]> <a;—1 (21)
X 20

Given x, r can be obtained as

’ T
r=argmax2” <— forr'=1,2,3 (22)
r X

5.2. Detection vs. false alarm probabilities of re-authentication

As part of the performance evaluation, it is important to exam-
ine the receiver operating characteristics (ROC) of the identity veri-
fication process. ROC is a measurement of the detection probability
Pg at different values of false alarm probabilities P 4. To determine
the ROC, the probability density function must be investigated. The
estimated differential baseband signal ¢; = r} (t,)r} (t, + At)" of
the i subcarrier can be simplified as

¢i = 2hih¥Eel®ei) 4 REN; + hiN) = X + jY (23)
where & i = Eqi — Epi for Eai = ¢ai — ¢, ; and Ei = v — P ;
and h; = |h;|ef%i. Considering Alice is communicating with Bob

(i.e., Ho), which makes &, ; equals zero, so that the real and imag-

inary parts of (23) can be formulated as
X=2|hi|ZE+Re(h?<Ni+hiNl{), (24)
Y = Im (h{N; + h;Nj)

where the expectation E(X) =2 [hil*E = pu and E(Y) =0 while

the variance var(X) = var(Y) = 4EN0hl.2 = ag. Similar to [44], the

joint probability density function of X and Y can be expressed as
1 7[(xfu)2+y2]

P (x, ———e 25

By changing the variables R = /x2 + y2 and © = arctan(y/x). The
joint probability density function of (25) yields to

[Z/LR cos (~)—R2—;/,2:|

o2
P (R, Oly,) = We 27 (26)

By integrating (26) over R € [0, c0), (26) can be simplified as

1 _r
PO|T)=5—e "+

. (27)
%(\/Fcos ®) - e TSI’ ©[1 _ Q(v/2T cos ©)]
where
FohiEs
2 No’
(28)

Q) = \/%;(/etzﬂdt

Fig. 8 shows P(®)|y, parametrized by different I" values. It can be
observed that increasing I" value decreases the variance of P(©),
and vice versa. Since v in (14) represents the variance of a re-
stricted number of N subcarriers, its distribution is normally with
mean equals to the variance of P(® | I') and variance depends
on the N value used to estimate v in (14), following the cen-
tral limit theorem. Thus v’s normal distribution for both hypothe-
ses Ho 1 is represented by mean pp,; = E (v | HO’]) and variance

0,301 =var (v | Ho,1), which can be formulated as
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Fig. 8. The P(®)|y, parametrized by different I" values.

1 —(x—pn )’ 202
o~ (o) 120k 4o (29)

V2o

.F(x | ;J,Hi,afli) =

with CDF equals

1
‘?’(X'“wa’fzn):g 1+erf i=0,1 (30)

X

2

|20,

In this study, we refer to the acceptable performance of re-
authentication as the successful probability of detection ¢ (x | iy,
oflo) for an acceptable false alarm ¢(X|MH],U§1)’ less

X=T1 X=T
than or equal to the scalar value ay. Thus, the threshold value 7q
is obtained as

7 = argmaxerf 1M 2a; — 1 (31)
g Zor,?,1

5.3. Security analysis of the re-authentication algorithm

As a part of this section, the security strength is evaluated
against passive and active attacks. Consider Eve as a passive at-
tacker who eavesdrops on the broadcasted messages and their as-
sociated PHY-layer signatures. In this case, there is no way for Eve
to derive the symmetric key k from the message contents for two
primary reasons: 1) By considering the signature generation stage
as a single cryptographic process C(.) with input I (k, Tq, ¥;, &)
and output O <« C(I); C(.) depends on the current timestamp Ty,
which denotes different output O given the same input variables
(k, ¥i, &) ; C(.) depends on the randomly varying v;, which masks
the phase response & and the mapped signatures ¢y thus Eve
cannot differentiate between ¢qp), ¥i, and &;. 2) For y < Hq(x), it
is hard for Eve to deduce the input variable x: {0, 1}* given the
hashed variable y : {0, 1}3N/2, Therefore, Eve is considered an ac-
tive attacker who can impersonate a legitimate terminal, replay a
previously captured message, or alter message contents.

1. Impersonation attacks: In this attack, Eve tries to impersonate
Alice by creating a valid PHY-layer signature. In this case, and
since she is unaware of the symmetric key k, she cannot suc-
ceed under the challenge of forging Alice’s signatures because
of the reasons mentioned above that make such an attack eas-
ily detected.

2. Replaying attacks: In this attack, Eve captures the message cre-
ated by Alice at time t and retransmits it after a period of
time. However, each received message is checked for freshness
using the attached timestamp T, by verifying if T, — Tq < Ta
holds. Hence, providing immunity from replay attacks.

3. Modification attacks: In this attack, Eve attempts to alter the
data packets. However, the integrity of the received messages
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is verified using the proposed feature tracking algorithm. In
case of Eve is trying to alter only the subcarriers that hold
the safety-related message m without any modification in the
received probe symbols and the PHY-layer signature and re-
transmits the altered message at time T + AT,. In this sce-
nario and if and only if T,— T, < Ta, Eve can deceive the
feature tracking mechanism at the side of Bob as the channel
estimation vectors I:Ij, for j=1,..., M, will be highly corre-
lated as all the probe symbols have the same channel response
from Alice to Bob passing through Eve. However, the accumu-
lated noises significantly increase the value of the estimated
variance v in (14), thereby failing to pass the hypothesis test
in (16), accordingly, the received message will be discarded.
Thus, providing immunity against modification attacks.

6. Simulation and hardware implementation

This section presents the simulation of the key extraction and
then describes the Doppler shift emulation employed for the hard-
ware implementation of the re-authentication process.

6.1. Simulation analysis of the key extraction algorithm

During the tests, Monte-Carlo simulations are conducted of
100,000 runs to evaluate the key extraction performance. We cre-
ated a Rayleigh environment suitable for modelling urban areas
by using the generic stochastic vehicular channel modelled in [45]
with L =16 multipath components. Since the DSRC protocol oper-
ates within the range of 5.85 to 5.925 GHz [2], the carrier fre-
quency fc is set at 5.85 GHz. The parameters of the simulated
channel are listed in Table 2. According to [46], the scatterers’
speeds follow the Weibull distribution with shape ¢ and scale p.
Tx/scatterer speeds are set to 30 m/s. In this study, the extraction
performance is defined as the achievable SBGR for an acceptable
BMR < aj, for a; = 0.1. In Fig. 9, the extraction performance is
plotted at different SNR and r values. It can be noted that the high-
est SBGR is obtained for an acceptable BMR at the thresholding
region of order 3 and SNR > 22 dB. For 16 < SNR <22,r =2 is ev-
idently the optimum choice for an acceptable performance within
this range. While r =1 is clearly the unique acceptable quantisa-
tion order at 7 < SNR < 16. In Fig. 10, the simulation analyses of
the CDFs ¢(T,’1i(ml_)(0i) +x) |T’,1i(mi>(ei):0' for r=1, 2, 3, are compared
to its theoretical formulation in (19) across different SNRs. The re-
sults show that there exists an optimal quantisation order r across
different ranges of SNRs. By adjusting the r value to different SNR
conditions, the extraction performance can be optimised for an ac-
ceptable P, formulated in (20).

What's more, the extracted bitstreams are checked for any sta-
tistical defects by using the well-known randomness test suite
developed by the National Institute of Standards and Technology
(NIST) [47]. By doing so, each test returns a P-value, as shown
in Table 3. This value is compared to the significance level (0.01)
to determine whether the extracted bitstreams have successfully
passed the test. It can be noted that the extracted keys have suf-
ficient randomness, as their chaotic characteristics are mostly de-
termined by the randomly selected users’ secret parameters n; and
m; of the Chebyshev mapping operation in (3).

6.2. Hardware implementation and Doppler shift emulation

In a realistic V2I scenario, measuring the ROCs at different Tx
speeds of a moving vehicle is a challenging issue for performance
evaluation due to the speeds’ instability of the transmitter at dif-
ferent distances from the receiver, resulting in an unstable and in-
accurate measurement of the detection probabilities. Therefore, we
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Table 2
Channel Simulation Settings.
Description Value
The number of multipath components L 16
Maximum speed of the Tx 30 m/s
Maximum speed of the Rx (for V2I scenario) 0 m/s
Maximum speed of the scatterers 30 m/s
Azimuth angles of departure (arrival) oza(p),1 Ul—m,m)
Elevation angles of departure (arrival) Ba(s) ulo, m/3)
Scatterers’ angles of incident/departure o), Ul—m, )
The Weibull distribution’s scale coefficient p 2.985
The Weibull distribution’s shape coefficient ¢ 0.428
Carrier frequency f¢ 5.85 GHz
— 2n/2",r=3
2n /2", r =2
-=-2n/2",r=1

SBGR

[1€9

-1 0 1 2 3

Fig. 10. ¢ (T;i(mi)(ai) + x) It =0 at different SNRs.

nj(mp)

Table 3

Randomness Evaluation of the Extracted Keys.
NIST Statistical Test Suite (128 bits) P-value
Block Frequency Test 0.486427
Long Runs Test 0.487804
Monobit Test 0.58592
Key Entropy 0.300445
Maurer Universal Statistical Test 0.163067
Discrete Fourier Transform (Spectral) Test 0.495118
Overlapping Template Matchings Test 0.486427

evaluated the re-authentication performance using the two chan-
nels of the ETTUS-Universal Software Radio Peripheral (USRP) X310
device as separate Tx/Rx terminals and the LabView as a software-
defined radio. The evaluation is conducted in a real vehicular wire-
less channel by setting a fixed distance (5 meters) between the Tx

10
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Fig. 12. 3D V2V departure angles of the I/ scatterer.

and Rx antennas, as shown in Fig. 11, and varying the power of the
added complex Gaussian noise at the side of the Rx (i.e., different
SNRs). This subsection presents a solution for a realistic Doppler
emulation. By simulating the Doppler components of a moving ve-
hicle at the Tx side, we successfully investigated the ROCs of the
re-authentication process at different speeds for the OFDM com-
munication system. Fig. 12(a) and 12(b) show the 3D azimuth and
elevation angles of departure oq(t2) ~ U[—m, ) and Bg (t2) ~
U[0, r/3) for the I" multipath component of the j™ OFDM sym-
bol at the Tx side. It can be noted from the same figure that the
upcoming oc[],l (t; + At) and /3[1’1 (t2 + At) of the (j + 1" symbol
depends on the speed of the transmitter ug and the transmission
time At between the j and (j + 1)!" symbols. The distance &
(meter) driven by the Tx can be obtained as

§=1lg x At (32)

In urban areas, it is assumed that the direct distance D; be-
tween the transmitter Tx and the scatterer [ with coordinates
{X, V1, 21} is a uniformly distributed random variable within few
meters from the transmitter D; ~ U[1, 3] since most of the re-
ceived power at the Rx side is coming from the multipath com-
ponents with short distances, referred to as specular components
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[45]. In this scenario, the upcoming azimuth angle o ; of the jth

multipath component can be formulated using trigonometric as

Dy €S (Ba,1) sin (g 1) )

Dy cos (Ba,1) cos (g, 1) — & (33)

By dividing the range of the azimuth angle (27r) into a number
of r; step angles Aj(rad) =

/ —_
o | = arctan (

a(’” —aa,l‘, as shown in Fig. 12(c). In
this case, the resolution value r; of the I scatterer can be approx-
imated by

Y (34)

/
‘aa,l — g

so that the azimuth angle of the j OFDM symbol equals aé!l(j) =
g1+ (j— DA for j=1,..., M. While the elevation angle /3‘; 16))
is approximated using trigonometric by

o sin(Bo.) sin (g () 5
j) = |arctan - 5
al cos (Ba,1) sin (a1
Then, the Doppler shift at the Tx side can be expressed as
f . .
Vai = ta"* cos (e, (1)) cos (£, (36)

where c is the speed of light. Eventually, the It

component can be approximated by

Doppler multipath

(37)

The Doppler emulation steps at the Tx side can be summarised
in the algorithmic form as shown in Algorithm 1. By creating
L =16 Doppler components at the Tx side, and convoluting them
with the generated symbols before transmitting through the USRP,
as shown in Fig. 13, we can determine how the speed of the trans-
mitter affects the re-authentication performance.

dg, (t) = 27 Vet

6.3. Hardware implementation results

Experimentally, we set f. to 5.85 GHz and the sampling rate to
1 MHz. It is vital to examine the effect of the distance between
the Tx and Rx antennas by comparing different SNRs indepen-
dently from the Tx speed. Fig. 14(a) shows the empirical PDFs of
the identity authentication mechanism for both hypotheses Hg 1 in
comparison to their theoretical Gaussian distribution F(x) |, in
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(29) at SNR = 5 dB, N = 64 subcarriers, and Tx speed ug = 30 m/s.
Based on the results, the theoretical and empirical Gaussian distri-
butions are well-matched, and both hypotheses are well-separated,
allowing for an easy determination of the threshold value 7;. In
the same settings, Fig. 14(b) compares the empirical LRT with the
SPRT-Rician distribution of the feature tracking mechanism for the
Hp hypothesis.

Algorithm 1 Doppler Shift Emulation

Require
1 Adjust the speed of the Tx ug >0 m/s
2 Adjust the transmission time interval At =16 us
3 Adjust the value of L to 16 multipath components
4 Calculate the horizontal distance § =ug x At

5for j=1:M do

6 forl=1:Ldo

7 Select the Tx azimuth angle oy < U[—7, 7T)
8 Select the Tx elevation angle B, ; < U[0, 7 /3)
9 Select the direct distance D; < U[1, 3]

10 Calculate the upcoming azimuth angle o, using (33)
11 Calculate the step angle Aj(rad) = a[]v, — g,

12 Get the j™ azimuth angle o (j) = g1+ (j — DA
13 Get the j' elevation angle B, ,(J) using (35)

14 Using «; (j) and B; ,(j) of the j™ OFDM symbol

15 Calculate vq; using (36)

16 Return the Doppler component dg; using (37)
17 end for
18 end for

Fig. 14(b) illustrates two important observations: 1) The distri-
bution is Rician due to the direct line-of-sight path between the
Tx and Rx antennas; 2) The variance of the SPRT-distribution is
smaller than that of the LRT since the SPRT is considered to be a
LRT for a plurality of M OFDM symbols, indicating better perfor-
mance than the LRT. In Fig. 15(a), the ROC curves are plotted at
SNR =[10, 5, 0, -2] dB, N = 64 subcarriers, and u, = 30 m/s. It can
be seen that the proposed mechanism for identity authentication
offers acceptable performance (P, <0.1) at SNR > 0 dB. In addi-
tion, we investigated the ROCs at different Tx speeds u, = [30, 35,
40, 45, 50] m/s and SNR = 5 dB, see Fig. 15(b). In test settings up
to 45 m/s, it is proven that PHY-SIAM exhibits high authentication
performance. Further, we identified the ROCs at N = [64, 128, 256]
subcarriers, ug = 30 m/s, and SNR = -2 dB, as shown in Fig. 15(c).
As can be seen in the figure, increasing the number of subcarri-
ers results in enhanced ROC since PDFs follow the central limit
theorem. Therefore, the more subcarriers, the smaller the variance
var(v | Ho,1) of the Gaussian distribution of v in (29), which, in
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Fig. 14. PDFs for both hypotheses of the re-authentication process at 64 subcarriers,
ug = 30 m/s, and SNR = 5 dB.

turn, leads to reduced overlapping between the two hypotheses,
thereby improving the authentication performance.

7. Conclusions

This study proposes a novel, efficient, and secure cross-layer
authentication scheme that supports forward and backward se-
crecy in VANETs. Our work demonstrates that by using the cryp-
tographic features of the Chebyshev mapping in combination with
the physical-layer properties, it is possible to obtain high entropy
secret bitstreams, not only applicable for V2V but also for V2I.
With the proposed key extraction technique, the tradeoff relation
between BMR and BGR is optimised for optimal performance in
any wireless propagation conditions, moving beyond the current
state-of-the-art in achieving SBGR =~ 0.85 ~ 2.76 bits/packet at
SNR of 7 ~ 22 dB. By leveraging the existing PHY-layer authen-
tication techniques, we introduce PHY-SIAM and PHY-FTM, two
PHY-layer re-authentication mechanisms that we use for identity
and integrity verification, respectively, mitigating the considerable
costs of traditional cryptographic techniques. Besides theoretical
analysis, an efficient Doppler emulator is developed to experimen-
tally investigate the re-authentication performance of a realistic
vehicular wireless channel at different speeds and SNRs of a V2I
scenario. Experimental measurements demonstrate the effective-
ness of the re-authentication algorithm in providing high detection
at low false alarm probabilities (P fq < 0.1) for SNR > 0 dB and Tx
speed < 45 m/s. Our current research activities aim at exploring
the use of the number theory in the process of key extraction and
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Fig. 15. ROCs of the PHY-SIAM at different parameters for a fixed distance (5 m)
between the Tx and Rx.

authentication at the PHY-layer, addressing potential performance
limitations in VANETs.
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