
HOW AUTOMATED  
DECISION-MAKING CAN 
INCREASE THE SAFETY 
OF CONNECTED AND 
AUTONOMOUS VEHICLES



Autonomous vehicles are currently at Level 2 
but nearing Level 3 of a possible five. As this 
enormous wave of innovation advances, with 
tens of billions already invested in R&D, several 
critical milestones remain unfulfilled.

At present, autonomous vehicles detect other vehicles by 
identifying them as obstacles, but this is less than optimal. 
In the future, all vehicles will be connected, will be able to 
communicate with each other, and will jointly reach optimal 
joint decisions. Today’s autonomy is therefore relatively low 
compared to the dynamic, fully self-driving peer-to-peer 
networked autonomy anticipated of future autonomous 
vehicles. As the reality of self-driving cars edges closer, the 
need for reliable and trustworthy Intelligent Transportation 
Systems (ITS) has become ever more immediate.

However, the centralized approaches in use today for 
decision making in connected autonomous systems are 
reaching their limits and need a complete rethink.  
What is needed instead is a Wireless Distributed but Local 
Consensus (WDLC) network that provides a resilient and 
trustworthy framework to help meet the level of safety 
required in autonomous vehicles. A WDLC model can build 
trust even when communication links are less reliable, or in 
the presence of incorrect decisions by local nodes.

Enabling joint decision making through remote 
sensors and data

Technologies like 5G and Artificial Intelligence (AI) are 
extending the Internet of Things (IoT) to the transportation 
sector. Therefore, core and critical functionality is becoming 
increasingly dependent on communication networks and 
the cooperation and coordination of diverse elements.

In such connected systems, data will be collected from 
distributed and trustless sensors to determine common 
and critical real-time decisions that aim to achieve 
cooperative tasks. Information reliability is particularly 
important as system failures can result in injury or death, 
damage to vehicles, and associated costs.

For instance, the emerging paradigm of dynamically 
connected and autonomous vehicles (CAVs) will drive 
cooperatively and avoid collisions by communicating with 
nearby vehicles and roadside units. Driving decisions 
need to be informed and consented to by other vehicles in 
proximity, to avoid conflicts and collisions between CAVs.

In existing centralized models, however, communications 
between any vehicle and the central node must be 
ultra-reliable with a stringent latency constraint, as any 
misalignment can result in tragedy.

This white paper explores how less-reliable, low-latency 
distributed nodes can enhance critical decision-making 
in a trustless environment with WDLC under our PICA 
(Perception-Initiative-Consensus-Action) protocol.

Using protocols developed by the University of Glasgow, 
CAVs will make initial decisions based on local sensors 
including LiDAR, RADAR, and cameras. Even if the initial 
decision is wrong, it will be verified and corrected by other  
vehicles, using a consensus-based decision-making process.

This is enabled by our unique WDLC models, based on  
established distributed consensus mechanisms such as 
PBFT and RAFT. The aim is to increase the safety and  
reliability of CAVs and benefit future wireless 
communications and computing in the autonomous  
vehicle industry.

AN AUTOMATED, WIRELESS, DISTRIBUTED, 
LOCAL CONSENSUS MODEL FOR FULLY 
AUTONOMOUS DRIVING



To date, there have been numerous incidents in the pursuit 
of Level 5 autonomy, with sensor errors, malicious attacks, 
and AI decision errors causing accidents and costing lives.  
It has been reported, for instance, that Waymo driverless 
cars were involved in 18 accidents over a period of 20 
months. Both Uber and Tesla self-driving cars have been 
involved in multiple incidents, including several with fatalities.

Part of the difficulty has been the way decisions are 
currently made, with CAVs treating other vehicles as 
obstacles. To achieve this, CAVs rely on numerous sensors 
and a centralized approach. But this approach is fraught 
with challenges.

Vehicles as obstacles
In low levels of autonomy, a vehicle detects other vehicles 
through its sensors. As such, it is impossible to proactively 
know and respond to the intensions of other vehicles, 
which are treated as obstacles. In case of the either a 
hardware or algorithm error, even at moderate speeds, an 
accident is difficult to avoid.

Vehicles as data engines
Autonomous vehicles are expected to generate enormous 
amounts of data, with estimates ranging between 4 to 20 
TB per day. Sizeable portions of this data will be transferred 
to the network to enable decision-making, but even a high 
capacity 5G network (theoretically up to 10 TBs/km2) could 
be overwhelmed in foreseeable situations.

Limitations of a centralized approach
A centralized approach is typically used across the 
automotive industry, as well as in other fields, particularly 
in mobile environments that require connected nodes to 
transmit data to a control station. Decisions are typically 
made at the control station and sent back to the nodes 
to implement the resulting actions. We refer to this as a 
Perception-Collection-Decision-Action (PCDA) scheme.

However, as the number of connected devices, nodes, and 
cyber security threats continue to grow, this centralized 
approach is reaching its limit. For instance, centralization 
can suffer from single-point-of-failure issues, as well as 
cyber security attacks on vulnerable sensors that are 
operating in open environments.

Furthermore, distributed nodes can only synchronize 
information with the central node, so the performance of 
the entire system is limited by the performance of the  
worst node.

Centralized communication systems are also costly as 
high communication reliability is at odds with the low 
time latency for bandwidth. When networks scale up, 
for example on busy roads where autonomous driving 
infrastructure is in place, the system soon becomes 
unaffordable.

Centralized systems may also suffer from privacy issues 
since all data has to be collected by a central node for 
processing and decision-making.

THE NEED FOR SAFETY-ENHANCING 
TECHNOLOGY TO PREVENT COMMUNICATION 
ERRORS AND SENSOR CONFLICTS
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Modern smart vehicles use Collision Avoidance Systems 
(CASs) to report on traffic scenarios and provide possible 
resolutions. These systems are widely used in the 
transportation sector and can include a diverse array of 
complex requirements and capabilities that must operate  
in tandem.

Pedestrian detection
According to the World Health Organization, vulnerable 
road users such as pedestrians, cyclists, and motorcyclists 
account for more than half of all road traffic deaths.  
By identifying human movement on the road, including 
cyclists, these systems alert the driver when a potential 
risk presents itself. These help drivers see moving objects 
before it’s too late. 

Lane departure warning (LDW)
These systems are designed to alert drivers when their 
vehicle changes lanes. This is particularly useful in 
instances where the driver falls asleep at the wheel and the 
vehicle drifts out of its lane. It can also help drivers identify 
blind spots in real time. 

Automatic emergency braking (AEB)
An AEB system detects oncoming obstacles and 
automatically activates the vehicle’s braking system.  
Some systems provide partial braking power, so the driver 
can intercept, whereas others provide full braking power 
until the vehicle comes to a stop. 

Forward collision warning (FCW)
This system monitors the vehicle’s speed as well as the 
speed of the vehicle in front. By measuring the distance 
between the two, the system provides a warning if the 
vehicles are too close and risk colliding.

Low reliability, slow uptake
Although AI-based CASs are already integrated into many 
new semi-autonomous vehicles, their reliability and general 
uptake is well below the real-world requirement. According 
to the Insurance Institute for Highway Safety (IIHS), 
today’s CASs reduce the rate of single-vehicle, sideswipe, 
and head-on crashes by 11% and reduce injury rates by 
21%. However, the adoption of CASs has been slow and 
IIHS reports that just 6% of new vehicles for sale in 2017 
included lane departure warning systems as standard,  
and only 9% had blind spot alerts.

Integrating AI into current intelligent transport systems is a 
complex and expensive process. AI is also computationally 
highly intensive, with a significant energy requirement. 
This makes it expensive to operate at the highest accuracy 
levels.

THE CHALLENGES OF DEVELOPING RELIABLE 
COLLISION AVOIDANCE SYSTEMS AND HOW 
THEY’VE BEEN RESOLVED TO DATE



A WDLC model has the potential to achieve ultra-reliable 
joint decisions in autonomous driving despite operating in 
an LRLLC environment. Under such a scheme, vehicles 
can make collective decisions on traffic events with relaxed 
communication links or node reliability.

Perception-Initiative-Consensus-Action (PICA) 
scheme
Unlike in centralized systems, where information is sent to 
a central node for decision-making, the novel PICA scheme 
enables a node to make an initial decision based on its 
own data obtained sensors such as LiDAR, RADAR, and 
cameras.

The node then makes a request based on this initial 
decision, which is then sent to the WDLC network for 
validation. Only initial decisions that have been consented 
will be executed. In adopting this approach, the permission 
granted to the vehicle is granted collectively and 
dynamically by the other nodes in the WDLC network.

For example, if a vehicle (V0) decides to join the right-
hand lane from the left, feedback is received from the 
WDLC network, dynamically formed by proximal vehicles 
(V1…x). This allows for maximum safety and reliability. 
When making the decision, the vehicle believes it is safe, 
but other vehicles nearby may not agree and can provide 
feedback from the WDLC network.

A WIRELESS DISTRIBUTED  
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Increasing reliability, reducing end-to-end 
latency
With this new procedure, the common issues associated 
with centralized systems can be resolved. The distributed 
architecture allows the decision makers to sit as close to 
the end user as possible, hence reducing the overall end-
to-end latency.

The synchronization phase
To achieve full consensus, we consolidate it with a 
synchronization phase to assist any failed nodes to update 
the latest log from successful nodes, to pre-prepare for 
future requests.

During this synchronization phase, all non-faulty nodes 
receive sync messages to verify that they have both 
prepare and commit certificates with the same data 
and decision, sequence number, and request as the 
synchronization message.

This added synchronization phase increases the 
consensus success rate for later requests without 
sacrificing reliability goals.

As the system grows, the latency increases due to the 
prolonged timeout settings required to maintain the 
coverage in every phase of communication. To enable 
time-sensitive tasks, such as real-time decision-making, 
WDLC will select a smaller network, or more urgent tasks 
can be processed with higher priority.

PBFT consensus scheme
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Our WDLC approach addresses the shortcomings of 
commonly used centralized systems in autonomous 
driving, especially where the communication network has 
lower reliability or even in the presence of local decision 
error.

1. In centralized systems, all nodes are connected via a 
hub, which leads to security and single-point-of-failure 
issues. WDLC is more resilient as responsibilities 
are allocated via different nodes, so reducing its 
vulnerability to DDoS attacks and technical failures.

2. Centralized systems are expensive to maintain as 
single nodes can’t be repaired quickly. With centralized 
systems, upgrades may require whole system 
downtime. WDLC has built-in flexibility, is easier to 
scale, and allows for incremental growth, which reduce 
system downtime and maintenance costs.

3. Centralized systems consume enormous resources 
and performance suffers as a result. With distributed 
systems, resources are eased and allow for 
redundancy.

4. WDLC performs data fusing on the value level in 
a privacy preserving manner, saving the cost of 
communications bandwidth, and building confidence 
with users.

In current, low-level autonomous driving, vehicles identify 
other vehicles as obstacles, which is less than optimal.  
Our wireless distribution consensus model paves the way 
for all vehicles to communicate with one another and make 
optimal joint decisions.

1. A WDLC network provides the resilience required for 
autonomous driving systems. It provides low-cost 
flexibility in the network architecture and can therefore 
meet the need for safety-enhancing technology that 
prevents sensor conflict and guarantees reliability.

2. Vehicles can make decisions using others’ sensors, 
which in some cases, can increase the level of 
autonomy from Level 3 to Levels 4 and 5.

3. Even if the initial decision is wrong, the final action will 
always be appropriate due to the forming of a shared 
consensus. The process is therefore more democratic 
as every vehicle has equal responsibility in the decision-
making process.

4. Having shared responsibility for decision making 
builds trust in the system’s intelligence and builds trust 
between the individual nodes and vehicles.

5. Due to the fault-tolerant feature of WDLC, the 
requirement of communication network reliability and 
decision-making accuracy can be mitigated, reducing 
the computing and communication costs.

THE BENEFITS 
OF A WIRELESS 
DISTRIBUTED LOCAL 
CONSENSUS

THE KEY 
FEATURES



A WDLC approach could power ultra reliability and 
low latency decision-making with wireless channels in 
autonomous vehicles. It can be used to implement more 
reliable collision avoidance systems, such as pedestrian 
detection, lane departure warning, automatic emergency 
braking and front-end collision warning.

Advanced Driver Assistance Systems (ADAS)
A distributed consensus would enable vehicles to 
communicate and make accurate, joint decisions.  
This level of communication could see the further 
development of ADAS systems required for Level 5 
autonomy.

By decentralizing autonomous systems, vehicles will be 
able to steer, accelerate, brake and monitor road conditions 
like traffic jams through real-time information sharing.

Essentially, a WDLC approach would pave the way for 
Level 5 automation, where drivers are passengers and able 
to relax without having to pay any attention to the car’s 
functions whatsoever.

Scaling autonomous driving systems
As the use of AI in autonomous vehicles evolves,  
a distributed consensus model will enable vehicles to 
respond to real-world data points and process large 
volumes of data quickly.

As the number of the autonomous vehicles expands,  
this distributed approach can be scaled at a low cost as it 
won’t be bottlenecked by wireless network capacity and 
the need for ever greater computing power. 

Improving telematics systems
With the ability to power ultra-reliable and real-time 
communications, a WDLC can also play a major role in 
advancing telematics systems. In autonomous driving, 
telematics is used to provide insights into a vehicle’s 
speed, real-time location, mileage, and fuel usage to 
standardize information in a reliable manner.

When autonomous vehicles become mainstream, this data 
will need to be provided instantaneously and require an 
ultra-reliable system to process the information.

Telematics that uses a WDLC will enable vehicles to 
share essential information and send distress signals to 
emergency response teams in the event of an accident.

OPPORTUNITIES: HOW A WDLC  
MODEL COULD BE APPLIED



ADAS (Advanced Driver Assistance Systems)  
electronic technologies that assist drivers in driving and 
parking functions to increase car and road safety.

CAS (Collision Avoidance Systems)  
systems designed to reduce the incidence of road vehicle 
collisions with other vehicles.

Consensus  
an agreement among autonomous vehicles over which has 
right of way.

ITS (Intelligent Transportation Systems)  
advanced applications that aim to improve traffic safety  
and increase efficiency.

LiDAR (Light Detection And Ranging) 
a remote sensing method that uses light in the form of a 
pulsed laser to measure ranges.

LRLLC (Less-Reliable Low-Latency Communication) 
communication links that are deemed less reliable, or in  
the presence of incorrect local node decisions.

Node 
a data point in a network, as defined by its relationship to 
another data point or cluster.

PBFT (Practical Byzantine Fault Tolerance) 
the ability of a distributed computer network to correctly 
reach a sufficient consensus despite malicious nodes.

PCDA (Perception-Collection-Decision-Action) 
an analytical framework developed at the University of 
Glasgow that enhances decision making.

PICA (Perception-Initiative-Consensus-Action) 
a scheme that enables a node to make an initial decision 
based on LiDAR and RADAR. 

RADAR (Radio Detection And Ranging) 
a detection system that uses radio waves to determine  
the distance, angle, or velocity of objects.

RAFT (Reliable, Replicated, Redundant,  
And Fault-Tolerant) 
a consensus algorithm that enables the distribution of a 
state machine across a cluster of computing systems, 
ensuring that each node in the cluster agrees upon the 
same series of state transitions.

URLLC (Ultra-Reliable Low-Latency Communication) 
communication links that provide ultra-high network 
reliability of more than 99.99% with very low latency of  
1 millisecond for packet transmission.

GLOSSARY



The Glasgow team has demonstrated the new concept of 
WDLC in terms of algorithms and protocols with wireless 
channels and how it can enhance critical decision-making 
in a trustless environment. 

In developing a unique WDLC model, the autonomous 
driving sector has the potential to benefit from future 
wireless communications in the autonomous vehicle 
industry.

From its inception, the team responsible for all research 
and development work discussed in this paper has 
been led by Dr Lei Zhang (www.glasgow.ac.uk/schools/
engineering/staff/leizhang/) of the James Watt School of 
Engineering at the University of Glasgow.

The ask
The IP & Commercialization Unit at the University of 
Glasgow invites enquiries from parties interested in 
exploring collaborative opportunities for exploiting and 
further developing this technology and IP. Our aim is to 
make this technology readily available to autonomous 
vehicle manufacturers across the globe.
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Contact

In the first instance, please direct  
all enquiries and interest to:

IP & Commercialisation Unit
University of Glasgow
innovation@glasgow.ac.uk
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