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ABSTRACT The popularity of Internet of Things (IoT) has resulted in increased deployments of Low
Power Wide Area (LPWA) technologies for both commercial and private services due to their performance
and cost advantages. Although Low Power Wide Area Networks (LPWANs) have the advantages of
low power consumption, wide coverage, low-cost and scalability, they generally have lower data rates
and lower reliability, thus limiting their suitability for a wider range of industrial use cases such as
process control and high data rate multimedia applications. To overcome this, LPWA technologies can
be integrated into 5G, a flexible, scalable, agile and programmable mobile communication system. In this
paper, we provide a survey on LPWAN-5G integration focusing on the main integration challenges and
potential solutions. We firstly compare popular licensed and unlicensed LPWA technologies, and then
introduce the 5G architecture and enabling technologies for LPWAN-5G integration. Finally, we discuss
in detail the challenges and potential solutions of LPWAN-5G integration, covering all the important aspects
including hybrid architecture, security, mobility, interoperability between LPWANs, and coexistence with
other wireless technologies. From our analysis, it can be seen that LPWAN-5G integration tends to evolve
from access network to core network.

INDEX TERMS 5G, cellular, converged core network, the Internet of Things, low power wide area network.

I. INTRODUCTION
Digital connectivity has changed the world by bridging the
distance between people and making it a global village.
Compared to previous generations, 5G is a flexible, scalable,
agile and programmable communication system that can
support integration with other technologies [1]. The authors
in [2] argue that 5G will complement other wired and
wireless technologies, and propose a general model for the
integration of 5G into industrial Ethernet systems. This
kind of integration can be applied to some industrial pro-
duction scenarios such as connected homogeneous islands,
virtualized controller, and versatility with virtualization and
remote site [3]. The trend in Industry 4.0 [4] is to replace
wired technologies with wireless technologies wherever
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possible, given the advantages of wireless networks such
as flexibility, mobility and ease of deployment. Moreover,
the Industry 4.0 paradigm will be driven by the Internet
of Things (IoT), which will support machine-to-machine
(M2M) communications [5].

IoT applications can be segmented into four categories:
Massive IoT, Broadband IoT, Critical IoT and Industrial
Automation IoT [6]. Given that these categories have unique
requirements, the 3GPP defines three application scenarios
for IoT: 1) massive Machine Type Communication (mMTC)
for massive IoT, 2) enhanced Mobile Broadband (eMBB) for
Broadband IoT, 3) Ultra-Reliable and Low-Latency Com-
munications (URLLC) for both Critical IoT and Industrial
Automation IoT [7]. Characterized by low data rate, low
power consumption and wide-area coverage, Low-Power
Wide Area (LPWA) technologies, such as Narrowband
Internet of Things (NB-IoT) [8], Long Range Wide Area
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Network (LoRaWAN) [9] and SigFox [10], are an important
class of alternatives to 5G networks for Massive IoT
applications [11], [12].

The global IoT connections increased by 9% to 12.3 billion
in 2021 according to IoT Analytics [13] and are forecasted
by GSMA to reach 25 billion by 2025 [14]. The popularity
of IoT has resulted in increased deployments of LPWA
technologies for both commercial and private services due
to their performance and cost advantages. In 2021, Low
Power Wide Area Networks (LPWANs) became the main
driver for the growth of the IoT connections globally and
are expected to replace most 2G/3G IoT connections in the
future [15]. With the rapid increase of end devices, billions
of machines need to be connected to the network. A single
cellular network cannot offer ubiquitous coverage and is hard
to support substantial connectivity [16]. With the capability
of processing huge data traffic, LPWANs are expected to
bring great evolution into 5G ecosystem [17]. This paper will
comprehensively survey the integration of LPWAN and 5G.

A. MOTIVATION BEHIND LPWAN-5G INTEGRATION
The twomainmotivations behind LPWAN-5G integration are
discussed as follows:

1) As one of the three application scenarios of 5G, mMTC
can provide connectivity for billions of IoT end devices with
a density of 1 million/km2. Given the substantial number of
connections, key requirements for end devices are low cost,
low power consumption and wide coverage, and these cannot
be supported by cellular technologies alone. LPWANs can
provide a trade-off between the limitations of current cellular
technologies and current mMTC requirements [18].

2) Although LPWANs have the advantages of low power
consumption, wide coverage, low-cost and scalability, they
generally have lower data rates and lower reliability, thus
limiting their suitability for a wider range of industrial use
cases such as process control and high data rate multimedia
applications. To overcome this, industrial operators often
deploy both cellular networks and LPWAN to support
industrial use cases. Unfortunately, this dual deployment
model is complex, and expensive to deploy and manage.
Commercial 5G systems have been deployed progressively
since 2018. Due to its boundary stretching performance
metrics, the 5G system can provide the backbone connectivity
and management functions for LPWANs, which can signifi-
cantly reduce complexity, cost and improve the resilience of
LPWANs deployment.

B. CONTRIBUTIONS
Given their popularity, LPWANs have received considerable
attention from the research community with a sizeable num-
ber of surveys and tutorials published. The authors in [19]
discuss the cause of the diversity of LPWA technologies and
argue the need of interoperability between them. The authors
in [20] identify interoperability between various wireless
technologies, including LPWANs and 5G, as one of the
main challenges of 5G networks. Although the two surveys

mention LPWAN-5G integration, they do not discuss the
integration in detail as they have relatively wider topics, i.e.
5G networks for IoT, and enabling technologies of LPWANs
respectively. An in-depth survey of the security challenges
of integrating LPWAN into 5G has been provided in [21].
Although security is an important factor, the survey does not
cover other aspects of LPWAN-5G integration. Moreover,
it does not compare different LPWANs and especially the
difference between licensed and unlicensed LPWANs is not
discussed.

In this paper, we provide a survey and tutorial on LPWAN-
5G integration for hybrid networks. To be specific, we present
an overview of 5G and LPWANs, and evaluate five important
aspects of LPWAN-5G integration, including hybrid archi-
tecture, security, mobility, interoperability between LPWANs
and coexistence of LPWANwith other wireless technologies.
We further discuss the challenges and propose potential
solutions towards achieving LPWAN-5G integration. The
comparison with other related LPWAN surveys is shown in
Table 1.

The rest of this paper is structured as follows. In Section II,
we introduce and compare nine popular LPWAN tech-
nologies which are classified into licensed LPWANs and
unlicensed LPWANs. In Section III, 5G network architecture
and enabling technologies are introduced. In Section IV,
we discussed the five challenges of LPWAN-5G integration,
followed by the potential solutions for these challenges in
Section V. Finally, we conclude the paper and discuss the
future research directions in Section VI.

II. LPWAN TECHNOLOGIES
LPWAN [25] is a class of communication technologies
characterized by low power consumption, low data rate, and
wide-area coverage, which are perfectly suitable for most IoT
applications such as smart cities, smart agriculture, connected
industries, etc. As a promising solution for IoT and M2M
communication, LPWAN can provide billions of connections
at a lower cost than conventional cellular systems.

LPWAN can be classified into two types: cellular LPWAN
and non-cellular LPWAN. Cellular LPWAN technologies,
such as NB-IoT, enhanced Machine Type Communica-
tion (eMTC) and Extended Coverage Global System for
Mobile Communication IoT (EC-GSM-IoT), are introduced
by 3GPP, operating in licensed cellular frequency bands.
They are designed to seamlessly integrate with cellular net-
works and rely on the infrastructure of the cellular network.
Unlike cellular LPWAN, non-cellular LPWAN technologies,
such as LoRaWAN, SigFox and Random Phase Multiple
Access (RPMA), are designed independently of cellular sys-
tems. Working in unlicensed bands (mostly in sub-GHz ISM
bands), non-cellular LPWAN technologies are run by both
public and private operators. In this section, we will introduce
and compare nine popular LPWAN technologies including
NB-IoT, eMTC, EC-GSM-IoT, LoRaWAN, SigFox, RPMA,
DASH7, Weightless and Telensa. Their key performance
indicators (KPIs) are listed in Table 2.
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TABLE 1. Comparison with related survey works.

TABLE 2. Comparison of cellular and non-cellular LPWANs [26]–[28].

A. LICENSED LPWAN
1) NB-IoT
NB-IoT [29] was standardized by 3GPP in Release 13 [30]
in 2016. Based on Long Term Evolution (LTE), NB-IoT
is introduced to achieve M2M communication with the
demand of low cost, low power, long-distance and massive
capacity [31]. Due to these characteristics, NB-IoT can
be classified as a LPWAN technology. Facilitating radio
network evolution and efficient coexistence with Mobile
Broadband (MBB), NB-IoT can share the same infrastructure
as LTE [32]. NB-IoT can be deployed in three operation
modes including standalone mode, in-band mode and guard
band mode. In standalone mode, NB-IoT operates in a
dedicated band re-farmed from Global System for Mobile
Communication (GSM) with a bandwidth of 200 kHz. In in-
band mode, NB-IoT is allocated a LTE carrier with a

bandwidth of 180 kHz. In guard band mode, NB-IoT utilizes
the unused guard band (180 kHz) of LTE which is located
at the edge of the LTE band. The collision and interference
between LTE and NB-IoT may occur when NB-IoT operates
in in-band mode or guard mode even though their power
spectrum density is restricted [33]. NB-IoT is currently
operated by many cellular operators in their 4G systems.

2) EMTC
In addition to NB-IoT, 3GPP Release 13 also introduces
eMTC which is an amendment of the LTE-Machine-to-
Machine (LTE-M) [34] standard. Compared with Machine
Type Communication (MTC) in 3GPP Release 12, eMTC
can provide extended coverage (less than 11 km) with
lower device complexity, lower power consumption [35].
Compared with other LPWAN technologies, eMTC can
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provide a comparatively high data rate of 1 Mbps at the
cost of occupying a relatively wider frequency bandwidth
of 1.08 MHz within LTE band. Utilizing Power Savings
Management (PSM) and extended Discontinuous Reception
(eDRX), the battery life of eMTC can be extended to over
10 years [36]. However, due to the relatively extended
coverage and higher data rate, the cost of eMTC end devices
is increased, making it have no price advantage [37].

3) EC-GSM-IoT
2G cellular network is the first global digital mobile network
that has extensive coverage in the world. So, utilizing GSM,
3GPP introduced EC-GSM-IoT [38] for IoT application.
Operating in the GSM frequency band with a narrow
bandwidth of 200 kHz, EC-GSM-IoT can provide long-
range communication of up to 15 km. However, GSM is not
specifically designed for IoT applications, resulting in the
relatively higher power consumption of EC-GSM-IoT. The
battery life of EC-GSM-IoT is shorter than other LPWAN
technologies due to the relatively high transmitting power of
GSM end devices.

B. UNLICENSED LPWAN
1) LoRaWAN
LoRaWAN is one of the most popular LPWA IoT net-
works [39]–[42]. With regard to 5G mMTC use cases espe-
cially those without time-critical requirements, LoRaWAN
is a potential complementary solution for the 5G network.
It can achieve around 10% of the 5G mMTC connection
density objective in the uplink [43]. LoRaWAN is a Medium
Access Control (MAC) layer standard based on LoRa (Long
Range) Physical layer standard proposed by Semtech [44]
and promoted by the LoRa Alliance [39]. LoRa operates in
unlicensed Industrial, Scientific and Medical (ISM) bands
with a bandwidth of 125 kHz. According to the Regional
Parameters [45] proposed by LoRa Alliance, nine different
ISM bands are specified for different regions. In the EU, there
are two available bands including EU 863-870MHz ISMband
and EU 433MHz ISM band. The key technology of LoRa
is the Chirp Spread Spectrum (CSS) modulation which will
generate a chirp signal for every single bit of data in the same
time duration. This kind of modulation enables long-range
end-to-end communicationwhich can usually reach 2-5 km in
urban areas and 15 km in suburban areas. In [46], the authors
conduct a practical experiment using EU 868 MHz ISM
band and 14 dBm transmit power, showing the maximum
communication range of LoRa is 15 km on the ground and
close to 30 kmonwater. However, due to the CSSmodulation,
LoRa is only suitable for low data rate communication.

Benefiting from the feature of LoRa, LoRaWAN is
designed in MAC layer level to achieve long-range, low
power and low data rate communication which is perfectly
suitable for IoT networks. As shown in Figure 1, LoRaWAN
has a star topology with multiple gateways supporting end
devices, LoRaWAN servers and application servers. For the
uplink, the packets from an end device should be received

FIGURE 1. The architecture of LoRaWAN.

and forwarded by all the gateways that can receive the
packets. The gateways then forward the packets to the
LoRaWAN servers including the network server, the network
controller and the join server. These servers are responsible
for controlling the network and determining the network
parameters. Specifically, the Adaptive Data Rate (ADR) is
a key function realized by these servers which specify a
minimum transmitting power for each end node by adjusting
its data rate in the range of 300 to 50k bps. In doing so,
the lowest power consumption of the whole network can be
achieved. Finally, LoRaWAN servers also send the frame
payloads of the message to application servers for a variety
of use cases.

For the downlink, LoRa Alliance defines three kinds of
end nodes including class A (baseline), class B (beacon) and
class C (continuous) in the LoRaWAN specification [39].
Class A end devices can receive message only in two
short downlink receiving windows following every uplink
transmission. Compared with class A, class B end devices
can open an extra periodic receiving window for downlink
message reception. Class C end devices keep the receiving
window open all the time. The three kinds of end devices can
be chosen for different use cases to achieve the lowest power
consumption. A well-configured LoRaWAN end device
powered by a battery of 2400 mAh can achieve a 6-year
lifetime when communicating infrequently [47]. In terms of
security, LoRaWAN adopts Message Integrity Code (MIC)
and two-layer Advanced Encryption Standard (AES) secured
encryption. Each frame and each MAC layer message have
a MIC to ensure the integrity of each packet. Further, the
application session has a different encryption key from the
network session. In doing so, the network operator cannot
decrypt the payload data of each application, ensuring the
privacy of application users.

2) SigFox
SigFox [48] is a typical LPWA technology proposed by
its operator which is also named SigFox. Based on Low
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Throughput Network (LTN) [49], SigFox has similar star
network architecture to LoRaWAN. The packets sent from
objects, i.e., the end nodes of SigFox, can be received
by any base stations in the range. Then all the packets
are forwarded to the SigFox Cloud to be processed and
subsequently, the application payload would be transmitted
to the corresponding application server. Unlike LoRaWAN
in which the network infrastructure is operated by several
independent operators having joined the LoRa Alliance, the
infrastructure of SigFox is operated by SigFox itself.

Operating in unlicensed bands such as EU 433 MHz,
EU 868 MHz and USA 915 MHz, SigFox adopts Binary
Phase Shift Keying (BPSK) [50] modulation in ultra-
narrowband which is 100 Hz wide for each message. The
message payload is confined within 12 bytes for uplink
transmission and 8 bytes for downlink transmission, which is
very limited but enough for many sensor data transmissions
such as GPS location, temperature and speed. Unlike the
ADR of LoRaWAN, the data rate of SigFox is fixed to
100 or 600 bps depending on the region. Given that the
bandwidth, payload size and data rate are limited, SigFox
can achieve long-distance communication [51], [52] and low
power consumption [53]. In rural areas, SigFox can cover a
range of 30-50 kmwhile in urban areas the distance is reduced
to 3-10 km. Due to low power consumption, the battery life
can be significantly extended which is predicted to be over
10 years.

3) RPMA
RPMA [54] is a proprietary LPWAN technology proposed
and operated by Ingenu which is an American company
founded in 2008. Unlike other LPWAN technologies that
use different sub-GHz frequency bands in different regions,
RPMA adopts a unified unlicensed 2.4 GHz ISM band
all over the world, which is beneficial for roaming across
regions. The bandwidth of RPMA reaches 1 MHz, which
is also much wider than other LPWAN technologies. In the
physical layer, Direct Sequence Spread Spectrum (DSSS) is
employed as the modulation method for uplink transmission
and a single time slot can be shared by multiple transmit-
ters [55]. In the downlink transmission, RPMA adopts the
Frequency Shift Keying (FSK) modulation technique [56].
This physical layer standard has been made to comply with
IEEE 802.15.4k, which is a low-power critical infrastructure
monitoring networks standard. RPMA can cover a range of
15 km in rural areas and 5 km in urban areas with a payload
size of up to 10 kB [57]. In terms of security, RPMA adopts
AES-256b based encryption.

4) DASH7
Stemming from ISO 18000-7 Radio-frequency Identifica-
tion (RFID) [58], DASH7 [59], [60] is an open-source
LPWAN standard proposed by DASH7 Alliance. With the
modulation technique of Gaussian Frequency Shift Keying
(GFSK) [61], DASH7 operates in the sub-GHz ISM bands
including 433MHz, 868MHz and 915MHz. It is designed for

ultra-low-power sensor-actuator applications where sensors
can report data and actuators can receive commands typically
within a latency of 1 second but only consuming 30 uA on
average. Offering data rates up to 200 kbps, DASH7 can cover
a range of 0-5 km.

5) WEIGHTLESS
Weightless [62] is an open LPWAN technology operated
in sub-GHz frequency bands and managed by Weightless
Special Interest Group (Weightless SIG). This technology
consists of three types of standards including Weightless-
W, which operates on licensed bands, and Weightless-N and
Weightless-P that both operate on unlicensed bands. They
have similar network architecture but the coverage and power
consumption of the three stands are different to meet the
demands of different use cases.

Based on LTN, Weightless-N [63] is the second stan-
dard released by Weightless SIG. With the Differential
Binary Phase Shift Keying (DBPSK) modulation scheme,
Weightless-N operates in ISM Sub-GHz bands including
EU 868 MHz and US 915 MHz with an ultra-narrow
bandwidth. To relieve spectrum collision, a special frequency
hoppingmethod is used byWeightless-N to randomly select a
channel for each transmission [64]. Weightless-N can cover a
range of 2 kmwith 20 Bytes payloads. Themain disadvantage
of Weightless-N is the one-way communication from nodes
to the base station.

To conquer the disadvantage of Weightless-N, Weightless-
P [65] is proposed to achieve bidirectional communication at
the cost of consuming more energy. Adopting Gaussian Fil-
tered Minimum Shift Keying (GMSK) and offset Quadrature
Phase Shift Keying (QPSK) modulation scheme, Weightless-
P operates in sub-GHz bands such as 433 MHz and 868 MHz
or licensed bands with a bandwidth of 12.4 kHz.

6) TELENSA
Telensa [66] provides LPWAN IoT solutions and infras-
tructure for smart city buildings, especially smart street
lighting [67]. With the Ultra Narrow Bandwidth (UNB)
2-FSK modulation scheme, Telensa operates in unlicensed
ISM band including EU 868 MHz, US 915 MHz and
Asia 430 MHz. Although the source is not open, Telensa
is trying to standardize its technology to comply with
ETSI LTN.

III. 5G ARCHITECTURE
5G was initially standardized by 3GPP from Release 15 in
2018 [7] and shortly afterward, deployments by both public
and private network operators commenced. For example,
Verizon and AT&T released their first 5G service in the
USA at the end of 2018. The early commercial systems of
5G are deployed in the Non-standalone Architecture (NSA)
mode in which only the 5G New Radio (5G NR) is utilized
and the 4G core network, Evolved Packet Core (EPC),
remains as the core network. This architecture provides only
eMBB service. However, subsequent Releases of 5G provide
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FIGURE 2. Applications scenarios of 5G.

URLLC service and mMTC service to support varieties of
IoT applications. As shown in Figure 2, the requirements of
the three application scenarios are distinct from each other.
For eMBB, 5G is required to provide communication with
a high data rate of up to 10 Gbps. For URLLC, 5G should
provide mission-critical communication with a latency of
less than 1 ms. For mMTC, 5G is expected to enable ultra-
dense connection (1 million per km2). The KPIs of the three
application scenarios are too strict to be met simultaneously.
Fortunately, most practical use cases do not require 5G
to meet all the KPIs. For example, some mission-critical
applications require URLLC to function properly but a lot of
these applications have low data rate requirements.

5G has been designed with evolved network architecture
and a set of enabling technologies, such as Software Defined
Network (SDN), Network Function Virtualization (NFV)
and Network Slicing, are utilized to support its stringent
requirements. Before 5G, cellular technologies are designed
by the hardware-based method. SDN, a network paradigm
evolved from work done at UB Berkeley and Stanford [68],
can replace this method with software-driven network
design, which can make the network more flexible and
programmable [1]. NFV can be the complement to SDN
for 5G. It enables the functions of the 5G core to work in
general-purpose hardware rather than dedicated hardware,
which can reduce the operators’ cost and make the network
more scalable and agile. Due to the distinct scenarios that 5G
should be applied to, a physical 5G network is expected to
incorporate multiple logical networks with different Quality
of Service (QoS). Network Slicing can achieve this goal
to provide different network topologies and parameters
configuration for different services.

There are two methods to describe and visualize the
architecture of 5G: reference point representation and
service-based representation. In both representations, each
network element is called a function and the acronyms
of these functions are described in Table 5. As shown
in Figure 3, reference point representation is a traditional
method that describes the logical interfaces between two
functions. In 5G, the interaction between two functions

is regarded as a service provisioning process in which
one function serves as the service provider and the other
one serves as the service user [69]. Thus, service-based
representation, shown in Figure 4, can describe this notion
better. Moreover, the control plane and user plane are
completely separated in 5G. Compared with 4G, there are
three noticeable features in the 5G network architecture.
First, some 4G entities are separated into several logical
functions in 5G. For example, Home Subscriber Server (HSS)
in 4G can achieve user equipment (UE) authentication while
in 5G the subscription information stored in Unified Data
Repository (UDR) [70] should be retrieved by Authentication
Server Function (AUSF) through Unified Data Management
(UDM). This kind of separation can simplify the deployment
and management of the functions even when the network
scales up in size. Second, new functions have been introduced
to provide more services. For example, Network Slicing
Select Function is introduced to achieve Network Slicing.
Third, unlike 4G, the entities in 5G are called functions
because they are just logical functions that may run in the
same physical general-purpose hardware by NFV.

It can be seen from Sections 2 and 3 that the requirements
of the mMTC scenario can be met by LPWAN and with 5G
being a flexible, scalable, agile and programmable network
platform, it is the opportunity to integrate LPWAN into
5G network to create a hybrid ecosystem for IoT [1]. The
authors in [71] introduce the 5G Test Network (5GTN) in
Oulu, Finland, which has a highly heterogeneous architecture
including IEEE 802.11, Bluetooth Low Energy, LoRa, NB-
IoT, Ultra-wideband (UWB) and LTE evolutions like LTE-
M and LTE-U. The 5GTN demonstrates the feasibility of
unlicensed LPWAN-5G integration, but there are still many
challenges.

IV. INTEGRATION CHALLENGES
Cellular LPWAN technologies are designed to be compatible
with cellular networks, but they operate in licensed cellular
bands, which results in significant initial capital investment.
Non-cellular LPWAN technologies, operating in unlicensed
bands with low power consumption, wide coverage, low-cost
and scalability, are expected to complement 5G networks to
support a variety of applications. By integrating unlicensed
LPWAN into 5G, the capital and operational expenditures
of the operator can be significantly reduced through a
hybrid network with a unified management entity. However,
there are several challenges for the integration of non-
cellular LPWAN and 5G, including hybrid architecture,
security, mobility, interoperability between LPWAN tech-
nologies and coexistence of LPWANs with other wireless
technologies.

A. HYBRID ARCHITECTURE
5G and unlicensed LPWAN have their own infrastructures
which are different from each other. For operators that
require both 5G and LPWAN, it could be costly and
inefficient to deploy and manage two network infrastructures
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FIGURE 3. Reference-point network architecture of 5G.

FIGURE 4. Service-based network architecture of 5G.

simultaneously. Thus, there is an urgent need for a hybrid
architecture that can support and manage LPWAN end
devices through 5G infrastructure. Unfortunately, it is
challenging to design such hybrid architecture for both access
and core networks. As shown in Figure 1, LoRaWAN has
a simple architecture that is distinct from the much more
complicated architecture of 5G shown in Figure 3. In terms
of access networks, LoRaWAN end devices transmit each
packet over the air to all the gateways that can receive the
signal, and then these gateways will forward the copies of the
packet to the network server without processing. In contrast,
5G UE will select the best gNB to transmit packets, and then
only the serving gNB will transmit the packets to the core
network. Moreover, LoRaWAN and 5G have distinct radio
access technologies that are only suitable for their own use
cases and cannot be applied to each other.

In terms of core networks, emerging enabling technolo-
gies, including network slicing, NFV and SDN, provide
the possibility of implementing LoRaWAN servers within
5GC. The control plane and the user plane are separated
entirely in 5GC for scalability and easy management [72].
By contrast, all the signals, including both signaling and
user data, are transmitted to Network Sever in LoRaWAN.
Hence, LoRaWAN packet routing has to be carefully
designed in the converged core network for seamless
interoperability.

B. SECURITY
As expected, 5G and LPWAN adopt different security
schemes. Compared with 5G, the security schemes of
LPWAN are simplified due to the requirements of low cost
and low power consumption of end devices. However, this
results in three notable security challenges for LPWAN-
5G integration, which are identity protection, key derivation
and encryption, and unified authentication procedure. First,
to protect UE identities, 5G adopts Subscription Concealed
Identifier (SUCI) to conceal the permanent UE identifier,
i.e. Subscription Permanent Identifier (SUPI), which is not
transmitted over the air in plain text at any time [73].
By contrast, LPWANs do not meet the requirements of
identity protection of 5G [74]. For example, LoRaWAN
end devices will send join-request, containing Devices
Extended Unique Identifier (DevEUI) and Join Extended
Unique Identifier (JoinEUI), to the gateways over the air
without encryption [45]. DevEUI and JoinEUI are 64-bit
MAC addresses that identifies LoRaWAN end devices and
Join Servers respectively. The Join-request in plain text
would undermine the security of the LPWAN-5G integrated
network [75]. In terms of the privacy of LPWAN users, their
DevEUI could be captured by illegitimate gateways, resulting
in position exposure and/or the crisis of replay attack [76].
In terms of the security of the integrated core network,
JoinEUI would expose the address of the function dealing
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with the join-request, which could lead to Denial-of-Service
(DoS) [77]. Thus, identity protection is one of the challenges
when designing secure LPWAN-5G integrated networks.

Second, it is difficult to integrate the different key
hierarchies and encryption methods of LPWANs and 5G.
From the root key K to the radio key KgNB, 5G adopts 6-level
key hierarchy and AKA-based encryption. By contrast,
LPWANs generally adopt 2-level key hierarchy and AES-
based encryption as shown in Table 2. To enhance the
efficiency of the hybrid network and benefit from the
integrated infrastructure, the keys of LPWANs can be derived
from the keys of 5G. However, it is challenging to design an
exchange mechanism to send 5G keys to LPWANs without
posing any threats to the security of the 5G network.

Third, LPWANs adopt diverse authentication methods and
it is difficult to design a unified authentication method
for all kinds of the LPWAN end devices in the hybrid
network. 5G adopts three bidirectional authentication meth-
ods including 5G-Authentication and Key Agreement (5G-
AKA) [78], Extensible Authentication Protocol Method for
3rd Generation Authentication and Key Agreement (EAP-
AKA) [79] and Extensible Authentication Protocol-Transport
Layer Security (EAP-TLS) [80]. EAP-TLS is used to provide
key services in specific IoT circumstances [81]. Due to
the constraints on end devices such as low power and low
cost, LPWANs tend to adopt unidirectional authentication
methods i.e., only end devices need to be authenticated
by the network [82]. When different types of LPWANs
end devices connect to the hybrid network, a network-
independent authentication method should be used for these
end devices to reduce the network complexity and ease
management. However, given the diversity of LPWANs and
the requirement of compatibility with 3GPP’s specification,
it is hard to design a unified authentication method for these
LPWAN end devices. Hence, special care must be taken when
designing a LPWAN-5G hybrid network to ensure that the
security of both technologies is not compromised.

C. MOBILITY
In most cases, both cellular and non-cellular LPWANs only
consider fixed connected things and the mobility of end
devices is not the strength of LPWANs, which limits the
range of their suitable use cases [83]. For example, as two
major drivers of the expected IoT growth in the next few
years, smart transportation and logistics tend to adopt IEEE
802.11p-based technologies instead of LPWANs mainly due
to their mobility [84]. Although roaming and high mobility
are not supported by most LPWAN standards, mobility
is one of the key features of 5G systems [85]. In the
hybrid network of LPWAN-5G integration, the mobility and
roaming ability of LPWANs is expected to be significantly
enhanced by virtue of the strong mobility and roaming
ability of 5G. However, there are three challenges that should
be addressed to enhance the mobility and roaming ability
of LPWANs by 5G. First, the interface between the data
management entities of LPWAN and 5G should be designed

carefully. As shown in Figure 3, 5G adopts UDM to manage
subscription data stored in UDR [70]. By contrast, LPWANs
employ different entities to manage data. For example,
as shown in Figure 1, Join Server is the the entity thatmanages
the subscription information of LoRaWAN users [86]. The
different data management entities need to communicate with
each other through an interfacewhen 5G network is utilized to
authenticate the roaming or moving end devices of LPWANs.
The interface must be designed carefully as important data,
such as encryption keys and subscription information, would
be transmitted through it, which has an impact on the network
security and privacy.

Second, it is challenging to map from the 64-bit MAC
address of LPWANs end devices to SUPI of 5G. According
to 3GPP specifications, all the data of 5G, including
subscription data, policy data, structured data for exposure,
application data and group ID mapping data, converged in
an UDR, instead of multiple databases [87]. In the hybrid
network of LPWAN-5G integration, the subscription data of
LoRaWAN should be transferred to UDR for both mobility
enhancement and compatibility with 5G standards. However,
as shown in Figure 5, user equipment Identifier (ueId)
serves as the identifier to structure the subscription data in
UDR for 5G. The ueId of 5G is referred to as SUPI that
is no more than 15 digits consisting of Mobile Country
Code (MCC), Mobile Network Code (MNC) and Mobile
Subscription Identification Number (MSIN). By contrast,
LPWANs generally use 64-bit MAC addresses as the
identifiers of their end devices. To keep UDR compliant with
3GPP, the longMAC addresses need to bemapped to the short
SUPI, which is a challenge.

Third, designing a unified charging and billing policy for
LPWANs in 5G system needs to be considered. Emerg-
ing enabling technologies allow 5G networks to achieve
multitenancy, multi-network slicing and multi-level services,
resulting in the increasing complexity of charging and billing
system [88]. From release 15, service-based charging and
billing systems are introduced by 3GPP, merging the message
commands, chargeable events and charging information in
the Charging Function (CHF) [89]. On the other hand, the
charging and billing policies of LPWANs usually depend on
the operators and are highly diverse. Thus, to enhance the
mobility of the hybrid network, we need to carefully design a
hybrid core that can support both the highly diverse charging
policies of LPWANs and the highly converged and complex
charging policies of 5G.

D. INTEROPERABILITY BETWEEN LPWAN TECHNOLOGIES
In the Internet of Everything era, a single technology cannot
meet the demands of all kinds of use cases. Multiple LPWAN
technologies may be deployed in the same area or even in the
same hybrid ecosystem. However, most non-cellular LPWAN
technologies operate in unlicensed ISM frequency bands that
are close to each other or even in the same bands, resulting in
interference and collisions [90]. For example, both operating
in EU 868 MHz and EU 434 MHz, LoRaWAN and SigFox
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FIGURE 5. Architecture of subscription data in UDR (extracted from [87]).

may interfere with each other in Europe [91]. Thus, the
main challenge of interoperability between LPWANs is to
mitigate interference of radio signals. Moreover, although
LPWANs have the advantages of wide coverage, low cost
and low power consumption, their weaknesses are also
noticeable, such as low mobility, low reliability and low
security. It is important to overcome their weaknesses through
interoperability between multiple LPWAN technologies.

E. COEXISTENCE WITH OTHER WIRELESS TECHNOLOGIES
Although LPWANs have the advantages of low power
consumption, wide-area coverage, low-cost and scalability,
they generally have lower data rates, lower reliability and
higher latency, and can only meet the demands of mMTC.
For other types of IoT requirements like URLLC, LPWANs
are not suitable. In order to meet the demands of all kinds
of use cases, a hybrid 5G-based ecosystem with various
wireless technologies including but not limited to LPWANs
is needed. Given the distinct features of these different
wireless technologies, designing a coexistence scheme for the
5G-based ecosystem is a great challenge. Thus, we should
also consider the existence of LPWANs with other wireless
technologies when designing the scheme of LPWAN-5G
integration.

As shown in Table 3, the challenges of LPWAN-5G
integration are summarized and linked with corresponding
potential solutions that will be discussed in next section.

V. POTENTIAL SOLUTIONS
In this section, we will discuss the potential solutions to
address the five challenges mentioned above.

A. ARCHITECTURE OF UNLICENSED LPWAN-5G
INTEGRATED NETWORKS
The authors in [93] investigate how to seamlessly integrate
LoRaWAN into 5G and propose four potential integration
options, i.e. 1) via 3GPP access network, 2) via non-3GPP
untrusted access network, 3) as a part of eNodeB, and
4) virtually as a part of the core network. In Option 1,
the LoRaWAN gateway has access to eNodeB by installing
Universal Mobile Telecommunications System Subscriber
Identity Module (USIM) and IP stack in the gateway. Then,
by the eNodeB connected with EPC through the S1 interface,
LoRaWAN can access the core of the cellular network.
This option is easy to be implemented and has already
been realized in the 5G Test Network of the University
of Oulu, Finland in 2017 [93]. Moreover, currently, there
are also available commercial LoRaWAN gateways in the
market for this Option, like the Wirnet iFemtoCellevolution
LoRaWAN gateway [143] produced by Kerlink. In Option
2, the LoRaWAN gateway is also required to have an IP
stack. Moreover, the evolved packet data gateway (ePDG)
configured in 5G Core Network (5GC) can create Internet
Protocol Security (IPSec) tunnel for untrusted non-3GPP
access network [144], which makes it possible for the
LoRaWAN gateway to be connected with 5GC through one
non-3GPP technology like WiFi. In Option 3, the LoRaWAN
gateway is incorporated into eNodeB which is expected to
support multiple LPWAN technologies in the future, enabling
LPWAN end devices to have access to eNodeB directly. This
will increase the complexity of eNodeB and at the stage
of deployment, the operators have to modify many eNodeB
which they have already deployed before. In Option 4,
utilizing NFV and OpenStack cloud platform, the LoRaWAN
server will be installed in the cloud as a part of 5GC and
the LoRaWAN functionality will be available in some virtual
instances.

Similar to option 3, the integrated architecture proposed
by [18], named as Option 5 in our survey, is to implement the
virtual base station function of eNodeB protocol stacks into
LoRaWAN gateways, which enables the gateway to deliver
signaling and data message through 5GC. In both Option
3 and Option 5, the integration is achieved at the RAN
level by incorporating LoRaWAN gateways with eNodeB,
but their incorporating directions are opposite. In Option 5,
only the LoRaWAN gateway needs to be modified, while the
end device, LoRaWAN server and 5GC infrastructure remain
standard. Consequently, both 5G and LoRaWAN security
are maintained. Furthermore, from the cellular operators’
perspective, Option 5 is better than Option 3 considering the
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TABLE 3. Challenges and potential solutions.

cost of deployment as there is no need to modify a great
number of eNodeBwhich have already been deployed before.
Therefore, Option 5 has advantages over Option 3 in terms of
security [18] and deployment costs.

In [92], the LoRa end device is equipped with components
required in 5G UE, which consequently has the capability
of 5G communication. We denote the architecture as Option
6 in the survey. When adopting Option 6, the roaming
end device can be authenticated in a visited LoRaWAN
network by virtue of 5GC, which enhances the mobility and
roaming ability of LoRaWAN. There are two authentication
methods in Option 6. Method A does not require 5G coverage
but deviates from the standard authentication procedures
of 5G and LoRaWAN. By contrast, method B almost
follows the standard authentication procedures of 5G and
LoRaWAN but requires 5G coverage and pre-authentication.
Although the roaming ability is enhanced, Option 6 is not
suitable for many common use cases, especially in cases
where the end device does not need roaming, making this
option expensive since the end device has dual connection
capability.

Other researchers employed architectures of these options
to investigate other issues of cellular-LoRaWAN integration.
Employing Option 1, an LTE-LoRaWAN integrated network
is adopted in [94] to evaluate two use cases, i.e., terrestrial
vehicular and unmanned aerial vehicles. Specifically, LTE
serves as a backhaul network while LoRaWAN is used
to deliver the data collected in sensors. In doing so, the
cellular infrastructure that the operators have deployed can
be employed to support the LoRaWAN network. With the
architecture of Option 1, [95] utilizes LTE as the backhaul
to deliver packets from the gateway to the network server and
the LoRaWAN gateways are replaced by multiple interme-
diate gateways which can receive packets from end devices
and then forward them to eNodeB. Copies of the same uplink
packets from an end device are likely to be transmitted to
multiple gateways and then to be forwarded to LTE. To reduce
the load of LTE, [95] proposes a traffic management method
to select a suitable eNodeB and a gateway for each uplink
traffic. Also focused on traffic management, [96], however,

adopts Option 5 instead of Option 1. It proposes a routing
and packet scheduling mechanism in the integrated network,
which allows multiple LoRa gateways to coexist and forward
packets through EPC to the application server. Actility [145]
and Simfony [146] announced in April 2021 that they will
cooperate on developing amulti-technology IoT platform that
can provide Mobile Network Operators (MNOs) and Mobile
Virtual Network Operators (MVNOs) an integrated solution
for themanagement of LoRaWANandCellular IoT networks.

The hybrid architectures of the 6 options are illustrated in
Figure 6, and the comparison among them is concluded in
Table 4. Most of the options, including Option 1, 2, 3 and 5,
are only considering access-level integration and only utilize
cellular network as backhaul. Although Option 6 works at
core network level, it is only suitable for very limited use
cases due to the requirement of dual connection. Option
4 focuses on core network for most use cases, but its authors
do not provide any methods to achieve it.

B. AUTHENTICATION, SECURITY AND PRIVACY
Security is an important aspect of both 5G and LPWANs. Sig-
nificant research [97]–[103] has been carried out to generally
analyze 5G security including its technologies, challenges,
threats and solutions. Given that 5G provides substantial
support for IoT, some research works, such as [104]–[106],
focus on 5G security in IoT application scenarios. Although
LPWANs simplify their security mechanism to achieve low
cost, low complexity and low power consumption, security is
still an essential aspect especially when considering network
integration. As mentioned in Subsection C of Section 1,
some surveys [19], [22], [23] on LPWANs analyze the
security mechanisms of LPWANs. Other works focus on one
specific LPWAN technology, such as [107] and [108] on NB-
IoT, [109] and [110] on LoRaWAN, and [111] and [112] on
SigFox.

In terms of LPWAN-5G integrated networks, there are
also some published works aiming at addressing the security
challenges. The work in [21] surveys the security challenges
of integrating LPWAN technologies in 5G systems, and ana-
lyzes the security requirements of LPWAN-5G integration.
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FIGURE 6. 6 LoRaWAN-5G hybrid architectures.

TABLE 4. Comparison of 6 hybrid architectures.

It can be seen from [21] that LPWAN-based security solutions
need to be enhanced and adapted to meet the requirements
of 5G. A secure LoRaWAN-cellular integration proposal is
provided in [18], in which each LoRaWAN packet serves as
the payload of a 4G message. In doing so, each LoRaWAN
message ends up with two-layer encryption including AES-
based encryption (LoRaWAN) and AKA-based encryption
(4G). The security of both LoRaWAN and cellular networks
can be ensured in this hybrid architecture. The solution
proposed in [92] is to borrow 5G keys as the network session
root key of LoRaWAN. Derived from the root key K , CK and
IK are important 5G keys stored in both USIM and UDR to
generate other derived keys. In this solution, IK is used as
NwkKey, the network session root key of LoRaWAN, when
authenticating roaming LoRaWAN end devices. In further
messages after authentication, CK is used as NwkKey. This
solution can improve the security of LoRaWAN and enhance
the network efficiency as there is no need to store NwkKey in
LoRaWAN end devices or Join Server. However, in standard
5G systems, IK or CK is not allowed to leave UDM or UE.
The key sharing proposed in [92] may have a negative impact
on 5G security, which needs further analysis. Moreover,
the importance of identity protection is also discussed in

this paper, but no potential solution is proposed to protect
LoRaWAN identity in the integrated network.

Rather than designing a security method for a specific
LPWAN technology, the authors in [114] and [113] propose
a network-independent solution for access authentication
of LPWAN end devices integrated into 5G. This solution
is designed for constrained devices which is suitable for
many LPWAN technologies, such as LoRaWAN, NB-IoT
and LTE-M. But this solution is only for the secondary
authentication of 5G. More research is expected to be carried
out on the security aspect of LPWAN-5G integration.

C. MOBILITY AND ROAMING
Mobility and roaming of 5G has been comprehensively
studied in [115] and [116], covering architecture, services,
drivers, key challenges and solutions. Other surveys,
including [22], [24], [117], [118], also analyze mobil-
ity and roaming of 5G. Moreover, distributed mobility
management [119], [120] and blockchain-based mobility
management [121], [122] are expected to bring great
evolution to 5G. Compared with 5G, mobility is the
weakness of LPWANs. Thus, some efforts have been
undertaken to enhance the mobility of LPWANs [123]–[126].
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In terms of LoRaWAN, roaming is the main research
direction recognized by LoRa Alliance to enhance
mobility [84] and some research, such as [127]–[129],
has been carried out to enhance its roaming ability. However,
we only find one paper focusing on addressing the roaming
challenges of LPWAN-5G integrated networks [92]. In [92],
two similar LoRaWAN-5G integration methods are proposed
to enhance the mobility and roaming ability of LoRaWAN.
By virtue of 5GC integrated with LoRaWAN, roaming end
devices can be authenticated in a visited LoRaWAN network.
In terms of interface designing, S1AP interface is used to
connect Join Server with AUSF and S6a interface is used
to connect Join Server with UDM. Borrowing standard
interface can ensure security, but dedicated interfaces still
need to be designed to improve the efficiency of data
exchange. Although [92] provides the first roaming solution
for LoRaWAN-5G integrated networks, the end devices in the
methods are required to have dual connection ability which
will significantly increase the cost of each end device. In most
IoT use cases, a substantial number of end devices are needed
to be deployed. It is obvious that including a 5G module in
LoRaWAN end devices will significantly increase their cost.
Instead of focusing on LPWAN-5G integrated network, the
authors in [130] propose a media independent solution for
mobility management in heterogeneous LPWANs. Although
they do not consider 5G network, this IPv6-based solution
can be potentially used for LPWAN-5G integrated network
when multiple LPWAN technologies are integrated to a same
5G network.

D. INTEROPERABILITY BETWEEN DIFFERENT LPWAN
TECHNOLOGIES
The interference between LPWANs has attracted attention
from the research community. The authors in [91] measure
and analyze the interference between LoRa and SigFox in
the band of 863-870 MHz in Aalborg, Denmark. The results
show that there is a 22-33% probability of interfering signals
above −105 dBm in downtown Aalborg. Also focusing on
interference measurement, the authors in [90] measure and
analyze the interference between sub-Gigahertz technologies
including LoRa, SigFox, Z-wave and IO Home Control. The
results show that there is a non-negligible loss of 12-20%
when the interferer starts during the preamble and header
time. Although the interference between LPWANs has been
measured and analyzed, to best of our knowledge, there is
no effective solution having been proposed to eliminate the
interference.

A single LPWAN technology has some limitations such as
low reliability, high latency and lowmobility. Adopting multi
LPWANs simultaneously could enhance their capabilities.
To enhance reliability, the interoperability between NB-IoT
and LoRaWAN is studied in [131], and the interoperability
between NB-IoT and SigFox is studied in [132]. The
prototype of a multi-RAT LPWAN device in smart cities via
integrating LoRaWAN into NB-IoT has been demonstrated
in [131]. The result shows the feasibility of interoperability

between LoRaWAN and NB-IoT. Compared with a single
LPWAN, the end devices with dual connections of both
LoRaWAN and NB-IoT have higher flexibility, reliability,
and dependability. To realize low cost and wide area
coverage, most LPWAN technologies work in the sub-GHz
band, suffering from high data loss rate mostly due to the
channel effects [147], [148]. Besides, the quest to keep
the network in the low power mode negatively affects data
packet delivery. As a result, it is difficult for LPWAN
to support critical use cases which need high reliability
or low latency. In [132], redundant LPWAN technologies
are used to provide improved resilience for critical use
cases. Specifically, NB-IoT is implemented as the primary
communication technology to send data while SigFox is
chosen to be the secondary communication technology to
provide a backhaul path. To enhance mobility, the handovers
between LoRaWAN and NB-IoT is achieved in [130] by a
IPv6-based solution. In conclusion, the works in [130], [131],
and [132] demonstrate the benefits of interoperability
between different LPWANs, but more solutions are needed
to improve the efficiency of interoperability.

E. CO-EXISTENCE OF LPWAN WITH OTHER WIRELESS
TECHNOLOGIES
In the era of the Internet of Everything, billions of devices will
be connected and varieties of wireless access technologies
will coexist in the same area or even in the same ecosystem.
When designing the LPWAN-5G integrated network, the
coexistence of LPWAN with other wireless technologies
should also be considered. The work in [133] surveys the
potentials of integrating Cognitive Radio (CR) into LPWAN
for IoT-based applications. Given the heterogeneity and the
requirements of IoT standardization, the authors in [134]
propose an architecture of the integrated IoT application
development platform which supports heterogeneous IoT
end devices including both long-distance and short-distance
communication devices such as LoRa, ZigBee and Bluetooth
Low Energy. The options of the integration of LPWAN and
Low Rate-Wireless Personal Area Networks (LR-WPAN)
are investigated in [135], and two technologies: NB-IoT and
IEEE 802.15.4.g, are selected to implement the integration.
The authors in [136] analyze the coexistence of 5G NR, LTE-
A and NB-IoT in the 700MHz band by an indoor experiment,
showing an efficient spectrum sharing for the three wireless
technologies.

Although NB-IoT is designed to comply with LTE and
utilize the infrastructure of LTE, the interference and collision
may still happen due to their operating frequency bands
that are the same or close to cellular bands [138]. Oh and
Song [33] demonstrates that NB-IoT may interfere with
LTE which is likely to affect the coexistence of NB-IoT
with LTE. The authors in [139] analyze the interference
between NB-IoT and LTE signals, and propose a new
algorithm for channel equalization to reduce the sampling
rate mismatch between the NB-IoT user and LTE base
station. To eliminate NB-IoT interference to LTE, machine
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learning is a potential solution, e.g., the block sparse Bayesian
learning-based approach proposed in [140] and the sparse
machine learning-based approach proposed in [141]. Based
on the interference prediction, the authors in [142] propose a
novel framework for radio resource management in NB-IoT
systems. In addition to the NB-IoT, LoRa may also interfere
with LTE if the LoRa transceiver, like SX1281 released by
Semtech, operates in the 2.4GHz frequency band [137].

VI. FUTURE WORKS
As shown in Table 3, many efforts have been undertaken to
address the challenges of LPWAN-5G integration. However,
most of the proposed solutions need to be further enhanced.
In this section, we will identify and discuss two promising
research directions that have potentials to address the
challenges.

A. ARCHITECTURE DESIGNING FOR CORE-LEVEL
INTEGRATION
As shown in Table 4, all current research works on LPWAN-
5G integration are based on 4G or NSA 5G with EPC
serving as the core network. The main reason is that 5G
network deployments started in 2018 with non-standalone
mode that employs EPC as the core network [149]. However,
till March 2021, 68 operators in 38 countries globally have
been investing in public 5G SA networks with 5GC according
to Global mobile Suppliers Association (GSA) [150]. With
the advent of Standalone (SA) 5G, 5GC is becoming available
for both research and commercial deployments. Compared
with EPC, 5GC can support more extensive and powerful
functions by virtue of many enabling technologies like NFV,
SDN and Network Slicing. Since the emergence of 5GC,
Fixed-Mobile Convergence (FMC) [151], [152] has evolved
gradually from access network level to core network level,
which makes it possible to manage different access networks
and UE by a converged 5GC. Similarly, it is expected that
more research will be done at the core network level for
LPWAN-5G integration. There are three motivations behind
core-level integration in the SA 5G era. First, enabling
technologies such as SDN and NFV can considerably reduce
the cost and complexity when new functions (like servers
of LPWAN) need to be implemented into the core mainly
by reusing the same hardware [153]. Furthermore, Network
Slicing enables many networks with different features to be
able to coexist in a single core network [154]. For instance,
LPWAN is characterized by low data rate and non-time-
critical applications, while standard 5GC supports URLLC.
By using NSF, the 5GC can be logically sliced into two
distinct networks - one is characterized by a low data rate for
LPWAN, while the other one is characterized by low latency
for URLLC applications. Although logically separated, the
two distinct networks still coexist in a converged 5GC,
which is beneficial for optimization of network resource
configuration and adoption of different security schemes.

Second, unified management and overall optimization
can be achieved when integrating at the core level. If the

integration is considered only at access networks such as
Options 1, 2, 3 and 5, the cellular network only serves as a
backhaul network from the LPWAN perspective and there is
no interworking between 5GC and the servers of LPWAN,
which makes the cellular network transparent. Consequently,
it is impossible to manage the 5G network and the LPWAN
in a converged core and the overall optimization of the hybrid
network is also unlikely to be achieved.

Third, for operators, especially cellular network operators,
the core level integration can massively reduce the cost
of deployment, operation, management and maintenance
compared with operating two separate networks i.e. 5GC
and LPWAN servers. To expand the scope of their customer
base, operators have integrated NB-IoT into their cellular
networks [155], [156]. Thus, it can be predicted that more
LPWAN networks would be integrated into operators’ cellu-
lar networks and more integrations would be implemented at
the core level in the future. However, the integrated access
network is still valuable which could considerably reduce
the cost of gateway deployment by utilizing the 5G access
network which has been already deployed. Therefore, rather
than relying on a single option listed in Table 5, the prime
integrated architecture is likely to be a hybrid of two options.
For example, option 4 can be used to build a LPWAN-5G
converged core network and then option 5 can be used to
get access to the converged core network for LoRaWAN end
devices.

B. UNIFIED DATA MANAGEMENT
As discussed in Section V, 5G and LPWANs employ different
databases and data management methods, which has a
negative impact on the efficiency, mobility and security of
LPWAN-5G integrated networks. It is expected to use a
unified database to store the subscription information of both
5G UE and LPWAN end devices, and to design a unified
method to manage the unified database. Unlike Option
6 requiring dual connectivity, unified data management
enables LPWAN end devices without a 5G module to be
authenticated as if the LPWAN gateway receiving the join
request is connected to a network server residing in the
5GC, which can retrieve the subscription information of the
end device stored in the UDR. End devices roaming in a
visited LPWAN network whose gateways have access to
the same 5GC can also be authenticated without the need
for a 5G module. Moreover, unified data management can
enhance security of LPWAN-5G integrated network as it
reduces the risk of data exposure when two independent data
management entities interact with each other.

VII. CONCLUSION
In this paper, we provide a survey and tutorial on LPWAN-5G
integration for hybrid networks, focusing on main integration
challenges and potential solutions. We first compare the
leading nine popular LPWAN technologies, which were
classified into cellular LPWANs operating in licensed bands
and non-cellular LPWANs operating in unlicensed bands.
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We also introduce the 5G network architecture, which
is a flexible, scalable, agile and programmable network
platform to which other technologies can be integrated, and
the enabling technologies. Then, the main challenges and
potential solutions of LPWAN-5G integration are discussed
in detail. Finally, we identify and discuss two future research
directions that have great potential to enable hybrid LPWAN-
5G networks. In conclusion, it is feasible to integrate
LPWAN to 5G systems, but some key problems should be
addressed including hybrid architectures, security, mobility,
and interoperability between LPWANs, and coexistence with
other wireless technologies. We predict that LoRaWAN will
be given priority when integrating non-cellular LPWAN
technologies to 5G given its popularity and open-source
protocol. Moreover, unlike previous work mainly focusing
on access-level integration, more efforts will be undertaken to
design a converged core network for LPWAN-5G integration.

APPENDIX
ABBREVIATIONS AND ACRONYMS
As shown in Table 5, this appendix describes the abbre-
viations and acronyms in this paper, especially those that
appear in Figure 3 and Figure 4, and have not yet been
defined.

TABLE 5. Definition of all acronyms used in the paper.

TABLE 5. (Continued.) Definition of all acronyms used in the paper.
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