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Abstract. The energy system is going through huge transformation to integrate
distributed renewable generation and to achieve the goals of net-zero carbon emis-
sions. This involves a significant adjustment to how the system is controlled and
managed, with increasing digitalisation of technology and growing complexities
across interconnected systems. Traditionally electricity networks adjusted their
supply of energy in response to changes in demand. The future energy system will
require more flexible demand to be able to use or store energy when renewables
are generating. This change is exacerbated by additional demand for electricity
for heat and transport uses.

Utility organisations hold responsibility for securing their networks and assur-
ing the supply of electricity. This paper describes a full investigation of cybersecu-
rity issues and concerns for utilities. This industry review was carried out to create
a clear organisational context for the ongoing design of cybersecurity improve-
ments. The assessment of potential impact and consequences of cyber-attack is
recommended to direct necessary preparations towards protecting essential func-
tions and processes. Improving resilience across interdependent actors is discussed
and resilience measures suggested to guide the contributions of different actors
towards whole system resilience.
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1 Introduction

Energy distribution networks are undergoing significant change. Traditionally based on
a relatively smaller number of central generation sites with simple control and stabil-
ity through overprovisioning, generation is becoming increasingly distributed with the
introduction of renewables such as solar and wind. The network is becoming a ‘smart
grid’ with enhanced control and demandmanagement to improve efficiencies and reduce
overprovisioning, and the net zero agenda is increasing demand on the electricity net-
work through the electrification of heat and transport. This has significant cyber security
implications. Electrical distribution networks will have to interact more with sources of
supply and demand, and more sophisticated control is more vulnerable to attack.

The University of Strathclyde’s Power Network Demonstration Centre (PNDC)
brings together academics, industry organisations and technologists for pre-commercial
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research and development projects to shape future smart energy networks. The PNDC
investigated the organisational aspects of cybersecurity to provide an improved under-
standing of the future energy system among PNDC members and beyond. This enabled
an organisational and sectoral context to be brought to the technical solutions. Further-
more, this research facilitated the coming together of different experiences and under-
standings across the PNDC membership, such as IT skills adapting to an Operational
Technology (OT) context and a synthesis of power systems and telecoms experience.
Section 3 describes an assessment of current cyber security concerns within utility net-
works. Section 4 then proposes how the impact of different issues can be assessed, and
Sect. 5 emphasises key aspects to improving the resilience of power networks.

1.1 Approach

This research involved bringing together different experiences to make clear the context
of a changing energy sector. The changing role ofDistributionNetworkOperators (DNO)
was also considered as theywould be evolving to include systemoperator responsibilities
to balance power flows for their grid zones.

The research builds upon Hurst’s work that recommended a holistic defence in depth
approach after surveying different infrastructure security strategies. Proactive protec-
tion needs a broad view of the infrastructure, coordinated responses to disruptions and
requires diverse information about systems, networks, devices and processes to model
correct behaviour [1].

Key concerns and issues on achieving cybersecurity for future energy scenar-
ios were evaluated through a workshop and interviews with PNDC industry part-
ners. This included 20 people with cybersecurity responsibilities, in UK based oper-
ations, from the spread of organisations listed below.

• 5 energy companies
• 3 telecom service providers
• 2 suppliers of automation and smart grid equipment
• 2 consultants in security and risk.

A grounded theory approach was followed, combining insights from literature, rel-
evant project experience and analysis of the discussions [2]. The workshop brought
together IT security skills, OT engineers and telecoms experts to form the organisational
context of a future Distribution System Operator (DSO). This enabled a backdrop of
shared understanding for the ongoing development of cybersecurity implementations in
the sector to be formed. Several round-table discussions, with different skillsets in each
invited an open exploration of the issues. Bringing together stakeholders in this way to
address sector specific issues with mutual cooperation and by going beyond organisa-
tional boundaries aligns with Burns’ partnership approach [3]. The arising issues were
then discussed as a whole workshop group and categorised into emerging themes that are
outlined in Sect. 3. Interactions during the workshop and the experience of participants
enabled the building of the analysis and the discovery of the categories [4].

The workshop output formed the basis of some follow-up interviews with each of
the participating organisations. Interviews allowed time to further explore with in-depth
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discussion, using open questioning based on the themes and categories that arose dur-
ing the workshop [4]. These interviews were conducted in a semi-structured manner
to allow further sharing beyond what could be communicated in the group workshop
setting. The use of anonymity during the interview stage, where stakeholders were less
willing to share sensitive information in a group, provided a platform for gathering
and analysing information anonymously and then acting on it collectively [3]. A multi-
actor approach by listening and understanding different perspectives across industry
was paramount to this research [5]. The compilation of workshop and interview find-
ings later allowed PNDC members to select priority issues to set the focus for future
cybersecurity projects at PNDC.

The emphasis of this exercise on the needs of DNO organisations was important
due to their holding responsibility for the cybersecurity of their operations and services.
While the focus needed to be on PNDC members due to this work leading into future
work based at PNDC, it holds relevance to the energy sector in general and beyond the
UK and to the necessity of ensuring an understanding of organisational context for more
effective cybersecurity implementations.

2 Preparing for Future Energy Scenarios

With uncertainties about the impact of cyber security on organisations within the energy
sector, exploring potential scenarios can help direct more effective preparations. Each
scenario gives us a future vantage point from which to observe the present situation. The
capacity to manage future uncertainties requires both learning from past attacks as well
as consideration of different futures [6].

Table 1 shows different areas of activity that can be distinguished, from solving
one-off problems to looking at longer term capability, using an exploratory mindset or
achieving closure with decisions and actions. All four activities play a role in effective
preparations.

“Systems cannot be constructed to eliminate security risk” [7] so it is essential
that systems are designed to recognise, resist and recover from attacks. Longer term
considerations and the ability to adapt to new threats are important for systems to sustain
assurance over time. A continued adaptation is necessary to respond both to changes in
threats and changes in functions or usage of the system that could enable an attack.

Table 1. Dimensions of purposeful activity [8]

Single activity problem solving Ongoing activity
surviving/thriving

Opening up exploration What’s going on? Making sense
of the latest threat landscape

What’s coming? Anticipation
preparedness

Closure decisions Developing a strategy to deal
with cybersecurity

Organisational learning adapting
to changes and new threats
dynamic response
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This research focussed more on the opening up and exploratory dimension of Table
1 to provide an improved awareness and understanding of the situation and context of
future energy networks and enable decisions to be made on the priorities and focus areas
for future projects at PNDC.

2.1 Setting the Context

National Grid operates the transmission network in much of the UK. Its future energy
scenarios (FES), shown in Fig. 1, offer a context to explore potential cyber security
scenarios and impacts. Four different pathways are described towards net-zero carbon
emissions, including consumer or system transformation as different ways to reach 2050
goals [9]. The FES will require an integrated whole system approach to manage a more
complex picture of power flows and to coordinate demand with supply.

Fig. 1. National grid future energy scenarios [9]

During our Industry Review detailed in Sect. 3, the importance of organisational
context was apparent, and it was clear that cybersecurity approaches and mitigations
essentially must consider the operational and cultural context they need to function
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within. The real potential of a vulnerability is also highly contextual. “The real impact
of a vulnerability is heavily dependent on the context surrounding the targeted device”
[10]. Considering risks from an operational perspective as well as a security perspective
ensures that cybersecurity risks are managed from an organisational understanding [11].
The wider engineering solution around it could be more important than the security
solutions especially where there are security gaps. A vulnerable asset can be assessed
based on its importance to the organisation using ‘Environmental Metrics’ to customise
a vulnerability score by assigning a high medium or low value in terms of Availability
Integrity Confidentiality [12].

A significant power outage in the UK in August 2019 emphasised the importance of
adaptability and cooperation in operating a changing and complex power system [13].
Stronger and faster interactions are expected between different aspects of the energy
sector, to obtain value from coordinating and optimising the whole system. The wide
adoption of data-driven insights to manage a distributed energy systemmust be balanced
with the necessary attention to cybersecurity and privacy. From a policy perspective,
attention is being paid to securing consumer smart devices in the FES, both in terms
of the devices themselves, and their interactions and data flows required. In addition
to privacy concerns, where different actors and devices have control and can trigger
changes to the system, a coordinated and secured approach within safe parameters must
prevent unwanted consequences.

Electricity markets driving consumer demand with price incentives will necessitate
digital solutions to prevent sudden swings in demand. For example, Electric Vehicle
(EV) charging patterns will need to be managed to spread the load away from peak
demand and towards periods of higher renewable generation.

TheEnergyNetworksAssociation (ENA) provides guidelines forDistributed Energy
Resources (DER) to facilitatemeeting cybersecurity requirementswith small generators.
They require consultation and collaboration between the DER operator, the DNO and
any third-party providers involved [14]. Similar agreements attending to cybersecurity
will need to be developed for the coordination and connection of increasing amounts of
offshore wind generation.

While these future scenarios point to an increasing need for digital solutions, a conse-
quence driven approach to cybersecurity is emerging through cyber informed engineer-
ing that recommends keeping reliance on digital technology to a minimum for critical
functions and processes [15]. It will be important to prioritise essential functions by pro-
tecting the hardware, software, processes and procedures that enable them, in order to
prevent unwanted consequences [16]. Analysis of these new scenarios with new depen-
dencies will identify potential impacts to avoid, where it is most necessary to reduce
pathways for malicious control of essential assets and functions. Particular attention will
need to be given to reliance on offshore wind, aggregation of flexibility services, energy
storage and the capability to spread new load patterns towards renewable generation pat-
terns. Network reinforcements will be required for distribution networks to cope with
increasing power flows, especially to meet electrification of heat and transport, and to
avoid the constraint of renewable generation. The cost of this “can be minimised by
deploying smart and innovative non-build solutions” and through better integrated plan-
ning [9]. Traditionally the energy system had supply responding to changes in demand,
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the new scenarios put supply in charge and expect smart flexible demand to either use or
store electricity when it is available. To prevent opening additional pathways to attack,
cybersecurity must be embedded into these smart solutions.

All these FES will need the support of a highly interconnected control structure,
and will also increasingly interact with natural gas, hydrogen and biofuels. Aggregated
technologies on the demand side, responding to half hourly price signals, will require
managing at street, local and regional level so that distribution networks protect system
stability. A whole street of EVs responding to price signals, all drawing or all feeding
back power to the system, could otherwise cause instability. Achieving Net Zero expects
a “deep digitalisation of all energy assets” [17]. This will require secure solutions at all
levels. “As new sources of flexibility come online, we will need their operational data”
[17]. Information becoming available in more places could also be assisting adver-
saries to build a clearer view of the system. The transformed energy system will require
“interaction between digital platforms, technologies and markets signals” and “interop-
erability across data, services and technologies” [17]. An increasingly interactive and
interoperable energy system must be developed with cybersecurity in mind.

With this opening up of access to data and lots of pathways into networks, it is
likely to become too much to monitor for anomalies without some simplification to
effectively oversee the cybersecurity of such solutions. The integrity of data is essential
where it is being used to control devices and system responses. An honest look at our
reliance on complex digital solutions, and the recognition that we will have “combined
technologies, delivering multiple services”, “smart technologies, all digitally enabled”
and “deployed at scale and throughout the energy system” [17] makes it clear that
cybersecurity must be fully embedded into the journey to net zero. Where dependencies
are greatest and to protect essential functionality, priority decisions will need to bemade.
An engineering perspectivemust findways of defending an extensive attack surface such
as keeping systemcapabilitieswithin safe limits, while retaining the systemorchestration
that digitalisation brings.

3 Industry Review

A review was undertaken by PNDC of the main points of concern in cyber security in
utility networks. The approach used is detailed in Sect. 1.1. The review started with
a cybersecurity workshop attended by various energy sector actors, including DNOs,
vendors and consultants. Follow-up meetings and discussions were then held with par-
ticipants to build a full picture of the situation. This provided a thorough organisational
context for ongoing design of cybersecurity improvements and to prioritise innovation
projects at PNDC. The following sub-sections describe the emerging cyber security
issues and requirements for these energy sector organisations.

3.1 Accessing Multiple Sites

There is a requirement for security of both local access to equipmentwithin a substation’s
own network and remote access to substations over wide area networks. The need for
remote access support for substations is required from third parties, vendors and external
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contractors. Corporate network access into substations was also essential, requiring an
economical solution which meets the needs of different branches of the business, yet
preserves security of the operational network.

There was a strong requirement for Identity and Access Management (IAM) capa-
bility, with a need for logging of actions, as well as control of who is able to access
systems, and a facility for revocation of access, while considering the unique nature
of an operational network and ensuring availability of systems. To avoid the introduc-
tion of complex security systems which slow down operations, operational networks
often do not feature the same security features as corporate networks, such as 2-factor
authentication. Introducing stronger verification of the identity of a party connecting
to equipment, as well as the actions they are permitted to carry out, must consider the
operational context of an always-on environment.

In a control room setting, it is difficult to switch the identity of the operator with-
out shutting down and restarting the interface which is not appropriate for a real time
environment. There are layers needed to the solution, and there is a different class of
problem for unattended equipment.

For remote access there were issues with creating VPN tunnels into substations such
that alternatives to VPN may need to be considered. A specific concern was how to
manage cryptographic keys and VPN configurations, and in making coordination and
management scale to the high number of substations sites.

There were different views on the extent of encryption and whether it is necessary
for all communications to be encrypted or would authentication alone offer sufficient
security for certain services. Grid protection applications, in particular, could require
very fast, potentially sub-millisecond encryption to meet latency requirements.

There was a desire to look into “encrypted by default” communications within oper-
ational networks, provided suitable provisions are made for availability, reliability and
performance. However, there was a concern with regard to the security and management
of certificates and cryptographic keys, and ensuring the correct handling of issuance and
revocation, to avoid any downtime or loss of functionality.

Specific technologies for linking sites were discussed, such as whether there were
any security benefits to using MPLS over more traditional technologies. There was
considerable concern about thewidening cybersecurity issues caused bymoving towards
IP-based networks and IEC 61850 substations.

There are some unique challenges within operational networks which can make
deployment of standard solutions more complex, such as most single-sign-on systems
failing if the centralised authentication server fails or goes offline. It would be possible
to build a more resilient solution using Public Key Infrastructure (PKI) technology, to
securely authenticate parties through certificates issued on a regular basis, with no direct
requirement for the authentication servers to remain online to permit remote access to
systems during outages or other emergency scenarios. For log aggregation, the main
priority would be ensuring provenance of the logs against tampering, while keeping
bandwidth usage to aminimum for remote siteswhich have limited network link capacity
available for log aggregation. PKI was seen as a potential approach to securing networks,
although the risks of quantum computing advances were highlighted as DNOs – and
regulators – traditionally expect relatively long-term deployments of equipment.



Organisational Contexts of Energy Cybersecurity 391

3.2 Securing Legacy Equipment and Future Networks

There is a significant challenge in managing legacy equipment as the network moves
to a more integrated environment with inter-connected systems, especially as legacy
equipment was often not designed with security in mind. Legacy devices frequently lack
access control and other security measures, and assume the network is only available to
fully trusted devices. It is not possible to change, modify or update legacy equipment
to be compliant with newer security systems, and many older security protocols feature
weaknesses which cannot be resolved other than by updating to a newer version of the
protocol such as Transport Layer Security (TLS) protocol.

If legacy equipment has no access control, any party with access to the network to
which that device is connected may interact with the equipment, and potentially carry
out operations. To maintain the security of such devices, it is necessary to firstly identify
these devices, and secondly ensure that they are isolated from other network traffic
with network segmentation, and from remote users with VPN access, limiting access to
nodes that specifically require it. Legacy equipment almost invariably has no logging
or auditing capabilities, meaning that attempts to gain access to the equipment may
not be detected. Building adequate secure capability around legacy systems is essential.
Security monitoring is vital to stop attacks more quickly, identify suspicious access or
traffic, and monitor configuration and authentication events.

Lifetime management of equipment is an issue, including ensuring suitable vendor
support, particularly for embedded systems where security updates are not necessarily
forthcoming a small number of years after release.

The practical security considerations of firmware updates on equipment in the field
were also raised. There is a perceived risk of updating working equipment, due to the
loss of availability while updating or other failure due to the update. However, soft-
ware vulnerabilities present a serious risk to the security of the network, and insecure
devices could be used as “pivot” points to explore other parts of the network, potentially
exposing more critical systems to attackers. The risks of allowing non-updated devices
to remain on the network needs to be evaluated, perhaps using penetration testing out-
comes, versus the risks of carrying out an update (ideally remotely), and the impact on
security and availability this may have. Another risk introduced through remote updates
is the potential for an attacker to use this method to deploy a malicious update, indicat-
ing a requirement for remotely updateable devices to have suitable security in place to
authenticate any updates issued.

With a large number of embedded systems deployed in the network, an interest
was expressed in whitelisting technology, which could be used to constrain embedded
devices to mitigate against malicious software or other attacks, by ensuring that only the
specific software originally installed on the device would be able to execute.

To improve the integrity of the OT environment, there could be potential for the use
of VPN tagging to monitor data flows and record log in access and operations on legacy
equipment which may not currently have support for this.

3.3 Network Monitoring

The introduction of malicious equipment to a secure network is a security concern.
Having the capability tomonitor networks for the introduction of newdevices, or changes
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to existing devices, would reduce cost and provide a more rapid response. Additionally,
identification of specific unusual traffic is a potentially beneficial proactive measure, in
order to attempt to gain early warning of unusual behaviour on a network, or of a device
being compromised. The benefit of monitoring also extends to monitoring devices for
important security updates, to ensure that each device is patched against any known
vulnerabilities, and running the latest approved software revision. This process could be
combined with targeted penetration testing to identify widely deployed devices which
should be tested to ensure no obvious vulnerabilities are present. However, controlling
and verifying devices present on networks is challenging given the numbers of devices
involved.

There was a need to improve visibility of all devices connected to networks. Most
large systems such as servers had agents installed, but no monitoring or control of the
devices present, or how they are managed and patched.

The need to better understand the traffic experienced within SCADA networks was
recognised. Concern was raised over how to correctly identify both “good” and “bad”
traffic within a network, for intrusion detection and prevention systems. There were
questions over when to stop traffic, and risk interrupting availability, versus permitting
and then investigating after-the-fact, since detections systems are generally preferred for
SCADA environments,

There was an interest in log aggregation for auditing and accountability of actions,
whichwas felt to be a growing concern in the future with increasing remote access. There
are challenges with limited bandwidth to some remote sites, and the need to ensure logs
are transmitted securely.

The transition to IP-based networks brings about opportunities to improve resilience
and availability by removing reliance upon centralised points of failure. This comes with
significant alterations to network design and organisation, specifically around security.
A distributed trust management approach would permit equipment to communicate only
with other authorised devices, ensuring that any unauthorised devices introduced to net-
works would be unable to interfere with or communicate with authorised devices. Such
an approach, without requiring a single centralised point of failure for authentication,
was identified as a potential area for future work, particularly applying the concept of
distributed trust in a non-product specific context.

3.4 Building Incident Response Capability

Capabilities to identify, respond and recover from a cyber-attack are limited at present.
The current power system was not designed to handle the effects of a cyber-attack. It
has been designed with n-1 redundancy as a goal, to handle the loss of generation or
transmission assets. In the context of cyber security, there are many other scenarios to
be prepared for. There is a need to develop faster detection of malicious or unpredicted
activity and to design appropriate responses to potential cyber incidents.

Appreciating the differing context of anOT environment is crucial to handle cyberse-
curity in an appropriate way for an operational setting. The focus leans towards protect-
ing systems and restoring operations. Incident responses must consider real-time and
availability requirements. For example, control systems cannot be disconnected from
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the network if under attack like an office computer could be. Cyber-security responses
appropriate for an OT environment are needed.

Defining Responsibility. Part of incident response will be to define the level of inci-
dent handlingwithin an operator’s capability and agree responsibilities within and across
organisations. Operators need to decide what needs to be passed up to, for example, the
National Cyber Security Centre (NCSC), or how to engage a response across supply
chain organisations, so that an incident response structure can be agreed. Also, iden-
tifying where practical help may be needed to withstand an attack, especially over a
long time period: e.g. a sustained Denial of Service attack for several days. An effec-
tive coordination of the response needs to also be established so that crisis management
procedures are in place for cyber security. Previous cyber-attacks have highlighted the
use of cascaded attacks to reduce the efficacy of responses. Crisis management must
also consider how procedures would be implemented under degraded communications,
or following the failure of communications infrastructure as a result of the attack.

To resolve attack situations, organisations will need to build a reliable and strong
network of partners for incident response and recovery, as well as agreeing on escalation
processes and responsibility levels within and between organisations.

3.5 Knowledge of Threats

With an uncertain picture of evolving threats, utilities are expected to prepare for
unknown threats to their essential services. Concerns were raised over being without
a formal threat landscape for operational networks. While the latest threat landscape
is constantly evolving, intelligence gathering could indicate attack trends and future
security risks and help to prepare for new scenarios. The potential for an interactive
platform to share an evolving picture of threats was discussed. While there are clearly
some challenges to producing an all-encompassing threat landscape model, it was felt
that most work is being carried out “in the dark”, with limited awareness of the types of
attack techniques that could be faced.

Identifying various scenarios will aid the preparation of responses to cyber incidents.
It is important to consider how vulnerabilities in digital components could cause failures
across the grid and to consider different threat agents and types of attack. This will help
to identify high impact scenarios and build up a picture of the potential scenarios that
need to be prepared for to reduce the impact of attacks.

3.6 Electricity Sector Specifics

There is the risk of single site compromises cascading into a wider system threat and
affecting other organisations as well. It was noted that the involvement of cross-DNO
working groups, would be needed in these circumstances. Being unprepared for cyber
incidents exposes the system to the risk of cascading effects which could result in a
brownout or even blackout situation. There is also the risk of manipulation of or loss of
control and monitoring systems. The ability for an attacker to exert control over large
loads, or indeed a significant number of smaller loads, could adversely affect system
balancing and lead to blackouts. Likewise, malicious control of generation could affect
supply and cause instability.
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Real Time Performance. There are technical challengeswith securing protection com-
munications, due to the need for ~ 4 ms response times, and the perception that this is
difficult to achieve alongside secure communications. A cost/benefit and performance
analysis was felt to be necessary for securing extensive distribution networks. The secu-
rity risks to assets from secondary substation and below needs further investigation.
The impact of encryption on performance and availability to discover where high speed
encryption applicationsmay be needed. Encryption, for example, could add cost, without
providing sufficient benefit.

Active NetworkManagement New technology such as Active NetworkManagement
(ANM) is presenting DNOs with new security challenges. ANM requires connections to
both the primary control network and secondary telemetry networks, limiting the tradi-
tional approach of segregating these networks. With the potential introduction of servers
and other equipment within substations, and wider deployment of connected monitoring
equipment, itself vulnerable to attack and manipulation, a more ANM-oriented network
is introducing new security and management requirements. This was considered impor-
tant, due to the ability for ANM to interact with and control generation equipment on
third party sites and networks.

3.7 Organisational Culture

Unwillingness to risk introduction of complexity which may otherwise impact on avail-
ability means that operational networks frequently lack the same security measures
found on corporate networks, such as 2-factor authentication and other measures to
ensure security during sign-in processes.

The challenge of management not being familiar with the currently deployed sys-
tems was also highlighted as a concern, given the significant changes in approach to
security required with newer, more interconnected equipment. Another challenge iden-
tified was in keeping up with advances in IT, and security in general. The pace of change
and developments, and the speed with which information about vulnerabilities may be
disseminated makes it difficult for small cyber security teams to keep up to date with
information. A need for training in cyber security was also highlighted, to ensure every-
one who needs it has a strong basic knowledge of the essentials for securing systems.
The ability for a ‘small’ mistake to completely compromise the security of an installation
was a concern. An example given was of an engineer bridging the ‘secure’ operational
side of the network to a WAN link using a patch cable while working on equipment.
Knowing the organisational context that security solutions are to be implemented and
maintained within gives a broader view of what is needed to build a security culture and
more secure ways of working.

Overall governance of cybersecurity within the organisation as a whole needed some
attention. Progress had been made in different business units but had resulted in different
approaches and security policies, which would be better unified and coordinated. There
was interest in establishing a broad governance and security architecture, to create a
secure state to aim towards when deploying and designing systems.

IT/OT Integration The organisational boundaries between operational and corporate
sides of IT provisions were also highlighted as being a concern – equipment not installed
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by IT and not connected to the corporate IT network was considered to be outside the
responsibility of IT. Advances in corporate security (single sign-on, enforced 2-factor
authentication etc.) had not been replicated on the operational network due to IT not
having visibility of activity on the OT side.

It was recognised a new model for working was required to manage the increasing
numbers of computer systems (such as servers) in operational networks. There was a
desire for the IT teams to manage such systems, as this was more within their area of
expertise, but this presented challenges such as providing access for corporate IT staff
into substations.

Supply Chain Security Based upon the significance with which it was emphasised
by all DNO members consulted, some of the largest risks to DNO operations appear to
be posed by their supply chains, and by connections which are permitted from external
third parties, operating outside the control of the DNO’s business and security policies.
Taking somemeasures to begin to increase the level of trust in suppliers and components
is an important step.

Equipment vendors increasingly wish to have remote access abilities to provide
support. This introduces risk if a supplier’s internal procedures are insufficient to prevent
abuse of this access, or if there are technical weaknesses in the implementation of the
remote access system. Currently, such connections are established through VPN links,
but with very little logging and auditing of the specific equipment connected to, and
actions carried out. The number of external connections to controlled networks will
increase, both due to practical andbusiness reasons.Connections to third party generation
sites are one such example, where it is necessary for relatively simple communications to
take place over an external IP network. While best efforts are made to assume the worst-
case when considering third party networks, there is clearly potential for compromise
here. There would be security benefits in having the capability to segment access to only
a particular type of equipment, or localised site, to reduce exposure of assets to those
with remote access. Care should be taken around legacy devices and protocols being
introduced to IP-based networks, to ensure they cannot be reached from untrusted areas
of the network, such as incoming VPN connections and similar.

The reliance of DNOs upon their supply chain of suppliers, vendors and subcon-
tractors was recognised as being a major limitation of current cybersecurity measures.
Questions were raised on how to audit, assess and review the cybersecurity competen-
cies of third parties, especially while considering implementation-specific requirements
or validation of vendor claims. There is also the issue of the validation of the supply
chains of the vendors themselves. A code of practice for suppliers and other third par-
ties, covering their expected capability in cyber security, was highlighted as an important
requirement going forward.

Within substations, a significant concern identifiedwas inmanaging suppliers’ under-
standing of substation implementations and preventing inappropriate hardware from
being installed in substation environments, where it is left unmanaged with security
issues. For example, features thatmaybedisabledon aproductmay still leave functioning
remnants, capable of communication and remote exploitation.

The trade-offs and challenges of embedded systems were also discussed, specifically
around short support periods from Original Equipment Manufacturer (OEM), which are
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often only a few years. The need for significantly longer equipment lifespans, causing
vulnerabilities andweaknesses to get “locked in”with no clear way tomitigate or resolve
them without OEM involvement.

Inter-Organisational Issues. There is a need to define collective responsibility across
interdependent organisations, in order to secure energy systems and to ensure all market
players and applications have achieved an adequate level of cyber-security. Aiming
for a consistent approach across organisations will require collaborative agreements on
cyber security responsibilities and increasing cyber-awareness both within and between
organisations. Considering suppliers and components that affect the criticality of an
operator and understanding security requirements in different operational contexts will
help to adapt countermeasures to different use cases. With a better understanding of
appropriate countermeasures, DNOs can agree obligations with suppliers to implement
technical or organisational security measures and make plans to ensure compliance with
those obligations. This could include a classification of threats, risks and vulnerabilities
that indicates howessential certainmeasures are and the level of implementation required
depending on criticality for the operator.

3.8 Recognising the Shared Context

It was important to bring together a shared understanding of the future energy situation
through this research activity with different players. Operational teams were getting to
know new capability and new systems, learning an unfamiliar context. For example,
keeping the power network stable involves controlling generation equipment on third
party sites, managing Electric Vehicle (EV) charging patterns, so that power flows can
be optimised within the constraints of the network. The resulting increase in complexity
and data traffic, mean the availability and integrity of measurement data is essential to
minimise unnecessary curtailment of generation. Agreement on cybersecurity require-
ments and code of conduct is also necessary between generators, DNOs, aggregators
and other third-party providers.

The academic and industry experts participating in this research activity gained a
closer understanding of the issues the DNOs face. This has provided a shared under-
standing fromwhich to design more applicable cybersecurity solutions and deployments
going forward.Ourmulti-actor approachwas able to consider thewider engineering solu-
tion, beyond security, for wider protection from undesirable consequences, especially
where security is lacking. Knowing the operational perspective allows cybersecurity to
be managed from an understanding of the organisational context.

Achieving security across organisational boundaries arose as a significant issue
across several topic areas, including cooperation during incident response. The collective
responsibility across interdependent organisations requires an adequate cybersecurity
level across all market players.

Painting the picture of both organisational and sectoral contexts provided a backdrop
of understanding among different players for ongoing cybersecurity research projects at
PNDC. A quarterly theme meeting continues to bring together members from different
companies in the energy sector to further guide the research programme of PNDC.
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4 Exploring Impact and Uncertainty

The FES all present an increased use of smart technology and therefore an increased
exposure to cybersecurity risks. There are multiple dependencies on assurance decisions
in the supply chain and across diverse actors. It is important to recognise and respond to
risks across all interconnected stakeholders and elements so that threats are not missed at
different points across those interactions. It is necessary to secure beyond just the critical
components with everything interconnected and a wide set of roles and technologies
supporting the system. An integrated system inherits the security limitations of each
interacting component. Transparency of assurance actions will be necessary where there
is dependency on the cybersecurity maturity level of other actors.

Attacks are inevitable and are constantly evolving. By establishing clear responsi-
bility for assurance and effective coordination across stakeholders, a broader protection
across people, processes and technology can be attained. Thiswould be aided by effective
measures to evaluate the assurance of all components and their interactions and make
sure appropriate areas are addressed across all aspects of the socio-technical system.

An exploration of impacts and consequences in a power system context was carried
out. Sharing an appreciation for potential consequences can give different stakeholders
a reason to take the necessary action. Table 2 outlines a selection of potential impacts
showing consequences of cyber events including data loss, datamodification or unwanted
control actions.

There may also be indirect or unintended consequences involved in the system’s
response to a threat. Considering the system functions and how particular workflows
and stakeholders are affected by the sequence of the threat through the technology,
people and processes can help to uncover potential consequences of a threat.

4.1 Impact Analysis

Consider the roles, processes and underlying IT and OT technologies involved in deliv-
ering energy system functions, the assets and actors involved at each step in a business
process. The flow of activities can be mapped onto components and interactions to
identify the assets and actors [18]. This will build a picture of the systems, devices, com-
munications channels, internal and external actors etc. that are supporting the functions
[15]. The expected ‘deep digitalisation’ of assets [9] correspondingly requires a deep
enough knowledge of system operation to know all the sources of control and automation
and potential access pathways for attackers. Detailing the assets that contribute to essen-
tial functions and their impact if unavailable or compromised and from where changes
can be made to configurations and settings [15]. The scale involved also changes the
threat exposure i.e. how many instances of the data or device there are and if an asset is
centralised or distributed [18].

A functional example such as operating within network constraints requires the
secure retrieval of data from the network for real-time information on thermal ratings
and voltage stability. This may also require access to smart meter voltage data or power
flow and voltage information at DER connections. The cybersecurity of a 3rd party
data centre or cloud service could also be a part of this flow of information. Threats to



398 T. Wallis et al.

Table 2. Potential impacts of cyber attack [19, 20, 21]

Event Consequences

Temporary outages Activation of load shedding tripping of protection
communications outage causing delay in data
transmission/control actions

Affecting synchronisation Coordinating connection and re-connection of generators,
without proper synchronisation could destroy generators

Resource unavailable Denial of service attacks making a resource unreachable or
unresponsive, and affecting data streams from devices e.g.
phasor measurement data

Stealing data Extracting confidential information social engineering to gain
credentials Eavesdropping, sniffing IP packets, intercepting
wireless transmission side-channel attack to infer cryptographic
keys from unintended information leakage. Impacting customer
privacy, passwords, unauthorised access to systems

Manipulation of data Injecting false data, e.g. man-in-the-middle attack hiding true
status from control centre modifying data e.g. tampering with
sensor data to cause inappropriate load management resulting in
unnecessary load shedding or generator trip out manipulating
measurements undesired system behaviours

Unauthorised access Access to private data identity spoofing, impersonating an
authorised user e.g. man-in-the-middle attack, message replays
intrusion affecting behaviour of system e.g. via open ports or
malware

Sabotage Embedding malware to launch an attack later

Asset replacement Considerable lead times for replacing destroyed assets

Unintended consequences Unknown consequences aggravated by evolving threats and
interdependencies across diverse actors

consider would include the unauthorised access or potential data manipulation of the
SCADA monitoring and notifications of thermal or power flow constraints [22].

The resolution of network constraints being either demand led or generation led
would require secure access to flexibility resources for service activation or dispatch.
The cybersecurity of control actions in the actuation of DER, aggregator services or
active customers would need to minimise the risk of inappropriate control actions or
unauthorised access. The assessment of the operational performance of flexibility ser-
vices could require cybersecurity performance to be included in their reliability metrics
[22].

Mapping the entire thread of activity for energy system functions onto the support-
ing processes, assets and roles in this way presents the impact of threats on essential
functions. The aim is to apply mitigations to protect these functions and minimise the
impact of events.
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5 Resilience Efforts

To improve resilience across interdependent actors, cybersecurity expectations and
requirements appropriate to each actor will need to be defined and agreed for [22].

• Aggregators supplying services to the power grid via DSOs from assets on the
distribution network.

• Active customers and developers exporting power to and importing power from the
distribution network.

• Increasing volumes of Distributed Energy Resources with connection arrangements
via distribution networks, the cybersecurity aspects of their operational role and their
participation in markets via DSOs or aggregators.

• Combined approaches for supply chain actors to engage with multiple DSOs.
• Transmission connected demand and generation, with cybersecurity and resilience
actions included in their connection agreements.

Resilience efforts across all actors need to include activities such as:

• Testing changes to assets for cybersecurity or operational impact before deployment.
• Managing access and identity across human and IoT actors.
• Involving stakeholders in threat and vulnerability management for access to a more
thorough threat landscape.

• Coordinating incident response activity with appropriate external entities.
• Constructing evidence, contracts, and agreements with third parties.
• Assigning and managing cybersecurity responsibilities across personnel and all
relevant stakeholders [23]

Each stakeholder will hold a different level of interest in contributing to system
resilience and differing degrees of influence on the cybersecurity level of the system.
Considering the relative positions of different stakeholders would reflect how best to
engage each actor in required resilience actions. Only 26% of security issues can be
addressed by technology alone, leaving 74% requiring people or policies to form a
solution to these issues [24].

To know and measure operational resilience requires defined and implemented pro-
cesses. Processes offer the context for how to achieve a resilience activity with specifics
related to roles, technology and operations. The processes that contribute to resilience
need to be performing well to build a confident state of readiness in the face of new
and different threats and risks. The supporting assets and interactions that enable the
functionality of smarter grids need to be cybersecure and reliable. Processes aiming for
operational resilience need to be embedded within functional activities to improve the
security and resilience of essential services [25].

Reporting on assurance actions across organisations may be necessary where there
are dependencies on other actors to deliver a function or service. Preparing combined
resilience actions andmeasures per function would help to define clearer responsibilities
for assurance and effective coordination across stakeholders.
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6 Conclusions

This work enabled a thorough observation of the cybersecurity situation for the energy
sector by inviting insights from different perspectives to be shared. The energy system
is evolving into a complex web of demand and supply across diverse actors. It will
increasingly rely on the security of the information infrastructure supporting it, and
the resilience of a digitalised operating environment. To make sense of the latest threat
landscape requires a wider sharing of knowledge and awareness among all stakeholders
for organisations to make better informed decisions and actions. To construct a picture
of the latest operating conditions and vulnerabilities requires knowing the resilience of
different assets and interactions that make up the functions of the energy system. Along
the thread of activities required to deliver each function, a change in vulnerability in one
area could increase the threat affecting other areas. The number of instances of a vul-
nerable component will affect the scale of threat a function is exposed to. Processes and
measures that allow for a greater transparency of cybersecurity activities will encourage
preparations and build the necessary trust across interconnected stakeholders. This will
enable a more robust response to changing events on the system.

This paper has provided an investigation of cybersecurity issues and concerns for util-
ities to provide an organisational and future energy system context for the ongoing design
of cybersecurity improvements. Methods and approaches have been recommended for
improving resilience across interdependent actors and to minimise the impact and con-
sequences of cyber-attack. With smart digital technology deployed at scale, cyber gov-
ernance must provide an essential foundation for our future energy scenarios with the
capability to, repeatedly and reliably, assure the integrity of interconnected systems and
users.

This work led the way to future cybersecurity projects at PNDC including improv-
ing incident response capabilities, asset discovery on power communications networks,
identification and analyses of vulnerabilities in network assets and penetration testing
of electric power assets.
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