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ABSTRACT

Privacypoliciesanalysisreliesonunderstandingsentencesmeaninginordertoidentifysentences
of interest toprivacyrelatedapplications.In thispaper, theauthors investigate thestrengthsand
limitationsofsentenceembeddingstodetectdangerouspermissionsinAndroidappsprivacypolicies.
Sent2Vecsentenceembeddingmodelwasutilizedand trainedon130,000Androidappsprivacy
policies.Theterminologyextractedbythesentenceembeddingmodelwasthencomparedwiththe
goldstandardonadatasetof564privacypolicies.Thisworkseekstoprovideanswerstoresearchers
anddevelopersinterestedinextractingprivacyrelatedinformationfromprivacypoliciesusingsentence
embeddingmodels.Inaddition,itmayhelpregulatorsinterestedindeployingsentenceembedding
modelstocheckforprivacypolicies’compliancewiththegovernmentregulationsandtoidentify
pointsofinconsistenciesorviolations.
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INTRoDUCTIoN

Androidappsmaycollect,useandshareusers’personalinformationforseveralpurposes.Tosupport
users’privacy,Googlerequiresappswhichaccessusers’personalinformationtopostaprivacypolicy
whichdiscloseshowtheapphandlesusers’informationandforwhatpurposes(Google,2017).Such
policiesarealsointendedtofulfilllegalrequirementsbythelawtoprotectusers’privacy(Wanget
al.,2019).Privacypoliciessupportusersinprivacymakingdecisionsbyansweringquestionssuch
as:whatinformationwillbecollectedfromusers?whatthecollectedinformationwillbeusedfor?
whichpartieswilltheinformationbesharedwith?Forhowlongtheinformationwillbestored?And
soon.Whenusersaccepttheprivacypolicy,thismeansthattheyagreetoreleasetheirdataunderthe
conditionsspecifiedbytheprivacypolicy(Costante,Sun,Petković,&denHartog,2012).

Althoughprivacypoliciesarethemainsourceofcompanies’datahandlingpractices,mostusers
donotreadprivacypoliciesbeforeusingtheservices(Furnell,&Phippen,2012).Thereseemstobe
contradictoryresultsbetweenstudiesshowingusers’concernsabouttheirprivacy,andthattheyoften
don’treadprivacypolicies.Onepossibleexplanationcouldberelatedtothecomplexityofreading
policies.Althoughuserswouldliketoprotecttheirprivacyinprinciple,theyfeelthatthisisadifficult
taskinpractice.Hence,theygiveuptryingtopreservecontrolovertheirprivacy.Inaddition,actually
readingallencounteredprivacypolicieslookslikeanimpossibletask(Steinfeld,2016).
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Automatic analysis of privacy policy documents may have a great advantage on extracting
specificprivacyinformationrelatedtousers’queries.However,privacypoliciesautomaticanalysis
reliesonunderstandingsentencesmeaninginordertoidentifysentencesofinteresttousers’queries
orprivacyrelatedapplications.Moreover,privacypoliciesareoftenwritteninnaturallanguage,and
henceuseawiderangeofexpressionstodescribetheinformationtypestheycollect,use,andshare.In
contrast,AndroidApplicationProgramInterface(API)methodsuselimitedterminologytodescribe
thecollectedusers’personalinformation(Hosseini,Qin,Wang,&Niu,2018).

Figure1 illustrates thevariabilityofnatural languageexpressions inAndroidapps’privacy
policies.Inthefirstsentence,thedangerouspermissionsthatallowtheapptoaccessuser’s(phone
number)and(address)arecombinedintoamoregeneralizeddatatype(contactinformation).Inthe
secondsentence,thesamedatatype(contactinformation)isusedtodenotetheabilityoftheappto
accessuser’s(addressbook),whichisanotherdangerouspermission.Inthelastsentence,thedata
type(contactinformation)encompassesthesametwodangerouspermissionsinthefirstsentence,
inadditiontoathirddangerouspermissionwhichallowstheapptoaccessuser’s(accounts)onthe
phone,suchassocialnetworkingaccounts.Privacypoliciescommonlyusehypernymrelation(a
moregeneralphrasethathassubordinates)todescribetheirdatapractices(Bhatia,Evans,Wadkar,
&Breaux,2016).Usingthisrelationthroughouttheprivacypolicycancausemultipleinterpretations
ofthesamedatapractice.

Backin1955,theprojectonartificialintelligence(AI)wasintroducedbytheassumptionthat
aspectsoflearningorfeaturesofintelligencecanbesopreciselydescribedsothatmachinescan
simulatethem(McCarthy,Minsky,Rochester,&Shannon,2006).Afterward,severaleffortshave
beenmadetoimprovemachinestobeabletoworkjustlikehumanandsolvecomplexproblems.
Afundamentalaspectofbeinghumanisthecapabilityofcomparingthingsanddiscoveringtheir
relatedness.Inthisregard,variousmachinelearningmodelsweredevelopedtocomparesemantic
entitiessuchaswordsandsentences(Harispe,Ranwez,Janaqi,&Montmain,2015).

Sentenceembeddingmodelsarepromisingtechniquesthatareusedtocapturesentencessemantics
andtheirrelations.Therearedifferentapplicationsthatrelyonencodingsemanticmeaningofprivacy
policiessentences,suchasapplicationsinterestedincheckingAndroidapps’behaviorsagainstwhat
isstatedintheirprivacypolicies.Infact,manyprivacyrelatedapplicationssuchasLiu,Fella,&
Liao(2016),Gopinath,Wilson,&Sadeh(2018),Sun(2018),andHarkousetal.(2018)usewordor
sentenceembeddingmodelsaspartoftheautomaticanalysisofprivacypolicies.However,itisnot
entirelycleartowhatextentsentenceembeddingsareeffectiveincapturingthesemanticsofprivacy
policiessentences.Therefore,toensurethesuccessfulnessofsuchapplications,itiscrucialtoreport
theadvantagesanddisadvantagesofusingsentenceemebddingsandsuggestimprovementsifneeded.

Inthiswork,first,wecreatedataxonomyforAndroiddangerouspermissions’terminologyin
privacypolicies,onadatasetof564Androidapps.WeconsideredAndroiddangerouspermissions
onlysincethesepermissionsinvolveusers’privateinformationandrequireusers’approvalbefore
granting(AndroidDevelopers,2018).Thetaxonomyprovidesthegroundtruthdataforevaluatingthe
effectivenessofthesentenceembeddingmodel.Second,wemadeanextensivecomparisonbetween
thedangerouspermissionsactuallyincludedinAndroidapps’privacypolicies(goldstandard)with
thedangerouspermissionsextractedbythesentenceembeddingmodel.Tothebestofourknowledge,
noworkhasbeendoneinevaluatingtheeffectivenessofsentenceembeddingsinprivacypolicy
documents.

ANDRoID DANGERoUS PERMISSIoNS

PriortoAndroidMarshmallow,whenauserstartstheprocessofinstallinganAndroidapp,hewill
bepresentedwithalistofpermissionsthattheapprequests.Thispermissions’screennamesallthe
phoneresourcesthattheappwillaccess,ifgranted.Forexample,anapprequestingthepermission
SEND_SMSwillbeabletosendSMSmessages,ifinstalled,butanappwithoutthispermission
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cannot.Theuserhastodecideeithertoacceptalltherequestedpermissionsandinstalltheapp,or
canceltheinstallationprocess.Usersarenotshownpermissionsatanytimeotherthaninstallation
(Feltetal.,2012).

Afterseveralyearsofusingthisapproach,AndroidstartedanewmodelinOctober5,2015,with
thecodenameMarshmallow.SinceMarshmallow,theinstallationoftheappiscompletedirrespective
oftherequiredpermissions.Afterthat,eachtimetheuserstartsanactionintheapplicationwhich
requiresdangerouspermission,apop-upwindowappearstotheuseraskingtograntthepermission.
Consequently,theuserhasmuchmorecontrolsincehecangrantanddenypermissionsindividually.
Furthermore,theusercanalsorevokepermissionslateraftertheinstallation(Alepis,&Patsakis,2017).

SomepermissionsinAndroidareconsiderednormalpermissions,whichmeansthatthereisno
highrisktotheuser’sprivacyinallowingappsaccessingthem.Inthiscase,thesepermissionsare
automaticallygrantedatinstalltime.Inaddition,usersareunabletorevokethem.Allowingtheapp
tosetthetimezoneorvibratethedeviceareexamplesofnormalpermissions.Ontheotherhand,
dangerouspermissionsarepermissionsthatcanaffectusers’privacyortheoperationofotherapps,
andmustbegrantedexplicitlybytheusers.Forexample,thepermissionassociatedwithreading
theuser’scontactsisconsideredadangerouspermission(AndroidDevelopers,2018).Dangerous
permissionsarecategorizedintogroups,asillustratedinTable1.

SENTENCE EMBEDDING

Sentencesembeddingsareusedtofindoutthesimilarityscoresbetweensentences,whichcanbeused
laterinfurtherNaturalLanguageProcessing(NLP)tasks.However,onlyfewworkshavebeendone
onlearningsentenceembeddingsthatcanbeusedeasilyandeffectivelyacrossseveraldomainsinthe

Figure 1. Variability of natural language expressions in Android apps’ privacy policies
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samesenseaswordembeddings(Wieting,Bansal,Gimpel,&Livescu,2015).Theapproachesused
tomodelsentencesrangefromsimpleonesthatarebased,forexample,onwordaveraging(Arora,
Liang,&Ma,2016)tomorecomplexneuralnetworkarchitectures(Tai,Socher,&Manning,2015).
Whiledeeplearningapproachesarepowerfulandverystronginexpressiveness,thecomplexityin
suchmodelsmakesthemslowertotrainonlargerdatasets.Ontheotherhand,simplermodelssuchas
matrixfactorizationstakeadvantageoftrainingonlargerdatasets(Pagliardini,Gupta,&Jaggi,2017).

Recently,asentenceembeddingmodel,Sent2Vec(Pagliardini,Gupta,&Jaggi,2017)significantly
outperformed the state-of-the-art unsupervised sentence embedding models on most benchmark
tasks.Incontrasttoneuralnetworkbasedarchitectures,themodelissimple,andthecomplexityof
trainingaswellasinferenceislow.Hence,themodelcanbetrainedonverylargedatasetsinashort
amountoftime.TheproposedmodelcanbeconsideredasanextensionoftheContinuousBag-of-
Words(CBOW)architecture(Mikolov,Chen,Corrado,&Dean,2013).Sent2Veccomputessentence
embeddingusingwordvectorsalongwithn-gramembeddings.

RELATED woRK

Therehasbeenanincreasedinterestinapplyingnaturallanguageprocessingtechniquesandmachine
learningmethodstoprivacypolicies,inordertoimprovetheireffectiveness(Lebanoff,&Liu,2018).
Forexample,amachinelearningsolutionwasproposedbyCostante,Sun,Petković,&denHartog
(2012) to automatically evaluate privacy policy’s completeness. The authors extracted privacy

Table 1. Android dangerous permission groups (Android Developers, 2018)

Permission Group Permissions

Calendar READ_CALENDAR
WRITE_CALENDAR

Camera CAMERA

Contacts READ_CONTACTS
WRITE_CONTACTS
GET_ACCOUNTS

Location ACCESS_FINE_LOCATION
ACCESS_COARSE_LOCATION

Microphone RECORD_AUDIO

Phone READ_PHONE_STATE
READ_PHONE_NUMBERS
CALL_PHONE
ANSWER_PHONE_CALLS
READ_CALL_LOG
WRITE_CALL_LOG
ADD_VOICEMAIL
USE_SIP
PROCESS_OUTGOING_CALLS

Sensors BODY_SENSORS

SMS SEND_SMS
RECEIVE_SMS
READ_SMS
RECEIVE_WAP_PUSH
RECEIVE_MMS

Storage READ_EXTERNAL_STORAGE
WRITE_EXTERNAL_STORAGE
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categoriesfromprivacyregulationsandusedmachinelearningmethodstofindoutthecategoriesthat
arecoveredbytheprivacypolicies.AnotherstudybyLiu,Fella,&Liao(2016)usedneuralnetworks
tomodelthevaguenessofprivacypolicies.Recently,adetailedanalysisonprivacypolicies(Harkous
etal.,2018)usedNLPanddeeplearningtoautomaticallyanalyzeprivacypolicies.Theresearchers
proposedanapplicationwhichcananswerusers’queriesonnaturallanguageprivacypolicies.

Much recent work has focused on comparing Android permissions with natural language
descriptionofAndroidapps.InWHYPER(Pandita,Xiao,Yang,Enck,&Xie,2013)forexample,
theauthorsidentifiedconsistencybetweenAndroidapp’sdescriptionanddeclaredpermissions.They
extractedsemanticpatternsfromAndroidAPIdocumentswiththeassumptionthatthesekeywords
orsemanticpatternscanbefoundintheapp’sdescription,andareadequateinrepresentingAndroid
permissions.AutoCog(Quetal.,2014)wasthenproposedtoovercomethelimitationsofWHYPER,
sinceAndroidAPIdocumentsarelimitedintheamountofsemanticpatternsthatcanbecorrelated
withAndroidpermissions.Therefore,AutoCogreliesonextractingsemanticpatternsfromapp’s
descriptionandshowsrelatedpartsintheapp’sdescriptionwhichimpliesthepermissions.Close
toWHYPERandAutoCog,Feng,Chen,Zheng,Gao,&Zheng(2019)inAC-Nettackledthesame
problembutdifferently.Insteadofoutputtinga“Yes”or“No”answertotheconsistencybetween
app’sdescriptionandpermissions,AC-Netprovidesthedegreeofconsistencyusingdeeplearning
techniques.Olukoya,Mackenzie,&Omoronyia(2020)ontheotherhand,investigatedtheconsistency
between app’s description andpermissionswith the aimof improving malwaredetection.Their
proposedtechniquecoulddetectmalwareswithaprecisionof90%.

OtherworkswereinterestedinprocessingAndroidapps’privacypoliciestocheckforprivacy
compliancewithactualapps’behavior.Forexample,Slavinetal.(2016)assessedconsistencybetween
Androidapps’privacypoliciesandapps’code.Thesemi-automatedframeworklinksprivacypolicy
phrasestoAPImethodswhichproducesensitiveinformation.Informationflowanalysiswasthen
usedtocheckifthecollecteddataissentoutsideAndroidappsonadatasetof477Androidapps.
Twoyearslater,Wangetal.(2018)proposedanapproachtodetectinconsistenciesbetweenAndroid
apps’privacypolicycollectionstatements,appscodeandcollectionbehaviorofuserentereddata
throughgraphicaluserinterface(GUI).Theapproachwasevaluatedonadatasetof120Android
appscollectedfromthreecategoriesinGooglePlayStore.Theresultsdemonstratedsomeprivacy
leakagewhichviolatesAndroidapps’privacypolicies.

Manyapproachesusewordorsentenceembeddingmodelsaspartoftheautomaticanalysisof
privacypolicies,suchasLiu,Fella,&Liao(2016),Gopinath,Wilson,&Sadeh(2018),Sun(2018),
andHarkousetal.(2018).However,asmentionedearlier,itisnotentirelycleartowhatextentthese
embeddingsareeffectiveincapturingthesemanticsofprivacypolicies.Thisworkisintendedto
fillthisgapbyexaminingtheeffectivenessofsentenceemebeddingsinextractingprivacyrelated
informationfromprivacypolicies.Mostof thestudiesevaluatewordorsentenceembeddings in
generalEnglishtext(Schnabel,Labutov,Mimno,&Joachims,2015)and(Perone,Silveira,&Paula,
2018).Therehasbeensomeworkstoevaluatewordorsentenceemebeddingsinspecificdomains,
suchaspsychology(Altszyler,Ribeiro,Sigman,&Slezak,2017),biomedical(Chen,Peng,&Lu,
2019),andgeoscience(Padarian,&Fuentes,2019).However,aspointedoutintheliterature(Lu,Yu,
Shi,&Li,2018),mostoftheworkdoneinmanyNLPtaskscoversgeneraldomaintexts.Thelackof
atrainingdatasetaswellasevaluationdatasetlimitedthenumberofresearchinspecificdomains.
Nevertheless,domain-specificapplicationsareextensivelyneededthesedays.

METHoDoLoGy

Dataset
Wechosethetop641appsfromGooglePlayStore.TheappswerechosenfromallGooglePlayStore
categories(entertainment,finance,games…etc.).Theprivacypoliciesoftheseappsweredownloaded
onOctober2018.Sincesomeappsdon’thaveprivacypoliciesandsomeprovidedincorrectorbroken
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linkstotheirprivacypolicies,weendedupwith564privacypolicies.Theanalyzedprivacypolicies
containatotalof1,582,403words.

Gold Standard
Toconstructthegoldstandard,wefollowedthemethodofBaalous&Poet(2018),inwhichNLPand
informationextraction(IE)techniqueswereusedtoextracttypesofinformationthatarecollected,
shared,used,orretainedfromourdatasetof564Androidapps’privacypolicies.Then,theextracted
typesofinformationwerecategorizedusingsynonym,hypernymandmeronymrelationshipswith
Androiddangerouspermissions.

Semantic Sentence Embedding
In this section, we detail our approach to mine Android dangerous permissions from Android
apps’privacypoliciesusingsemanticsentenceembedding.Theprocessiscomposedofextracting
nounphrasesrepresentingdangerouspermissions,trainingthesentenceembeddingmodel,finding
semanticallyrelatedphrasestothedangerouspermissions,andcomparingtheresultsgeneratedby
thesentenceembeddingmodelwiththegoldstandard.

Briefly, Google provides list of dangerous permissions that affect users’ privacy (Android
Developers,2018).Thedangerouspermissionsareorganizedintogroupsandhavespecificsyntax,
suchas(READ_EXTERNAL_STORAGE)and(WRITE_EXTERNAL_STORAGE)whichbelong
to the storage group. Given this list of dangerous permissions, first we extracted noun phrases
representing dangerous permissions (e.g. extract noun phrase “external storage” from “READ_
EXTERNAL_STORAGE” and “WRITE_EXTERNAL_STORAGE” permissions). Second, we
trainedthemachinelearningmodelwith130,000Androidapps’privacypolicies.Third,weused
thetrainedmodeltofindsemanticallyrelatedphrasestothedangerouspermissionsonthetestsetof
564privacypolicies.Finally,inordertoevaluatetheperformanceofthemachinelearningmodel,
wecomparedthegeneratedphrasesthataresemanticallyrelatedtothedangerouspermissionswith
thegoldstandard.Figure2presentsourapproach.

Extract Noun Phrases Representing Dangerous Permissions
NotethatthereareacoupleofpreprocessingstepsthatwereappliedtothelistofAndroiddangerous
permissionsusingtheNLTKlibrary.Thesestepsprepareddangerouspermissionsforextractingnoun
phrasesthatwillbefedlaterintothemachinelearningmodel.First,wereplacedallunderscoreswith
whitespaces.Then,weconvertedallwordstolowercase.Third,webrokeeachpermissiondown
intoitswordsandattachedapartofspeech(POS)tagtoeachword.Inthisstep,wechaineddifferent
taggerstogethertoincreaseaccuracy,sothatifonetaggerfailedtotagaword,thewordispassedto
thenextbackofftagger,andsoon.Wemanuallycheckthatthetagsarecorrectafterwards.

Inordertoextractnounphrases,wefollowedthemethodofKim,Baldwin,&Kan(2010)inwhich
asetofregularexpressiongrammarscorrespondingtonounphrases(NP)aredefinedandparsed.
Afterthat,weremovedduplicatenounphrases.Finally,wemanuallyreviewedtheresultedlistof
nounphrasesrepresentingdangerouspermissions.Figure3providesanexampleofextractingnoun
phrasesrepresentingthe(READ_CONTACTS)and(WRITE_CONTACTS)dangerouspermissions.

Train The Machine Learning Model
Priortofindingsemanticrelatedphrases,themachinelearningmodelhastobetrained.Whilea
generalpurposedatasetsuchasGoogleNewsorWikipediawithpre-trainedmodelsarepublically
available, ithasbeenshownthat thewordembeddingmodel trainedonasmalldomainspecific
datasetcanoutperformthewordembeddingmodeltrainedonalargegenericdataset(Sugathadasa
etal.,2017).Thus,wehaveconsidereddatasetprovidedby(Harkousetal.,2018)fortrainingthe
machinelearningmodel.Thechosendatasethasseveraladvantages:First,itcontainsalargenumber
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ofprivacypolicies(130,000).Second,theprivacypolicieswereretrievedfromGooglePlayStore,
hencethecontentoftheprivacypoliciesreflectthedatacollectedbyAndroidapps.

WeusedtheSent2Vecmodel(Pagliardini,Gupta,&Jaggi,2017)inourstudysinceithasbeen
shownthatSent2Vecsignificantlyoutperformsthestateoftheartunsupervisedmodelsformost
benchmarktasks.IncontrasttoothersentenceembeddingmodelssuchasSkipThought,thesimplicity
ofSent2Vecmakesthecomputationalcostlowfortrainingaswellasinference.Thisallowsthemodel
toquicklylearnfromlargedatasets.

TotraintheSent2Vecmodel,thetrainingprivacypoliciestextfilemustcontainonesentenceper
line.Hence,weperformedadditionalpre-processingstepstopreparethe130,000privacypoliciestext
fortraining.Firstofall,wesegmentedthetextfileintoonesentenceperline.Next,welowercased
allthewordsandtokenizedthetext.Finally,wefilteredoutverylongsentences(e.g.privacypolicy
thatisretrievedasonelongsentence)toavoidthemodelcrashingintraining.Themodelwastrained
onapproximately3.9millionsentences,containing110millionwords.

Find Semantic Related Phrases
WeutilizedtheSent2Vectrainedmodeltofindmostsimilarphrasestoeachextractednounphrase
representingdangerouspermission.Inordertodoso,wetestedtheSent2Vecmodelonthesame
privacypoliciesdatasetusedtoconstructthegoldstandard.Thisdatasetwasusedtofindground
truth terminology representingdangerouspermissionsandwillbecompared later to thephrases
extractedbytheSent2Vecmodel.ThenearestneighboringphraseswereextractedbytheSent2Vec
modelaccordingtothecosinedistance,tofindtheclosestvectorrepresentationstothedangerous
permissions.Thecosinesimilarityscorerangesbetween0(whichmeansthatthereisnosimilarity
betweencomparedphrases)and1(whichmeansthatthecomparedphrasesareabsolutelysimilar).
Wefilteredthetopsimilarphrasesforeachdangerouspermissionbasedonthefollowing:ifthecosine
similaritybetweenthegeneratedphraseandthedangerouspermissionis>=0.5,thenweacceptit,
otherwisewerejectit.Thechosenthresholdisbasedonpriorworkonmeasuringsemanticsimilarity
oftext(Mihalcea,Corley,&Strapparava,2006),(Abdelali,Cowie,&Soliman,2007),(Al-Kouz,

Figure 2. Using machine learning model to mine dangerous permissions from Android apps’ privacy policies
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Luca,&Albayrak,2011), (Crocetti,2015), and (Kamaruddin,Yusof,Bakar,Tayie,&Alkubaisi,
2018).HerearesomeexamplesofthesemanticrelatedphrasesextractedbytheSent2Vecmodel:

1. Approximate location(network-based)thispermissionallowsnortheastappsinctoidentifyand
displayyourlocationonmaporappsinstalledbyanonymoussurroundingusersandtorecommend
popularappsbasedonusers’location.

2. Thisapplicationmaysendpush notificationstotheuser.

Compare Results with the Gold Standard
Asdiscussedearlier,inthegoldstandardweextractedtheterminologyusedinprivacypoliciesthat
are relevant todangerouspermissions.Forexample, the terminology(approximate location)and
(imprecisegeolocation)inAndroidapps’privacypoliciesweremappedto(ACCESS_COARSE_
LOCATION) dangerous permission, while the terminology (precise location) and (exact geo-
coordinates)weremappedto(ACCESS_FINE_LOCATION)dangerouspermission.Inthissection,
wecompared the resultsgeneratedby themachine learningmodelwith thephrases recorded in
thegoldstandard.Forexample,ascanbeseenfromthesemanticrelatedphrasesextractedbythe
Sent2Vecmodelintheprevioussection,themodelconsideredthefirstsentencetobesemantically
relatedto(ACCESS_FINE_LOCATION)dangerouspermission.However,thesentencetalksabout
thenetworkbasedlocationinstead,andcontainstheterminology(approximatelocation)whichis
mappedto(ACCESS_COARSE_LOCATION)dangerouspermissioninthegoldstandard.Hence,
thissentenceisconsideredfalsepositive.Moredetailonthedifferencebetweenprecise location
(ACCESS_FINE_LOCATION)andapproximatelocation(ACCESS_COARSE_LOCATION)can

Figure 3. Extract noun phrases representing dangerous permissions
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befoundinthediscussionsection.Ontheotherhand,themodelconsideredthesecondsentenceto
besemanticallyrelatedto(RECEIVE_WAP_PUSH)dangerouspermission.Thisisconsideredtrue
positiveas(pushnotifications)terminologyinthissentenceismappedto(RECEIVE_WAP_PUSH)
dangerouspermissioninthegoldstandard.

RESULTS

Toensure that the sentenceembeddingmodelwas indeed selecting relevantphrases toAndroid
dangerouspermissions,wecalculatedtheprecision,recallandF1againstthegoldstandard.Table2
showstheperformanceofthesentenceembeddingmodel.Thehighestresultachievedineachmetric
ismarkedwithboldface.Aspresentedinthetable,“Calendar”and“Sensors”Androiddangerous
permissiongroupshaveno results, since therewereno semantic relatedphrases selectedby the
sentenceembeddingmodelwithcosinesimilarityequalorsuperiorto0.5.

Across all Android dangerous permission groups, the average recall rate was 0.18, which
demonstratesthatmanyrelevantphrasestoAndroiddangerouspermissionswerenotextractedby
thesentenceembeddingmodel.Ontheotherhand,theaverageprecisionratewas0.84,whichshows
thatthephrasesselectedbythesentenceembeddingmodelcontainonlyafewerrors,andmostof
thephrasesextractedarerelevanttoAndroiddangerouspermissions.However,thelargenumberof
unselectedphrasesrelatedtodangerouspermissionssignificantlyaffectedtherecallrate,andhence
theF1value.

There could be several reasons behind the low F1 value. First, many terminology included
inthegoldstandardappearedonlyonceinAndroidapps’privacypolicies.Theselowfrequency
wordswerenotdetectedbythesentenceembeddingmodel.Inthetrainingphase,the(min_count)
parameterwassetto5,whichmeansthatthemodelwillignoreallwordswithtotalfrequencylower
than5.Thisconfigurationwillspeedupthetrainingtimeespeciallythatmanyprivacypoliciesare
verylongdocumentswiththousandsofwords.Itwillalsodecreasetheamountofmemoryneeded
forembeddings.Ontheotherhand,itwillaffectthevocabularysize.Anotherpossiblereasonisthe
numberofprivacypoliciesdocumentsusedfortrainingthemodel.Alargernumbermayincrease
thetotalnumberofthevocabulary.

Inalldangerouspermissiongroups,thelowestF1scorewasreachedwiththe(Contacts)permission
group. This dangerous permission group contains three permissions: (READ_CONTACTS),
(WRITE_CONTACTS)and(GET_ACCOUNTS).Grantingthisdangerouspermissiongroupwill
allowtheapptoread,editandaddcontactsaswellasgetaccesstotheaccountstheuseruseinhis
device,suchasTwitterandFacebookaccounts.Whenusingthesentenceembeddingmodeltofind
thenearestneighbors to the (READ_CONTACTS)and (WRITE_CONTACTS) forexample, the
semanticrelatedsentencescontainonlytheword(contacts),whilethegoldstandardcontainsseveral
othersemanticallyrelatedterminologysuchas(addressbook)and(phonebook).

Themostfrequentrelationtypeextractedbythesentenceembeddingmodelissynonym,inwhich
themeaningofthedangerouspermissionandtheselectedphrasebythemodelareequivalentforour
purposes.Ontheotherhand,othertypesofrelationssuchasmeronym(part-to-wholerelationship)
were never detected by the model. For example, granting the (Location) dangerous permission
groupwillallowtheAndroidapptodeterminetheuser’sapproximateand/orpreciselocation.The
terminology:(locationdata)and(geographiclocation)selectedbythesentenceembeddingmodel
are all synonyms. However, there are other terminology in the gold standard such as (country),
(city),(town)and(state)whichareallconsideredpartofthelocation(meronymrelation),werenot
detectedbythesentenceembeddingmodel.Furthermore,thesentenceembeddingmodeldetectedfew
terminologycorrespondtohypernymrelationship.Forexample,(pushnotifications)wasselectedby
thesentenceembeddingmodelasitissemanticallyrelatedto(RECEIVE_WAP_PUSH)dangerous
permission.Thisrelationshipisconsideredahypernym,since(pushnotifications)hasabroadmeaning
andincludesShortMessagingService(SMS-PUSH),MultimediaMessagesService(MMS-PUSH),
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WirelessApplicationProtocol (WAP-PUSH),etc., (Guo,&Liu,2013).However, thishypernym
relationshipwasrarelydetectedbythesentenceembeddingmodel.

DISCUSSIoN

Informationextractionisanindepthunderstandingtask.Itrequirestherelevantcontenttotheuser’s
needtobelocatedandextractedfromthedocument(Turmo,Ageno,&Català,2006).Usersusually
requireananswerofaspecificquestion,forexample“Whydoesthisappcollectmylocation?”.Inorder
fortheusertoanswerthisquestion,heneedstospendtimeanddoextraworklookingforsentences
intheprivacypolicytalkingaboutlocation.Notethatprivacypoliciesmayuseothersemantically
relatedphrasestolocationwhichalsomaketheextractiontaskmoredifficult.Sentenceembedding
modelsarepromisingtechniquesforsimplifyinginformationextractionprocedureandimproving
extractionperformance.

Userscantakeadvantageofsentenceembeddingmodelstosearchforspecificdatapractices
thatmightbehiddeninlongprivacypolicydocuments,suchasthirdpartytrackingormarketing
advertisements.Ausermighttypeforexample“weuseyourlocationformarketingadvertisements”
andthesentenceembeddingmodelwillextracttherelevantprivacypoliciessentences.Theoutput
canthenbeusedtomakemoreprivacyinformeddecisionswhendecidingtoallowordenyAndroid
dangerouspermissionsrequests.Inaddition,sentenceembeddingmodelsmighthelpregulatorsin
checkingforprivacycompliance.Accordingto(Harkousetal.2018),variousstudiesconductedby
regulatorsanalyzedmanuallythepermissivenessofcompliancechecks.Furthermore,thenumberof
investigatedprivacypoliciesisusuallyintherangeoftens.In2000,theFederalTradeCommission
(FTC)conductedasurveyonacollectionofU.S.websitestoexaminetheircompliancewithfour
fairinformationpracticeprinciples:access,security,noticeandchoice.Commissionstaffsreviewed
all theprintedprivacydocumentsandansweredsomequestionsregarding theircontent (Federal
TradeCommission,2000).Sentenceembeddingmodelscanplayanimportantrulehereinmatching
regulators’querieswithanswersfromprivacypolicydocumentsinaveryshorttime.Regulators
canbuildontheoutput tocheckforprivacycomplianceofprivacypolicieswithdataprotection
regulations,suchastheGeneralDataProtectionRegulation(GDPR).

WhenwebuildIEsystems,itiscrucialtoevaluatethesystemssothatweseehowtheybehave
withrespecttogoldenstandards.DependingontheIEsystem,certainperformancemeasuresmightbe
consideredmoreimportantthanothers.Forinstance,highprecisionresultsaregreatlyrecommended
whentheIEsystemdoesnotcontroltheextractionresultsmanually.Ontheotherhand,iftheIE
systemdoestheextractionautomaticallyandtheinformationextractiontaskismoreofaninitial

Table 2. Results from the sentence embedding model compared against the gold standard

Permission Group Precision Recall F1

Calendar - - -

Camera 0.80 0.66 0.72

Contacts 0.80 0.04 0.07

Location 0.72 0.11 0.19

Microphone 0.90 0.15 0.25

Phone 0.70 0.15 0.24

Sensors - - -

SMS 1 0.11 0.19

Storage 1 0.08 0.14
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filtering inwhichamanualselection isperformedafterward, thenhigh recall resultsaregreatly
recommended(Moens,2006).

Theresultspresentedinourworkshowhighprecisionforusingsentenceembeddingtoextract
dangerouspermissionsfromAndroidapps’privacypolicies.Itappearsthatinmostcasesthemodel
could accurately identify dangerous permissions. However, the ability of the model to find all
relevantphrasestoAndroiddangerouspermissionsisconsideredlow(18%)comparedtotheactual
numberincludedintheprivacypolicies.Inotherwords,iftheprivacypolicyusestheterminology
(USBstorage)forexampletodescribeaccessingofexternalstorageinAndroidphone,thesentence
embeddingmodelwillfailtoextracttherelevantphrase.

The results further demonstrate that identifying phrases semantically related to dangerous
permissionsisnotatrivialtask.Whenconstructingthegoldstandard,althoughweusedasemi-
automatedapproach,ittookamassiveamountoftimetolocateinformationtypesineachrelevant
sentenceandalsotomanuallymaptheextractedinformationtypetoAndroiddangerouspermissions.
Consideringthevaguenessofprivacypolicies,thismakesthetaskmoredifficultandrequiresmuch
moretimetoachieveitusingasemi-automatedmethod.Infact,itwasreportedthatevenprivacy
expertsmightnotalwaysagreeon the interpretationofprivacypolicies (Reidenberg,2015).On
theotherhand,usingthesentenceembeddingmodelisamorestraightforwardandquicksolution.
However,givensuchambiguityinprivacypolicies,wedon’texpectthesentenceembeddingmodel
toperformperfectly.

With respect to precise and approximate location dangerous permissions (ACCESS_FINE_
LOCATIONandACCESS_COARSE_LOCATION)respectively, thesentenceembeddingmodel
extractedalmostthesamesemanticallyrelatedsentencesforbothpermissions.Underthedefinition
of dangerous permissions in Android, the two locations permissions are not considered similar.
ACCESS_COARSE_LOCATION can’t utilize the Global Positioning System (GPS). Instead, it
employsAndroid’snetworklocationprovidertogetuser’slocationthroughWiFisignalsandcell
towers.Therefore,thispermissionisusedtoacquireuser’sapproximatelocationandisnotasaccurate
asACCESS_FINE_LOCATION(AndroidDevelopers,2019).Thesentenceembeddingmodeldid
notdrawafinerlinebetweenbothlocationpermissions.Itlookslikeitconsideredthemidentical.
Thiscanbeattributedtothefactthatbothpermissionscontainthesameword(location)andthatthey
areveryshortsentences,whichmightmakethedistinctionbetweenthemachallengingtask.Onthe
otherhand,thegoldstandarddatadistinguishesbetweenthem.Forexample,(exactlocation),(precise
location),and (exactgeo-coordinates)areconsideredsynonyms toACCESS_FINE_LOCATION
permission,while(non-precisegeolocation),(approximatelocation)and(imprecisegeolocation)are
consideredsynonymstoACCESS_COARSE_LOCATIONpermission.

Additionalanalysisonthenearestneighborstodangerouspermissionsrevealedthefollowing:
For dangerous permissions that contain abbreviations, such as (SMS), the sentence embedding
modelperformedmuchbetterontheabbreviationofthedangerouspermissioncomparedtowhat
theabbreviationstandsfor.Tofurtherclarify,whenthedangerouspermissioninputtothesentence
embeddingmodel is (SMS) for example, thegeneratednearestneighbors aremore semantically
relatedtothepermissionthanwhentheinputisthelongformofthedangerouspermission(short
messageservice).Thiscouldbeduetofact thatsuchabbreviationsaremorecommonlyusedby
privacypoliciesthantheirlongforms.

Wealsoobservedthatmanysentencesarerelevanttodangerouspermissionsalthoughtheircosine
similarityisunder0.5.Infact,somedangerouspermissionsthathavenonearestneighborswitha
cosinescoreabovethethreshold0.5,havesomesemanticallysimilarsentenceswithcosinescores
under0.5.However,thisobservationcan’tbegeneralizedtoalldangerouspermissionsasthecase
differsfromonedangerouspermissiontotheother.Thiscanbefurthertestedbygraduallydecreasing
thecosinesimilarityandobservetherecall.Notethattherecallcanbeimprovedbydecreasingthe
thresholdasthecosinesimilarityofmanyrelevantsentencestodangerouspermissionswasunder0.5.
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Asmentionedearlier,themostdetectedrelationbythesentenceembeddingmodelissynonym.
Althoughfewhypernymrelationswerereturnedbythemodel,nomeronymrelationwascaptured.
Theseobservations are in agreementwithHandler (2014) inwhich the author reported that the
Word2Vecembeddingmodelcapturedcertainrelationsaheadofothers.Forexample,itwasfound
thattheWord2Vecfavorssynonymsaheadofmeronyms.SinceSent2Vecsentenceembeddingmodel
canbeseenasanextensionofContinuousBag-of-Words(CBOW),whichisoneoftheWord2Vec
models(Mikolov,Sutskever,Chen,Corrado,&Dean,2013),and(Mikolov,Chen,Corrado,&Dean,
2013),theremightbenosurpriseinthemostdetectedrelationtypesbySent2Vec.

Finally,embeddingsentencestovectorswhichpreservesemanticmeaningisacorestepinmany
NLPtasks.Tothisend,differentsentenceembeddingtechniqueshaverecentlybeenproposedto
computesentencerepresentationswithimpressiveresults(Voleti,Liss,&Berisha,2019).However,
reallifetasksinvolvecomplicatedformsofinferencewhichmakesitdifficultforsentenceembedding
modelstocometoaconclusion(Conneau,Kruszewski,Lample,Barrault,&Baroni,2018).Infact,
thisistrulypresentedinprivacypolicysentenceswhichusevagueandbroadermeaningwordsto
representdatahandlingpractices.Itcouldbethoughtthatmorecomplexsentenceembeddingmodels
suchasrecurrentneuralnetworkscouldprovidepromisingresultsinthiscontext.Nevertheless,this
assumptionneedstobetestedinprivacypolicysentencesandcomparedtoothersentenceembedding
modelstoshedlightupontheadvantagesanddisadvantagesofeachmodel.

CoNCLUSIoN

ExtractingphrasessemanticallyrelatedtodangerouspermissionsfromAndroidapps’privacypolicies
isacriticalstepinqueryingaboutdangerouspermissions’collectionandusagebyAndroidapps.It
couldhaveseveralusefulapplications,suchasminingtherationalesofdangerouspermissionsfrom
privacypolicies,inordertoassistuserstomakeprivacyinformeddecisions.Inthiswork,weused
thesentenceembeddingmodelSent2Vec to findsemantic relatedphrases toAndroiddangerous
permissionsfromAndroidapps’privacypolicies.Foreachdangerouspermission,alistofcloset
neighborswasgenerated.Thecosinesimilarityof0.5andgreaterwaschosenasathreshold,which
meansthatallvectorsthatareequalto0.5orgreaterareconsideredsemanticallyclosetothedangerous
permissions.WecomparedtheperformanceofSent2Vecmodelwiththegoldstandardandcomputed
precision,recallandF1.

Theresultsshowedthatthesentenceembeddingmodelwasabletocorrectlycapturesemantically
related phrases to Android dangerous permissions. The average precision rate was 0.84, which
demonstratesthatonlyfewerrorsoccurred.Incontrast,theaveragerecallratewas0.18,whichindicates
thatthegeneratedlistofsemanticallyrelatedphrasestoAndroiddangerouspermissionsmightnot
beadequate,asthemodelmissedmanyrelatedphrasesinAndroidapps’privacypolicies.Overall,
theresultssuggestthatwecangetsatisfactoryresultsutilizingthesemi-automatedapproachusedto
constructthegoldstandard.However,thatmethodistimeconsumingandrequiresalotofmanual
engineering.Ontheotherhand,usingasentenceembeddingmodelisfasterandcosteffective,but
thegeneratedrelatedphrasesmightnotbesufficient.

Aswithallstudies,theworkinthispaperissubjecttosomelimitations.Inordertofilterthe
Androiddangerouspermissionssimilarphrasesreturnedbythemodel,weacceptedphraseswith
cosinesimilarityequalorsuperiorto0.5.Thephraseswithcosinesimilarityunder0.5wererejected.
Wechosethisthresholdbasedonpreviousworkonmeasuringsemanticsimilarityoftext.Themajor
constrainhereisthechosencosinesimilaritythresholdwhichaffectedtherecallsignificantly.In
fact,havingAndroidprivacypoliciessampledatafirst,testingempiricallydifferentcosinesimilarity
thresholds,andchoosethebestvaluethatproducesmorerelevantresultswouldprovidestrongerclaim
ontheperformanceofthesentenceembeddingmodel.Anotherconstraintisrelatedtochoosingthe
optimaltrainingparameters.Minimumcountparameterforexamplewassetto5,whichmeansthat
thesentenceembeddingmodelwillneglectallwordsthatoccurlessthanfivetimes.Takinginto
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account the lengthofprivacypoliciesdocuments, thisconfigurationwaschosentospeedupthe
trainingtimeandtodecreasetheamountofmemoryneededforembeddings.Ontheotherhand,it
reducedthevocabularysizegeneratedbythemodel.Finally,havingmoretestdataintheevaluation
datasetwouldincreasetheusefulnessofthestudy.

Itwouldbeinterestinginthefuturetoverifyifthesentenceembeddingmodelcancorrectly
select more dangerous permissions related phrases with gradually decreasing the threshold and
observethegeneratedresults.ThevariationofFmeasurementachievedwiththechangingofcosine
similaritythresholdcanalsobereported.IncreasingthesizeofAndroidapps’privacypoliciestraining
datamayalsoaffecttheoverallresults.Itmightbeusefultotestifthesentenceembeddingmodel
willnoticeablybenefitfromextratrainingdata.Finally,futureworkmayalsoincludeprovidingan
extensiveevaluationofdifferentsentenceembeddingtechniquesinprivacyrelatedcontextwhich
willprovidevaluableinsightsintothestrengthsandweaknessesofeachtechnique.Then,themost
accuratesentenceembeddingtechniquecanbeutilizedinprovidingAndroiduserswithdangerous
permissionsrationalesextractedautomaticallyfromapps’privacypolicies.Thiswouldhelpusers
inmakingmoreprivacyinformeddecisions,especiallyforappsthatdon’texplaintouserswhythey
requestaccesstousers’privatedata.
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